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User Manual
802.11a/n High Power Wireless Outdoor Bridge/AP

PheeNet outdoor high power WiFi-N Bridge is the point of connection to Wireless Outdoor Network for service provider
deploying last mile services to business or residential broadband subscribers. Network administrators can create multiple
subscriber service tier using per-subscriber rate limiting features, and manage centrally. PheeNet outdoor CPE/AP utilizes
a 500mW output Tx Power connect to the WiFi mesh or WDS infrastructure and provides the subscriber with an Ethernet
connection for a local access.

PheeNet outdoor high power Bridge can be used for nine different purposes in six different modes. In the Router AP
mode, it can be deployed as a gateway with wireless Access Point(AP) and provides WDS link for network extension. In
the AP mode, it can be deployed either as traditional fixed wireless Access Point, or combination of AP and
WDS(AP+WDS). In the WDS mode, it’s only used to expand or bridge Ethernet networks and deployed as a main base,
relay based or remote base station. In the CPE mode, it connects to Wireless Internet Service Provider's(WISP) outdoor
network via wireless WAN gateway to access Internet. In the Client Bridge + Universal Repeater mode, it connects to
Wireless Internet Service Provider’'s(WISP) outdoor network via wireless or wired bridge to access to Internet. In the CPE
+ AP mode, it connects to Wireless Internet Service Provider’'s(WISP) outdoor network via wireless WAN gateway to

access Internet, and it also can provide wireless clients associated via Access Point.

1. Router AP+WDS : It can be deployed as a gateway with wireless Access Point and provides WDS link for

network extension.

Access Point : It can be deployed as a traditional fixed wireless Access Point
Repeater : To expand wireless service by repeating prior AP

WDS : It can be used to expand Ethernet network via wireless WDS Link

AP+WDS : Not only to extend Ethernet network, but also provide wireless access to the expanded network

2L T A

CPE (Customer Premises Equipment) : It is a wireless gateway with NAT and DHCP Server functions to

connects to Wireless Internet Service Provider's (WISP)

7. Client Bridge + Universal Repeater : It is a wireless repeater or bridge to connects to Wireless Internet Service
Provider's (WISP)

8. CPE+AP: Itis a wireless repeater or gateway with NAT and DHCP Server functions to connects to Wireless

Internet Service Provider's (ISP)
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1.2 System Concept

The WLO-15814N / WLO-15802N is not only designed and used as traditional outdoor AP, but also with rich features
tailored for WISP applications. The two-level management capability and access control ease WISP and owners to
maintain and manage wireless network in a more controllable fashion. Main applications are listed as follows with

illustration:

m  Wireless CPE for Multi Dwelling Unit/Multi Tenant Unit(tMDU/MTU) complexes including apartments, dormitories, and

office complexes.
m  Outdoor Access Point for school campuses, enterprise campuses, or manufacture plants.
® Indoor Access Point for hotels, factories, or warehouses where industrial grade devices are preferred.
m  Public hotspot operation for café, parks, convention centers, shopping malls, or airports.

m Wireless coverage for indoor and outdoor grounds in private resorts, home yards, or gulf course communities.

POE Switch %

-

CAAT On-line Game

¢ B

Survelllance Camera MNotebook

WLO-15814N /
WLO-15802N
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1.3 Applications in Wireless Network

WLO-15814N / WLO-15802N is a multiple mode system which can be configured either as a wireless gateway or an
access point as desired. It also can be used as a WDS link for Ethernet network expansion. This section depicts different
applications on Router AP Mode, AP Mode, WDS Mode, CPE Mode, Client Bridge + Universal Repeater Mode and

CPE + AP Mode.

Gl Brelge = Urrvernsl Feoasle Msde [1)

Y CFE & &9 e 7]

m  Configuration on Router AP Mode (Gateway + Access Point + WDS)

= Example 1 : Router AP without WDS

v It can be deployed as a gateway with wireless Access Point

NAT

—@—. e [

WAN : WLAN
192.168.1.254

= Example 2 : Router AP with WDS

v It can be deployed as a gateway with wireless Access Point and provides WDS link for network extension.

__ B8
NAT  WDS =

Remote
Base Station

WAN | WLAN
192.168.1.254 °
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Configuration in AP Mode (including Access Point + WDS)

An access point can be either a main, relay or remote base station. A main base station is typically connected to a
wired network via the Ethernet port. A relay base station relays data between main base stations and relay stations or
remote base stations with clients. A remote base station is the end point to accept connections from wireless clients

and pass data upwards to a network wirelessly.
= Example 1 : Access Point without WDS

v It can be deployed as a tradition fixed wireless Access Point

W—' )

= Example 2 : Access Point with WDS

v It can be deployed as a tradition fixed wireless Access Point and provides WDS link to expand network

wDSs

Remote
Base Station

_ﬁ_. - -

Man
Base Station
B0

P

Configuration in WDS Mode (Pure WDS)

An access point can be either a main, relay or remote base station. A main base station is typically connected to a
wired network via the Ethernet port. A relay base station relays data between main base stations and relay stations or
remote base stations with clients. A remote base station is the end point to accept connections from wireless clients
and pass data upwards to a network wirelessly. In this mode, it can support single or multiple WDS links and no

wireless clients can associate with it.
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2 Example 1: Point-to-Point

W wWDs

Remote
Base Station

WDs

—

Ei;!.::::!m
‘ 88

= Example 2 : Point-to-Multi-Point

Remote

wDs Base Station

' oo
wDs Y~

Remote

wDs Base Station

' e
—E

Remote
Base Statwon

= Example 3 : Multi-Point Repeating bridge

. WDS ' WDS .

Main Remote
Base 52ation Base Station

Configuration in CPE Mode

It can be used as an Outdoor Customer Premises Equipment (CPE) to receive wireless signal over last mile
application, helping WISPs deliver wireless broadband Internet service to residents and business customers. In the
CPE mode, WLO-15814N / WLO-15802N is a gateway enabled with NAT and DHCP Server functions. The wired
clients connected to WLO-15814N / WLO-15802N are in different subnet from those connected to Main Base Station,
and, in CPE mode, it does not accept wireless association from wireless clients.
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NAT

Main -
Base Station

192.168.1.250 WIFI WAN : |LAN
192.168.1.254 1 | 192 160 2 =

CEEE

Configuration in Client Bridge + Universal Repeater Mode

It can be used as an Client Bridge + Universal Repeater to receive wireless signal over last mile applications, helping
WISPs deliver wireless broadband Internet service to new residential and business customers. In this mode, WLO-
15814N / WLO-15802N is enabled with DHCP Server functions. The wired clients of WLO-15814N / WLO-15802N

are in the same subnet from Main Base Station and it accepts wireless connections from client devices.

En: ;:lnn
' ' l B
=

Configuration on CPE + AP Mode (Router Client + Access Point)

It can be used as an Outdoor Customer Premised Equipment(CPE) to receive wireless signal over the last mile,
helping WISPs deliver wireless broadband Internet service to new residential and business customers. In this mode,
the WLO-15814N / WLO-15802N is a gateway with NAT and DHCP Server functions. The wireless and wired clients
of WLO-15814N / WLO-15802N are on the different subnet from Main Base Station and it accepts wireless
connections from client devices.

NAT

Main

192.168.1.350 WIFI WAN: | LAN

192.168. 1.254§ . : [=! ].:f;
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m |[EEE 802.11n Draft 2.0 Compliance in 2Tx / 2Rx Design
m  Support IEEE 802.11n and 802.11a
m  Operates in the 5GHz ISM Band
m  Enables Bandwidth of up to 300Mbps(Tx), 300Mbps(Rx) link rate
m  Topology : Point to Point ; Point to Multi Point
> Router AP Mode
= Access Point Mode : Pure Access Point Function and Access Point /Bridge(WDS) Function
2> WDS Mode
= CPE Mode (Router Client )
> Client Bridge + Universal Repeater
= CPE + AP Mode
m  Security with 802.1X, WPA, and WPA2
m  Support QoS(Quality of Service) & WMM
m  Integrated Power over Ethernet (PoE)
m  Multiple Virtual AP & Capability of Client Isolation
m  Business-class WLAN Security and Client Authentications
m  Provide Advanced Wireless Setting
m  Support Web Management and SNMP MIB Il
m  Over Load Current Protection
m  Client Isolation Through Layer 2 VLAN Technology
m  Two administrator accounts for manager authorities

m QoS for bandwidth management and traffic prioritization

WLO-15814N / WLO-15802N outdoor high power WiFi-A/N Bridge is the point of connection to Wireless Outdoor Network
for service provider deploying last mile services to business or residential broadband subscribers.. Network administrators
can create multiple subscriber service tier using per-subscriber rate limiting features, and manage centrally. WLO-15814N
/ WLO-15802N outdoor bridge utilizes a 500mW output Tx Power to connect to the WiFi mesh or WDS infrastructure and

provides the subscriber with an Ethernet connection for a local access.

WLO-15814N / WLO-15802N outdoor high power Bridge can be used for nine different purposes in six different modes,
the Router AP mode , AP mode, the WDS mode, the CPE mode, Client Bridge + Universal Repeater mode and CPE + AP

mode, respectively with built-in remote management features.
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1.5 Specification
B Wireless Architecture Mode
= Router AP Mode

v' Wire connection as WAN , in this mode , the device run as DHCP server to assign IP address to wireless
clients out of a private IP address pool behind a NAT

v' This enables the wireless interconnection of Access Point in an IEEE802.11 network .and accept wireless
clients at the same time

> AP Mode
v Pure AP Mode
e |t can be deployed as a tradition fixed wireless Access Point
e It allow wireless clients or Stations(STA) to access
v AP/WDS Mode

e This enables the wireless interconnection of Access Point in an IEEE802.11 network .and accept
wireless clients at the same time

2> WDS Mode
v' This enables the wireless interconnection of Access Point in an IEEE802.11 network.

v It allows a wireless network to be expanded using multiple access point without the need for a wired
backbone to link them.

v' This also be referred to as repeater mode.
v' It can't allow wireless clients or Stations (STA) to associate.
> CPE Mode

v WiFi connection as WAN , in CPE mode , the device run as DHCP server to assign IP address to wire clients
out of a private IP address pool behind a NAT

= Client Bridge(CB) + Universal Repeater(UR) Mode

v Awireless repeater and bridge with DHCP server enabled, clients on the same subnet as host AP(Primary
Router).

> CPE + AP Mode

v" WiFi connection as WAN , in this mode , the device run as DHCP server to assign IP address to wire and
wireless clients out of a private IP address pool behind a NAT

m  Networking

= Support Static IP, Dynamic IP(DHCP Client), PPPoE and PPTP on WAN Connection
Support MPPE-64 and MPPE-128 Encryption on PPTP Connection
Support PPTP/L2TP/IP Sec Pass Through

PPPoE and PPTP Reconnect — Always On , On demand, Manual

v v vy

MAC Cloning
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DHCP Server in Router AP , CPE/CPE + AP and Client Bridge + Universal Repeater Mode

802.3 Bridging

Masquerading (NAT)

Proxy DNS

Dynamic DNS

NTP Client

Virtual DMZ

Virtual Server (IP/ Port Forwarding)
Support MAC Filter

Support IP Filter

Bandwidth traffic Shaping

Wireless Feature

L2 L T T T 2 T T 2R T L T TR T 2

Transmission power control :  1~100 %
Channel selection : Manual or Auto

No of associated clients per AP : 32
Setting for max no associated clients : Yes
No. of ESSID (Virtual AP ) : 7

No. of Max. WDS setting : 4

Preamble setting : Short/ Long

Setting for 802.11a/n mix or 802.11a only
Setting for transmission speed

Dynamic Wireless re-transmission

IEEE802.11f IAPP (Inter Access Point Protocol), hand over users to another AP

IEEE 802.11i Preauth (PMKSA Cache )

IEEE 802.11h - TPC(Transmission Power Control) and DFS(Dynamic Frequency Select)

IEEE 802.11d -Multi country roaming

Wireless Site Survey

Channel Bandwidth setting : 20MHz or 20/40MHz

HT Tx/Rx Stream selection : 1 or 2

A-MSDU and A-MPDU support

Maximal MPDU density for TX aggregation setting

Short Slot support

Slot time and ACK Timeout support

RTS Threshold and Fragment Threshold support
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Authentication/ Encryption (Wireless Security)

Layer 2 User Isolation and AP Isolation

Blocks client to client discovery within a specified VLAN
WEP 64/ 128 Bits

EAP-TLS + Dynamic WEP

EAP-TTLS + Dynamic WEP

PEAP/ MS-PEAP+Dynamic WEP

WPA (PSK +TKIP)

WPA (802.1x certification + TKIP)

802.11i WPA2 (PSK + CCMP/ AES)

802.11i WPA2 (802.1x certification + CCMP/ AES)
Setting for TKIP/ CCMP/ AES key’s refreshing period
Hidden ESSID support

Setting for “Deny ANY “ connection request

MAC Address filtering (MAC ACL)

No. of registered RADIUS servers : 1

VLAN assignment on ESSID

L 20 L TR T T T T 2 N T I T

Support WEP, AES and TKIP data encryption over WDS link

Quality of Service

Download and Upload traffic control

Packet classifications via DSCP (Differentiated Services Code Point)
Control Policy by IP/IP Range/ MAC Group/ Port/ Layer-7 Protocol
Traffic Analysis and Statistics

No. of Max. Policy setting : 10

DiffServ/ ToS

IEEE802.1p/ CoS

IEEE 802.1Q Tag VLAN priority control

L 2 L T T T 2

IEEE802.11e WMM

Parental Control

= Blocking Control Policy by IP Range/ MAC Group/ Port/ Layer-7 Protocol
= URL Blocking

10
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System Administration

Intuitive Web Management Interface
Password Protected Access

Firmware upgrade via Web

Reset to Factory Defaults

Profiles Configuration Backup and Restore
One-button-click to reset factory default
Two administrator accounts

Remote Link Test — Display connect statistics
Full Statistics and Status Reporting

Real time QoS Flow Plot

NTP Time Synchronization

Even Log

Support SNMP v1, v2c, v3

SNMP Traps to a list of IP Address
Support MIB I

CLI access via Telnet and SSH
Administrative Access : HTTP and HTTPS

UPNP (Universal Plug and Play)

L 2 R T T T T R T TR T T T T N 2

Ping Watchdog

11
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Chapter 2. Basic Installation

2.1 Hardware Installation

2.1.1 Package Contents
The standard package contents of WLO-15814N / WLO-15802N :

m  WLO-15814N / WLO-15802N x1
®  Quick Installation Guide x1
®m  CD-ROM (with User Manual and QIG) x1
m  Power Adapter DC24V 0.5A x1
m  PoE Injector x1
m Mounting Kit X2

5 It is highly recommended to use all the supplies in the package instead of substituting any components by other
suppliers to guarantee best performance.

2.1.2 Panel Function Descriptions
WLO-15814N / WLO-15802N

Front Panel Rear Panel

1. Reboot Button : Unscrew the screw and click Reset button to restart system or reset to
default configurations.

= Press and hold the Reset button for 2 seconds and release to restart system. The LED except Power
indicator will be off before restarting.

= Press and hold the Reset button for more than 10 seconds to reset the system to default configurations.

2. Power: Green LED ON indicates power on, and OFF indicates power off.
3. WLAN: Green LED FLASH indicates  Wireless Transmit.
4, LAN: Green LED ON indicates connection, OFF indicates no connection, FLASH

indicates Packets transmit

5. PoE Connector : For connecting to PSE

12
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2.1.3 Hardware Installation Steps
Please follow the steps mentioned below to install the hardware of WLO-15814N / WLO-15802N :

WLO-15814N / WLO-15802N

Front Panel Rear Panel

m  Connect N-type antenna to the N-type connector on the rear panel.
m  Connect PSE to the PoE connector on the front panel.
m  Connect an Ethernet cable to the PSE and the other end to a computer.

m  Power on the PSE in order to supply power to WLO-15814N / WLO-15802N

13
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2.2 Web Management Interface Instructions

WLO-15814N / WLO-15802N supports web-based configuration. Upon the completion of hardware installation, WLO-
15814N / WLO-15802N can be configured through a PC/NB by using its web browser such as Internet Explorer version
6.0.

m  Default IP Address : 192.168.2.254
m  Default IP Netmask : 255.255.255.0
m  Default User Name and Password :

The default user name and password for both root manager account and admin manager account are as follows :

Mode Router AP CPE AP WDS UR+CB CPE+AP
Management Account Root Root Admin Root Root Root Root Admin
9 Account Account Account Account Account Account Account Account
User Name root root admin root root root root admin
Password default default admin default default  default default admin

Step

m  |P Segment Set-up for Administrator's PC/NB

Set the IP segment of the administrator's computer to be in the same range as WLO-15814N / WLO-15802N for
accessing the system. Do not duplicate the IP Address used here with IP Address of WLO-15814N / WLO-15802N or
any other device within the network

Example of Segment :

The valid range is 1 ~ 254 and 192.168.2.254 shall be avoided because it is already assigned to WLO-15814N /
WLO-15802N . 192.168.2.10 is used in the example below.

m [P Address: 192.168.2.10
m [P Netmask : 255.255.255.0

®m  Launch Web Browser

Launch web browser to access the web management interface of system by entering the default IP Address,
http://192.168.2.254, in the URL field, and then press Enter.

/= PheeNet WLO-15802N - Windows Internet Explorer

@ J% B 192,168,2,254

14
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m  System Login

The system manager Login Page then appears.

Enter “root” as User name and “default” as Password, and then click OK to login to the system; the root manager

account is used as an example here.

Login Success

The server 192.168.2.254 at WLO-15802N requires a
username and passwiord,

WWarning: This server is reguesting thak your username and
password be sent in an insecure manner (basic authentication
without a secure connection),

|ﬁ roak \'|

IJser name:

Password:

[ ]remember my password

L (o] 4 J[ Zancel J

System Overview page will appear after successful login.

p—
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Orervew | ientn | woGSwata | Cstwinfo’ | Geeviiog

System Overview Castmti ]
Syatem LAN Infedmation
s Fiame WL 0= § 550001 BT &bdress - DEMCTOTOES
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I ol Amtets Packesy 333
Erierpten 633 11a Vieeeas Oullos: Sidge. SO0y frarmmd Syien 17972
Frmware Verpnn  Con ORS00 V1.0 10 Ve Trinaml Pachess W1
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=i Bl R
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Symieemtp Tarm - b WAL Estrens : DE28-CE01080T
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Chapter 3. AP Mode Configuration

When AP mode is chosen, the system can be configured as an Access Point. This section provides detailed explanation

for users to configure in the AP mode with help of illustrations. In the AP mode, functions listed in the table below are also

available from the Web-based GUI interface.

Option System Wireless Utilities Status
Operating Mode General Setup Profiles Settings System Overview
LAN Advanced Setup Firmware Upgrade Clients
Functions Management Virtual AP Network Utility WDS Status
Time Server WDS Setup Reboot Extra Info
SNMP Event Log

Table 3-1: AP Mode Functions

3.1 External Network Connection
3.1.1 Network Requirement

Normally, WLO-15814N / WLO-15802N connects to a wired LAN and provides a wireless connection point to associate
with wireless client as shown in Figure 3-1. Then, Wireless clients could access to LAN or Internet by associating
themselves with WLO-15814N / WLO-15802N set in AP mode.

| I

Figure 3-1  Access Point on a Wired LAN Configuration
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3.1.2 Configure LAN IP
Here are the instructions to setup the local IP Address and Netmask.

Please click on System -> LAN and follow the below setting.

LAM Setup

ermel Connection Type DMS

i s o Fy
Mode - WL Cratic P L Dymamic P OKS - % Ho Defauk DRS Server LS Specity DHS Server P

Briary

Static IP

Sacondnry
P Address - | 152 168.2.254
P Hetmadk - 255 2552550

P Galewsy .| 192.168.2.1

®  Mode : Check either “Static IP” or “Dynamic IP” button as desired to set up the system IP of LAN port .
= Static IP : The administrator can manually setup the LAN IP address when static IP is available/ preferred.
v IP Address : The IP address of the LAN port; default IP address is 192.168.2.254
v IP Netmask : The Subnet mask of the LAN port; default Netmask is 255.255.255.0
v IP Gateway : The default gateway of the LAN port; default Gateway is 192.168.2.1
= Dynamic IP : This configuration type is applicable when the WLO-15814N / WLO-15802N is connected to a

network with the presence of a DHCP server; all related IP information will be provided by the DHCP server

automatically.

Dynamic IP

Hostname

v Hostname : The Hostname of the LAN port

m  DNS : Check either “No Default DNS Server” or “Specify DNS Server IP” button as desired to set up the system DNS.
= Primary : The IP address of the primary DNS server.

= Secondary : The IP address of the secondary DNS server.

m  802.1d Spanning Tree

The spanning tree network protocol provides a loop free topology for a bridged LAN between LAN interface and 4
WDS interfaces from wds0 to wds3. The Spanning Tree Protocol, which is also referred to as STP, is defined in the
IEEE Standard 802.1d. The Spanning tree always enabled on WLO-15814N / WLO-15802N. Below Figures depict a
loop for a bridged LAN between LAN and WDS link

17
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Click Save button to save your changes. Click Reboot button to activate your changes
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3.2 Wireless LAN Network Creation

The network manager can configure related wireless settings, General Settings, Advanced Settings, Virtual AP(VAP)

Setting, Security Settings and MAC Filter Settings.

3.2.1 Wireless General Setup
The administrator can change the data transmission, channel and output power settings for the system. Please click on

Wireless -> General Setup and follow the below setting.

Wireless Satup

m  MAC Address : The MAC address of the Wireless interface is displayed here.

m  Band Mode : Select an appropriate wireless band; bands available are 801.11a or 802.11a/n mixed mode.

m AP Isolation : Select Enable, all clients will be isolated from each VAP, that means different VAP's clients can not

reach to each other.

®  Transmit Rate Control : Select the desired rate from the drop-down list; the options are auto or ranging from 6 to
54Mbps only for 802.11a mode.

m  Country : Select the desired country code from the drop-down list; the options are US, ETSI, JP and NONE.
m  Channel/Frequency : The channel range will be changed by selecting different country code. Below depicts the

channel range for different Country.

Country  Channel

us 36, 40, 44, 48, 52, 56, 60, 64, 149, 153, 157, 161

ETSI 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140

JP 36, 40, 44, 48

NONE 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140, 149, 153, 157, 161

m  Tx Power : You can adjust the output power of the system to get the appropriate coverage for your wireless network.
Specify digit numbers between 1 to 100 (the unit is %) for your environment. If you are not sure which setting to

choose, then keep the default setting, 100%.

When Band Mode select in 802.11a only mode, the HT(High Throughput) settings should be hidden immediately.
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m  HT TxStream/RxStream : By default, it's 2.
m  Operating Mode : By default, it's Mixed Mode.

= Mixed Mode : In this mode packets are transmitted with a preamble compatible with the legacy 802.11a/g, the
rest of the packet has a new format. In this mode the receiver shall be able to decode both the Mixed Mode

packets and legacy packets.
= Green Field : In this mode high throughput packets are transmitted without a legacy compatible part.
m  Channel Bandwidth : The "20/40” MHz option is usually best. The other option is available for special circumstances.

m  Guard Interval : Using “Auto” option can increase throughput. However, it can also increase error rate in some
installations, due to increased sensitivity to radio-frequency reflections. Select the option that works best for your
installation.

m  MCS : This parameter represents transmission rate. By default (Auto) the fastest possible transmission rate will be

selected. You have the option of selecting the speed if necessary. (Refer to Appendix C. MCS Data Rate)
m  Reverse Direction Grant(RDG) : Disable or enable reserve direction grant. Default is enabled.

m  A-MSDU : Aggregated Mac Service Data Unit. Select Enable to allow aggregation for multiple MSDUs in one MPDU
Default is disabled.

m  Auto Block ACK : Disable or enable auto block ACK. Default is enabled.

m  Decline BA Request : Disable or enable decline BA request. Default is disabled.

Change these settings as described here and click Save button to save your changes. Click Reboot button to activate

your changes. The items in this page are for AP's RF general settings and will be applied to all VAPs and WDS Links.
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3.2.2 Wireless Advanced Setup

To achieve optimal wireless performance, it is necessary to tweak advance setting per requirements properly, not
necessary higher the better or lower.

The administrator can change the RTS threshold and fragmentation threshold settings for the system. Please click on

Wireless -> Advanced Setup and follow the below setting.

Wireless Setup

Advanced Setup

Shart Slot : & Enable O Disatie
Extra Slat Time : |9 us
ACK Timeout : |32 us
Beacon Interval ;| 100 ms
DTIM Interval : |1 ms

Fragment Threzhold : 2346

RTS Threshold @ | 2347

Short Preamble : @ Enable O pisable
Tx Burst : @ Enable O pisable
Pkt_Aggregate : l@'Enat:l& ODiaabI&
EEE 202 11H(OFS) - & Enable O Disatie

wil - O Enable (3 Dizable

Save

m  Short Slot : By default, it's “Enable” for educing the slot time from the standard 20 microseconds to the 9
microsecond short slot time

Slot time is the amount of time a device waits after a collision before retransmitting a packet. Reducing the slot time
decreases the overall back-off, which increases throughput. Back-off, which is a multiple of the slot time, is the
random length of time a station waits before sending a packet on the LAN. For a sender and receiver own right of the
channel the shorter slot time help manage shorter wait time to re-transmit from collision because of hidden wireless
clients or other causes. When collision sources can be removed sooner and other senders attempting to send are
listening the channel(CSMA/CA) the owner of the channel should continue ownership and finish their transmission
and release the channel. Then, following ownership of the channel will be sooner for the new pair due to shorter slot
time. However, when long duration of existing collision sources and shorter slot time exist the owners might
experience subsequent collisions. When adjustment to longer slot time can’t improve performance then RTS/CTS
could supplement and help improve performance.

m  Extra Slot Time : Slot time is in the range of 1~255 and set in unit of microsecond. The default value is 9

microsecond.

& When you enable Short Slot and set Extra Slot time to “10”, the actual Slot Time=9+10 us.
—~ When you disable Short Slot and set Extra Slot time to “10”, the actual Slot Time=20+10 us.
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ACK Timeout : ACK timeout is in the range of 1~255 and set in unit of microsecond. The default value is 32
microsecond.

All data transmission in 802.11b/g request an “Acknowledgement” (ACK) send by receiving radio. The transmitter will
resend the original packet if correspondent ACK failed to arrive within specific time interval, also refer to as “ACK

Timeout”.

ACK Timeout is adjustable due to the fact that distance between two radio links may vary in different deployment.
ACK Timeout makes significant influence in performance of long distance radio link. If ACK Timeout is set too short,
transmitter will start to “Resend” packet before ACK is received, and throughputs become low due to excessively high
re-transmission.

ACK Timeout is best determined by distance between the radios, data rate of average environment. The Timeout
value is calculated based on round-trip time of packet with a little tolerance, So, if experiencing re-transmissions or
poor performance the ACK Timeout could be made longer to accommodate.

e Slot Time and ACK Timeout settings are for long distance links. It is important to tweak settings to achieve the
—~ optimal result based on requirement.

Beacon Interval : Beacon Interval is in the range of 20~1024 and set in unit of millisecond. The default value is 100

msec.

Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte frame, called “Beacon”. Beacon is
broadcast to all the stations, provides the basic information of AP such as SSID, channel, encryption keys, signal

strength, time stamp, support data rate.

All the radio stations received beacon recognizes the existence of such AP, and may proceed next actions if the

information from AP matches the requirement. Beacon is sent on a periodic basis, the time interval can be adjusted.

By increasing the beacon interval, you can reduce the number of beacons and associated overhead, but that will
likely delay the association and roaming process because stations scanning for available access points may miss the
beacons. You can decrease the beacon interval, which increases the rate of beacons. This will make the association
and roaming process very responsive; however, the network will incur additional overhead and throughput will go

down.

DTIM Interval : The DTIM interval is in the range of 1~255. The default is 1.

DTIM is defined as Delivery Traffic Indication Message. It is used to notify the wireless stations, which support power
saving mode, when to wake up to receive multicast frame. DTIM is necessary and critical in wireless environment as
a mechanism to fulfill power-saving synchronization.

A DTIM interval is a count of the number of beacon frames that must occur before the access point sends the
buffered multicast frames. For instance, if DTIM Interval is set to 3, then the Wi-Fi clients will expect to receive a

multicast frame after receiving three Beacon frame. The higher DTIM interval will help power saving and possibly
decrease wireless throughput in multicast applications.
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Fragment Threshold : The Fragment Threshold is in the range of 256~2346 byte. The default is 2346 byte.

Each Wi-Fi packet can be divided into smaller packets, marked with a sequential fragment number and re-assemble
in the receiving ends. The purpose is to make a short frame, instead of long frame, transmitting by radio in a heavy
noisy environment. Because of sending smaller frames, corruptions are much less likely to occur. The pros is obvious,
the cons is the overhead for transmission. So, in a clean environment, higher fragment threshold can be an option to

increase throughput.

Fragmentation will be triggered by setting the Fragment Threshold, usually in Byte-length. Only when the frame size

is over the Threshold, fragmentation will take place automatically.
RTS Threshold : TRTS Threshold is in the range of 1~2347 byte. The default is 2347 byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible collisions due to hidden wireless
clients. RTS in AP will be enabled automatically if the packet size is larger than the Threshold value. By default, RTS

is disabled in a normal environment supports non-jumbo frames.
Short Preamble : By default, it's “Enable”. To Disable is to use Long 128-bit Preamble Synchronization field.

The preamble is used to signal "here is a train of data coming" to the receiver. The short preamble provides 72-bit

Synchronization field to improve WLAN transmission efficiency with less overhead.
Tx Burst : By default, it's “Enable”. To Disable is to deactivate Tx Burst.

With TX burst enabled, AP will send many packets in a burst, without collision detection and RTS/CTS for each packet. TX

Burst have better throughput but cause interference with other APs in channel.
Pkt_Aggregate : By default, it's “Enable”

Increase efficiency by aggregating multiple packets of application data into a single transmission frame. In this way,

802.11n networks can send multiple data packets with the fixed overhead cost of just a single frame.
IEEEB02.11H (DFS) : By default, it's “Enable”. To Disable is to deactivate IEEE802.11H(DFS)
With DFS(Dynamic Frequency Selection) enabled, radio is operating on one of the following channels, the wireless

device uses DFS to monitor the operating frequency and switch to another frequency or reduce power as necessary:

DFS Channels 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 136, 140

The maximum legal transmit power is greater for some 5 GHz channels than for others. When the wireless device
randomly selects a 5 GHz channel on which power is restricted, the wireless device automatically reduces transmit

power to comply with power limits for that channel in that regulatory domain.

The Channel 52-140 is DFS channel. If tuen on IEEE802.11H, AP Will have 60 sec to do channel available
e check, and will not send beacon and can not be connect. When WLO-15814N / WLO-15802N detect
radar(5GHz) signal, the AP will switch channel and stop beacon trasmit between 15 sec.
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m  WMM: By default, it's “Disable”. To Enable is to use WMM and the WMM parameters should appears.

WMM Parameters of Access Point

Aifsn CWHMin CWMax Txop ACM AckPolicy
AC_BE |3 15 v 63 % 0 O O
AC_BK |7 15 % 1023 % 0 O L
ac v |1 7 v 15 v 94 O |
Aacvo 1 3 7 v 47 ] O

WMM Parameters of Station

Aifsn CWMin CWMax Txop ACM
AC_BE 3 15 |» 1023 v 0 ¥
AC_BK 7 15 |+ 1023 & 0 El
AC_WI 2 7 v 15 |» o4 L
AC_V 2 3™ 7™ a7 Ll

*f._ When you enable WMM, the “Tx Burst” will be Disabled automatically by system.

2> WMM Parameters of Access Point : This affects traffic flowing from the access point to the client station

Data Transmitted

Queue AP to Clients Priority Description

AC_BK Background. Low H|gh.t.hr0Lljghput. Bulk data that requires maximum throughput and is not time-
sensitive is sent to this queue (FTP data, for example).

AC_BE Best Effort Medium Medium throughput and delay. Most traditional IP data is sent to this queue

AC VI Video High  Minimum delay. Time-sensitive video data is automatically sent to this queue

AC_VO Voice High ;Lrgﬁ-esensmve data like VoIP and streaming media are automatically sent to this

Configuring QoS options consists of setting parameters on existing queues for different types of wireless traffic.
You can configure different minimum and maximum wait times for the transmission of packets in each queue
based on the requirements of the media being sent. Queues automatically provide minimum transmission delay
for Voice, Video, multimedia, and mission critical applications, and rely on best-effort parameters for traditional IP
data.

As an Example, time-sensitive Voice & Video, and multimedia are given effectively higher priority for transmission
(lower wait times for channel access), while other applications and traditional IP data which are less time-
sensitive but often more data-intensive are expected to tolerate longer wait times.
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Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data frames

CWmin : Minimum Contention Window. This parameter is input to the algorithm that determines the initial
random backoff wait time ("window") for retry of a transmission. The value specified here in the Minimum
Contention Window is the upper limit (in milliseconds) of a range from which the initial random backoff wait

time is determined.

CWmax : Maximum Contention Window. The value specified here in the Maximum Contention Window is
the upper limit (in milliseconds) for the doubling of the random backoff value. This doubling continues until
either the data frame is sent or the Maximum Contention Window size is reached. Once the Maximum
Contention Window size is reached, retries will continue until a maximum number of retries allowed is
reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The value for "cwmax"

must be higher than the value for "cwmin".

Txop : Transmission Opportunity is an interval of time when a WME AP has the right to initiate
transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the Transmission
Opportunity (TXOP) for AP; that is, the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and AC_VO. When you do not click
Checkbox, it means that the ACM is controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.

AckPolicy : Acknowledgment Policy, WMM defines two ACK policies: Normal ACK and No ACK. Click
“Checkbox” indicates “No ACK”

When the no acknowledgment (No ACK) policy is used, the recipient does not acknowledge received
packets during wireless packet exchange. This policy is suitable in the environment where communication
quality is fine and interference is weak. While the No ACK policy helps improve transmission efficiency, it
can cause increased packet loss when communication quality deteriorates. This is because when this policy

is used, a sender does not retransmit packets that have not been received by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each received unicast packet.

2> WMM Parameters of Station : This affects traffic flowing from the client station to the access point.

Queue

AC_BK

AC_BE
AC_V

AC_VO

Data Transmitted

Clients to AP Priority Description
Background. Low H|gh.t.hroyghput. Bulk data that requires maximum throughput and is not time-
sensitive is sent to this queue (FTP data, for example).
Best Effort Medium Medium throughput and delay. Most traditional IP data is sent to this queue
Video High  Minimum delay. Time-sensitive video data is automatically sent to this queue
. . Time-sensitive data like VolP and streaming media are automatically sent to this
Voice High queue

Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data frames

CWmin : Minimum Contention Window. This parameter is input to the algorithm that determines the initial
random backoff wait time ("window") for retry of a transmission. The value specified here in the Minimum
Contention Window is the upper limit (in milliseconds) of a range from which the initial random backoff wait

time is determined.

CWmax : Maximum Contention Window. The value specified here in the Maximum Contention Window is
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the upper limit (in milliseconds) for the doubling of the random backoff value. This doubling continues until

either the data frame is sent or the Maximum Contention Window size is reached. Once the Maximum
Contention Window size is reached, retries will continue until a maximum number of retries allowed is
reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The value for "cwmax"
must be higher than the value for "cwmin".

v Txop : Transmission Opportunity is an interval of time when a WME AP has the right to initiate
transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the Transmission
Opportunity (Txop) for AP; that is, the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

v ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and AC_VO. When you do not click
Checkbox, it means that the ACM is controlled by the connecting AP. If you click Checkbox, it means that the

Client is in charge.

Click Save button to save your changes. Click Reboot button to activate your changes. The items in this page are for
AP's RF advanced settings and will be applied to all VAPs and WDS Links.
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3.2.3 Create Virtual AP (VAP)
The WLO-15814N / WLO-15802N support broadcasting multiple SSIDs, allowing the creation of Virtual Access Points,

partitioning a single physical access point into 7 logical access points, each of which can have a different set of security,
VLAN Tag(ID) and network settings. Figure 3-2 shows multiple SSIDs with different security type and VLAN settings.

S5ID "Sales"”
Sales Network Resource o

;:E 802.10Q Trunk g
88 ___—

= SSID "Market
VLAN #3

Guest Network Resource ;Igﬂ
VLAN #4

551D "Guest”

551D "Accounting™

Accounting Network Resource ﬂnﬂ

VLAN #5
Figure 3-2  Multiple SSIDs with different Security Type and VLAN Tag

3.2.3.1 Virtual AP Overview

The administrator can view all of the Virtual AP's settings via this page.

Please click on Wireless -> Virtual AP Setup and the Virtual AP Overview Page appears.

Virtual AP Overview

— VAP List
VAP ESSID MAC Address Status Security Type MAC Filter  Edit
Primary &P Main_AF 00:26:CE:01:C6:92 on Dizable Dizable Edit
VAP 00:00:00:00:00:00 Off Dizable Dizable Edit
WVAPZ 00:00:00:00:00:00 Off Dizable Dizable Edit
VAP3 00:00:00:00:00:00 Off Dizable Dizable Edit
VAP 00:00:00:00:00:00 Off Dizable Dizable Edit
VAPS 00:00:00:00:00:00 Off Dizable Dizable Edit
VAPS 00:00:00:00:00:00 Off Dizable Dizable Edit

m VAP : Indicate the system's Virtual AP.
m  ESSID : Indicate the ESSID of the respective Virtual AP

m  MAC Address : The MAC address of the VAP Interface is displayed here. When you enable AP and reboot system,
the MAC address will display here.

m  Status : Indicate the Status of the respective Virtual AP. The Primary AP always on.
m  Security Type : Indicate an used security type of the respective Virtual AP.
m MAC Filter : Indicate an used MAC filter of the respective Virtual AP.

m  Edit : Click Edit button to configure Virtual AP's settings, including security type and MAC Filter.
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3.2.3.2 Virtual AP Setup

For each Virtual AP, administrators can configure SSID, VLAN tag(ID), SSID broadcasting, Maximum number of client

associations, security type settings.

Click Edit button on the Edit column, and then a Virtual AP setup page appears.

VAP 1 Setup
Baounly MAL Filler
Enable 2 - () Engsie ) Diganie Action : | Disable e
ESSD

Chenl lsnlation - (2 Enatie (%) Diakie

Hiden 550 - ) Enntin @ Disain

Hazimem Chents || 32
WLAN TaglD ":: Enabie :E," Dimakls (1-4084
Securily Typs . | Dicable L
LAV

m  Enable AP: By default, it's “Disable” for VAP1 ~ VAP6. The Primary AP always enabled.
Select “Enable” to activate VAP or click “Disable” to deactivate this function

m  ESSID: Extended Service Set ID, When clients are browsing for available wireless networks, this is the SSID that
will appear in the list. ESSID will determine the service type available to AP's clients associated with the specified
VAP.

m Client Isolation : Select Enable, all clients will be isolated from each other, that means all clients can not reach to

other clients. Below Figures depict Client Isolation and AP Isolation

o e

AP lsolation

m  Hidden SSID : By default, it's “Disable”.

Enable this option to stop the SSID broadcast in your network. When disabled, people could easily obtain the SSID
information with the site survey software and get access to the network if security is not turned on. When enabled,
network security is enhanced. It's suggested to enable it after AP security settings are archived and setting of AP

clients could make to associate to it.

B Maximum Clients : The default value is 32. You can enter the number of wireless clients that can associate to a

particular SSID. When the number of client is set to 5, only 5 clients at most are allowed to connect to this VAP.
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VLAN Tag(ID) : By default, it's selected “Disable”.

This system supports tagged Virtual LAN(VLAN). A valid number of 1 to 4094 can be entered after it's enabled. If

your network utilize VLANSs you could tie a VLAN Tag to a specific SSID, and packets from/to wireless clients

belonging to that SSID will be tagged with that VLAN Tag. This enables security of wireless applications by applying
VLAN Tag.

Security Type : Select the desired security type from the drop-down list; the options are Disable, WEP, WPA-PSK,
WPA2-PSK, WPA-Enterprise, WPA2-Enterprise and WEP 802.1X.

2>
>

Disable : Data are unencrypted during transmission when this option is selected.

WEP : Wired Equivalent Privacy(WEP) is a data encryption mechanism based on a 64-bit or 128-bit shared key.

WEP
Authentication Type : (& oPEN O SHARED (O WEPAUTO
Key Index ;|1 [ %
WEP Key 1 :
WEP Key 2 :
WEP Key 3 :

WEP Key 4 :

Authentication Method : Enable the desire option among OPEN, SHARED or WEPAUTO.

>

Key Index : Key index is used to designate the WEP key during data transmission. 4 different WEP keys can
be entered at the same time, but only one is chosen.

WEP Key # : Enter HEX or ASCII format WEP key value; the system supports up to 4 sets of WEP keys.
Key Length  Hex ASCII

64-bit 10 characters 5 characters
128-bit 26 characters 13 characters

WPA-PSK (or WPA2-PSK) : WPA (or WPA2) Algorithms, allows the system accessing the network by using the
WPA-PSK protected access.

WPA General
Cipher Suite : | AES | W
Pre-zhared Key :

Group Key Update Period : 3600 |seconds

v Cipher Suite : By default, it is AES. Select either AES or TKIP cipher suites

v Pre-shared Key : Enter the pre-shared key; the format shall go with the selected key type.

Pre-shared key can be entered with either a 256-bit secret in 64 HEX digits format, or 8 to 63 ASCII characters.

v Group Key Update Period : By default, it is 3600 seconds. This time interval for rekeying GTK,

broadcast/multicast encryption keys, in seconds. Entering the time-length is required.

WPA-Enterprise (or WPA2-Enterprise): The RADIUS authentication and encryption will be both enabled if this

is selected.
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WPA General
Cipher Suite : | AES ™
Group Key Update Period : | 3600 | seconds
PMK Cache Period : |10 minute

Pre-Authentication : @' Dizable O Enable

Authentication RADIUS Server
Authentication Server :
Port: (1812
Shared Secret

Session Timeout ; |0

v WPA General Settings :

Cipher Suite : By default, it is AES. Select either AES or TKIP cipher suites

Group Key Update Period : By default, it's 3600 seconds. This time interval for rekeying GTK,
broadcast/multicast encryption keys, in seconds. Entering the time-length is required.

PMK Cache Period : By default, it's 10 minutes. Set WPA2 PMKID cache timeout period, after time
out, the cached key will be deleted.

Pre-Authentication : By default, it's “Disable”. To Enable is use to speed up roaming before pre-
authenticating IEEE 802.1X/EAP part of the full RSN authentication and key handshake before actually

associating with a new AP.

PMK Cache Period and Pre-Authentication is used in WPA2-Enterprise

v Radius Server Settings :

IP Address : Enter the IP address of the Authentication RADIUS server.
Port : By default, it's 1812. The port number used to communicate with RADIUS server.
Shared secret : A secret key used between system and RADIUS server. Supports 8 to 64 characters.

Session Timeout : The Session timeout is in the range of 0~60 seconds. The defaultis 0 to disable

re-authenticate service.

Amount of time before a client will be required to re-authenticate.
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=2 WEP 802.1X : When WEP 802.1x Authentication is enabled, please refer to the following Dynamic WEP and

RADIUS settings to complete configuration.

602.1x WEP

Dynamic WEP : Enable

Authentication RADIUS Server
Authentication Server :
Port:|[1812
Shared Secret

Session Timeout : |0

v Radius Server Settings :
o |P Address : Enter the IP address of the Authentication RADIUS server.
e Port: By default, it's 1812. The port number used to communicate with RADIUS server.
e Shared secret : A secret key used between system and RADIUS server. Supports 8 to 64 characters.
e Session Timeout: The Session timeout is in the range of 0~60 seconds. The defaultis 0 to disable
re-authenticate service.

Amount of time before a client will be required to re-authenticate.

Click Save button to save your changes. Click Reboot button to activate your changes
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3.2.4 Wireless MAC Filter Setup

Continue 3.2.3.2 Virtual AP Setup section. For each Virtual AP setting, the administrator can allow or reject clients to

access each Virtual AP.

MAC Filter
Action ;| Only Deny List MAC |»
Add a station MAC Add
Enable Disable

m MAC Filter Setup : By default, it's “Disable”. Options are Disable, Only Deny List MAC or Only Allow List MAC.
Two ways to set MAC filter rules :
= Only Allow List MAC.

The wireless clients in the “Enable” list will be allowed to access the Access Point; All others or clients in the

“Disable” list will be denied.
= Only Deny List MAC.

The wireless clients in the “Enable” list will be denied to access the Access Point; All others or clients in the

“Disable” list will be allowed.

m  Add astation MAC : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add” button, then the MAC address
should display in the “Enable” List.

There are a maximum of 20 clients allowed in this “Enable” List. The MAC addresses of the wireless clients can be added

and removed to the list using the Add and Remove buttons.

Click Reboot button to activate your changes

MAC Access Control is the weakest security approach. WPA and WPA2 security method is highly

*f,. recommended.
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3.3 Wireless Network Expansion

The administrator could create WDS Links to expand wireless network. When WDS is enabled, access point functions as
a wireless bridge and is able to communicate with other access points via WDS links. A WDS link is bidirectional and
both side must support WDS. Access points know each other by MAC Address. In other words, each access
point needs to include MAC address of its peer. Ensure all access points are configured with the same channel

and own same security type settings.

WDS

Remote
Base Station

_@_. =)

Please click on Wireless -> WDS Setup and follow the below setting.

WDS Satup

o MAL List
socunty Tyow: | Disable (W Enaces W5 Peer's MAC Address Descnoion

000

a

m  Security Type : Option is “Disable”, “WEP”, “TKIP"or “AES” from drop-down list. Needs the same type to build WDS
links. Security type takes effect when WDS is enabled.

> WEP Key : Enter 5/ 13 ASCII or 10/ 26 HEX format WEP key.
= TKIP Key : Enter 8 to 63 ASCII or 64 HEX format TKIP key.
> AES Key : Enter 8 to 63 ASCII or 64 HEX format AES key.

m  WDS MAC List

= Enable : Click Enable to create WDS link.
> WDS Peer's MAC Address : Enter the MAC address of WDS peer.

= Description : Description of WDS link.

t The WDS link needs to be set at same Channel and with same Security Type.

Click Save button to save your changes. Click Reboot button to activate your changes
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3.4 System Management

3.4.1 Configure Management

Administrator could specify geographical location of the system via instructions in this page. Administrator could also
enter new Root and Admin passwords and allow multiple login methods.

Please click System -> Management and follow the below settings.

Management Setup

System Information Admin Login Methods
System Name : | WLO-15802N Enable HTTP : Port: |80
Description : | 802.11a/n Wireless Outdoor Bridge, 2( Enable HTTPS : Port: [443 UploadKey

Location : Enable Telnst : Port: |23

Enable 55H - ] port: [22

Host Key Footprint : |ssh-rsa AAAABINzaClycZEARAAADAQABAAARADW!

Root Password
Mew Root Password .

Check Root Password :

Ping Watchdog

- . Ping Watchdog : O Enable @ Dizable
Admin Password

IP Addresz To Ping :
New Admin Pazzword :

Ping Interval : Seconds
Check New Password :

Startup Delay : Seconds

Failure Count To Reboot :

m  System Information
= System Name : Enter a desired name or use the default one.
= Description : Provide description of the system.

= Location : Enter geographical location information of the system. It helps administrator to locate the system
easier.

The system supports two management accounts, root and admin. The network manager is assigned with full
administrative privileges, when logging in as root user, to manage the system in all aspects. While logging in as an
admin user, only subset of privileges is granted such as basic maintenance. For example, root user can change
passwords for both root and admin account, and admin user can only manage its own. For more information about

covered privileges for these two accounts, please refer to Appendix D. Network manager Privileges.

m  Root Password : Log in as a root user and is allowed to change its own, plus admin user’s password.
= New Password : Enter a new password if desired

= Check New Password : Enter the same new password again to check.
m  Admin Password : Log in as a admin user and is allowed to change its own,

= New Password : Enter a new password if desired

= Check New Password : Enter the same new password again to check.
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Admin Login Methods : Only root user can enable or disable system login methods and change services port.

2> Enable HTTP : Check to select HTTP Service.

= HTTP Port : The default is 80 and the range is between 1 ~ 65535.
2> Enable HTTPS : Check to select HTTPS Service

= HTTPS Port : The default is 443 and the range is between 1 ~ 65535.

\ ¥

If you already have an SSL Certificate, please click “UploadKey” button to select the file and upload it.

Enable Telnet : Check to select Telnet Service
Telnet Port : The default is 23 and the range is between 1 ~ 65535.
Enable SSH : Check to select SSH Service

v v Vv

SSH Port : Please The default is 22 and the range is between 1 ~ 65535.

Click “GenerateKey” button to generate RSA private key. The “host key footprint” gray blank will display content
—~ 0of RSA key.

Ping Watchdog : The ping watchdog sets the WLO-15814N / WLO-15802N Device to continuously ping a user
defined IP address (it can be the internet gateway for example). If it is unable to ping under the user defined
constraints, the WLO-15814N / WLO-15802N device will automatically reboot. This option creates a kind of "fail-

proof"' mechanism.

Ping Watchdog is dedicated for continuous monitoring of the particular connection to remote host using the Ping tool.
The Ping works by sending ICMP “echo request” packets to the target host and listening for ICMP “echo response”
replies. If the defined number of replies is not received, the tool reboots the device.

= Enable Ping Watchdog : control will enable Ping Watchdog Tool.
= |IP Address To Ping : specify an IP address of the target host which will be monitored by Ping Watchdog Tool.

= Ping Interval : specify time interval (in seconds) between the ICMP “echo requests” are sent by the Ping
Watchdog Tool. Default is 300 seconds.

= Startup Delay : specify initial time delay (in seconds) until first ICMP “echo requests” are sent by the Ping
Watchdog Tool. The value of Startup Delay should be at least 60 seconds as the network interface and wireless

connection initialization takes considerable amount of time if the device is rebooted. Default is 300 seconds.

= Failure Count To Reboot : specify the number of ICMP “echo response” replies. If the specified number of

ICMP “echo response” packets is not received continuously, the Ping Watchdog Tool will reboot the device.
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Click Save button to save your changes. Click Reboot button to activate your changes

Without a valid certificate, users may encounter the following problem in IE7 when they try to access system's WMI

(https://192.168.2.254). There will be a “Certificate Error”, because the browser treats system as an illegal website.

2 Centificate Evpor: Havigation Blocked - Windows Intermet Explores

@-:- ‘ - B 192,168 2. 254

Fle Edt Vew Favortes Took  Help

G Faembes |k B = | Free botmad 8 -
8 Cartificats Dimor: Navigation [odhad

Q There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authaorty.
The security certificate presented by this website was issued for a different website's address.

Secunty certificate problems may indicate an attempt to fool you or intércept any data you
zend to the server.

We recommend thal you close This webpage and do nol conlinee o this websile.
'ﬂ Chck here to dose this webpage
w Continue to this website (not reco r“'l'fE‘l'lJEd:l.

= More information

“Continue to this website” to access the system's WMI. The system's Overview page will appear.
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3.4.2 Configure System Time
System time can be configured via this page, and manual setting or via a NTP server is supported.

Please click on System -> Time Server and follow the below setting.

Time Server Setup

System Time
Local Time 2000/0/01 Sat 000544

NTP Client
frate: []
Defaub TP Server: (opiona])
Tine Zone:

Daylght saving ime:

m  Local Time : Display the current system time.

m  NTP Client : To synchronize the system time with NTP server.

2> Enable : Check to select NTP client.

= Default NTP Server : Select the NTP Server from the drop-down list.
= Time Zone : Select a desired time zone from the drop-down list.
>

Daylight saving time : Enable or disable Daylight saving.

If the system time from NTP server seems incorrect, please verify your network settings, like default Gateway
_~ and DNS settings

Click Save button to save your changes. Click Reboot button to activate your changes
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3.4_3 Configure SNMP Setup

SNMP is an application-layer protocol that provides a message format for communication between SNMP manager and
agent. By enabling SNMP function, the administrator can obtain the system information remotely.

Please click on System -> SNMP Setup and follow the below setting.

SNMP Setup

SHMP v SHMP Trag

Bt - ] Enstie . 1

Exapie : []

®  SNMP v2c Enable: Check to enable SNMP v2c.

SNMP v2c

Enable :

o cummun'rty:| |

e cummun'rty:| |

= ro community : Set a community string to authorize read-only access.

= rw community : Set a community string to authorize read/write access.

] SNMP v3 Enable: Check to enable SNMP v3.

SNMPv3 supports the highest level SNMP security.

— SNMP v3
Enable :

SNMKP ro user:|

SHMP ro passwurl:l:|

SNMP rw user : |

SHMP rw passwurl:l:|

SNMP ro user : Set a community string to authorize read-only access.
SNMP ro password : Set a password to authorize read-only access.

SNMP rw user : Set a community string to authorize read/write access.

v v v Y

SNMP rw password : Set a password to authorize read/write access.

m  SNMP Trap : Events such as cold start, interface up & down, and association & disassociation will report to an

assigned server.

— SNMP Trap
Enatle :

Cummun'rty:l

P

Pz

P3|

Pa:
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=2 Community : Set a community string required by the remote host computer that will receive trap messages or

notices send by the system.

= |IP: Enter the IP addresses of the remote hosts to receive trap messages.

Click Save button to save changes and click Reboot button to activate.
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3.4_4 Backup / Restore and Reset to Factory

Backup current configuration, restore prior configuration or reset back to factory default configuration can be executed via
this page.

Please click on Utilities -> Profile Setting and follow the below setting.

Profile Save
Profile Save
Save Settings ToPC
Load Settings From PE“ |[ Browse._ || Upload

Reset To Factory Default: | Default

o In this page, you can save your cument confi ion, restorz a p ly saved confi ion, of
reset all of the settings to the factory (default) settings.

B Save Settings To PC : Click Save button to save the current configuration to a local disk.

File Download §|

Do you want to save this file. or find a program online to open
it?

] Mame;  config.bin
Type: Unknown File Type
From: 192.168.2.254

Find ] ’ Save ] [ Cancel

e While files from the Internet can be useful, some files can potentially
| | )

s harr your computer. [F pou do not trust the source, do not find a

R program to open thiz file or save thiz file. What's the rizk?

m  Load Settings from PC : Click Browse button to locate a configuration file to restore, and then click Upload button
to upload.

m  Reset To Factory Default : Click Default button to reset back to the factory default settings and expect Successful
loading message. Then, click Reboot button to activate.
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3.4.5 Firmware Upgrade

Firmware is the main software image that system needs to respond to requests and to manage real time operations.
Firmware upgrades are sometimes required to include new features or bugs fix. It takes around 2 minutes to upgrade
due to complexity of firmware. To upgrade system firmware, click Browse button to locate the new firmware, and then

click Upgrade button to upgrade.

Firmware Upgrade

Firmware Infomation
Firmware Version : Cen-CPE-NSH2 V0.0.4 Beta Version
Firmware Date : 2009-09-03 09:26.:27

Update Firmware : |[ Browse...

0 From time to time, the product may release new versions of the firmware. ou can chedk and
download up-to-date firmware and oidk Browser button to locate the file from your local harddisk.

Upgrade

To prevent data loss during firmware upgrade, please back up current settings before proceeding
Do not interrupt during firmware upgrade including power on/off as this may damage system.
Never perform firmware upgrade over wireless connection or via remote access connection.

wn e
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3.4.6 Network Utility
The administrator can diagnose network connectivity via the PING or TRACEROUTE utility.

Please click on Utilities -> Network Utility and follow the below setting.

Mabwork Ltility

®  Ping : This utility will help ping other devices on the network to verify connectivity. Ping utility, using ICMP packets,
detects connectivity and latency between two network nodes. As result of that, packet loss and latency time are

available in the Result field while running the PING test.

= Destination IP/Domain : Enter desired domain name, i.e. www.google.com, or IP address of the destination,

and click ping button to proceed. The ping result will be shown in the Result field.

= Count : By default, it's 5 and the range is from 1 to 50. It indicates number of connectivity test.

m  Traceroute : Allows tracing the hops from the WLO-15814N / WLO-15802N device to a selected outgoing IP address.
It should be used for the finding the route taken by ICMP packets across the network to the destination host. The test

is started using the Start button, click Stop button to stopped test

= Destination Host : Specifies the Destination Host for the finding the route taken by ICMP packets across the
network.

2> MAX Hop : Specifies the maximum number of hops( max time-to-live value) traceroute will probe.
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3.4.7 Reboot

This function allows user to restart system with existing or most current settings when changes are made. Click Reboot
button to proceed and take around three minutes to complete.

Reboot

‘fou must be reboot the system sfter changing settings. Rebooting the system will not delete any
of your configuration settings. Clidk reboot button to reboot the system.

A reminder will be available for remaining time to complete. If power cycle is necessary, please wait till completion of the

reboot process.

Please Wait

ai}*f.tem is restarting, please wait for 35 seconds...

The System Overview page appears upon the completion of reboot.
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3.5 System Status

This section breaks down into subsections of System Overview, Associated Clients Status, WDS Link Status, Extra

Information and Event Log.

3.5.1 System Overview

Display detailed information of System, Network, LAN and Wireless in the System Overview page.

System : Display the information of the system.

System
Host Name : WLO-15802N
Operating Mode : AP Mode
Location :
Deszcription : 802.11a/n Wirelezz Qutdoor Bridge, 200m\W
Firmweare Version : Cen-CPE-NSH2 V1.0.10 Version
Firmweare Date : 2010-03-159 04:24:31
Device Time : 2000-01-01 00:08:42

System Up Time : 08:42

System Name : The name of the system.

Operating Mode : The mode currently in service.
Location : Deployed geographical location.

Description : A description of the system.

Firmware Version : The current installed firmware version.
Firmware Date : The build time of installed firmware.

Device Time : The current time of the system.

L 20 I R T L T T

System Up Time : The time period that system has been in service since last reboot.

Network Information : Supports Static or Dynamic modes on the LAN interface.

Metwork
Mode : Static Mode
IP Address : 192.168.2.254
IP Metmask : 255.255.255.0
IP Gateway : 192 168 2.1
Primary DNS
Secondary DNS :

IP Address : The management IP of system. By default, it's 192.168.2.254.
IP Netmask : The network mask. By default, it's 255.255.255.0.
IP Gateway : The gateway IP address and by default, it's 192.168.2.1.

Primary DNS : The primary DNS server in service.

v v v vy

Secondary DNS : The secondary DNS server in service.
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m  LAN Information : Display total received and transmitted statistics on the LAN interface.

LAM Information
fAC Address 001 A:50:00:47.B0
Receive Bytes ; 23252
Feceive Packets : 174
Tranzmit Bytes : 13353
Tranzmit Packets : 126

MAC Address : The MAC address of the LAN port.
Receive bytes : The total received packets in bytes on the LAN port.
Receive packets : The total received packets of the LAN port.

Transmit bytes : The total transmitted packets in bytes of the LAN port.

v v v vy

Transmit packets : The total transmitted packets of the LAN port.

m Wireless Information : Display total received and transmitted statistics on available Virtual AP.

Wireless Information -
MAC Address 0001 A:50:00:47: A5
Receive Bytes . 0
Receive Packets : 0
Tranzmit Bytes | 3261
Tranzmit Packets : 16

MAC Address : The MAC address of the Wireless port.

Channel : The current channel on the Wireless port.

Rate : The current Bit Rate on the Wireless port.

Receive bytes : The total received packets in bytes on the Wireless port.
Receive packets : The total received packets on the Wireless port.

Transmit bytes : The total transmitted packets in bytes on the Wireless port.

v ¥V v v v Y

Transmit packets : The total transmitted packets on the Wireless port.
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3.5.2 Associated Clients Status

It displays ESSID, on/off Status, Security Type, total number of wireless clients associated with all Virtual AP.

Wireless Clients

VAP ES5D Role Secumity Type Chenls AL Signal Srength  Skghal Sl_wlu;llll BanWish ke Commect
Primay AP bz AP i Disable : ANTD g i Tirmir
oiff Cizabis o OO B0COOF S138  100%:0dm 1O Dty 2084z 2 2
aF1 ¥ Cusabis
#3 off Disabis
P4 o Desabie
= o Cumskbis

i a ] Cezabls

m VAP Information : Highlights key VAP information.

VAP : Available VAP from Primary AP to VAPG.
ESSID : Display name of ESSID for each VAP.

MAC Address : Display MAC address for each VAP.
Status : On/Off

Security Type : Display chosen security type; WEP, WPA/WPA2-PSK, WPA/WPA2-Enterprise.

v v v v Y

Clients : Display total number of wireless connections for each VAP.

m VAP Clients : Display all associated clients on each Virtual AP.

MAC Address : MAC address of associated clients

Signal Strength ANTO/ANTL1 : Signal Strength of from associated clients.
Bandwidth : Channel bandwidth of from associated clients

Idle Time : Last inactive time period in seconds for a wireless connection.

Connect Time : Total connection time period in seconds for a wireless connection.

v v v v VY

Disconnect : Click “Delete” button to manually disconnect a wireless client in a Virtual AP.
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3.5.3 Show WDS Link Status

Peers MAC Address, antenna 0/1 received signal strength, phy mode and channel bandwidth for each WDS are available.

WDS Information

Signal Strength Signal Strength Phy
MAC Address ANTO ANTA Mode BandWidth MCS5 561
DO:1AB0DACTE:FZ  100% (-5 dBm 100% (-6 dBm) HTMIX 40 15 1

m  MAC Address : Display MAC address of WDS peer.

m  Signal Strength ANTO/ANTL1 : Indicate the signal strength of the respective WDS links.
m  Phy Mode : Indicate the phy mode of the respective WDS linked.

®  BandWidth : Indicate the channel bandwidth of the respective WDS linked.

®m  MCS : Indicate the MCS of the respective WDS linked.

m  SGI: Indicate the SGI (Short Guard Interval) of the respective WDS linked. “1” indicate the Short Guard Interval, “0”
indicate the Long Guard Interval.

If display “no signal” Signal Strength ANTO/ANT1, you need check WDS configuration. Things to verify are
—~ MAC Address, Channel and Security type. Also, adjust antenna angle and Tx Power.
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3.5.4 Extra Information

Users could pull out information such as Route table, ARP table, MAC table, Bridge table or STP available in the drop-

down list from system. The “Refresh” button is used to retrieve latest table information.

Extra Infarmation [Ruirmsh ]
leematen | Route [nformatssn b Dastination Gareway Genmask Fisgs Meiric Rel Use Hace
hE 16820 00,00 IEIEEIED U ¢ 0 0 bmd
127.0.0. 00,00 seEaeEaEEn | ¢ 0 0
0.0.0.0 152.168.2.1 0.0.0.0 Uz 0 8 0 beed

m  Route table information : Select “Route table information” on the drop-down list to display route table.

WLO-15814N / WLO-15802N could be used as a L2 or L3 device. It doesn’t support dynamic routing protocols such
as RIP or OSPF. Static routes to specific hosts, networks or default gateway are set up automatically according to the
IP configuration of system's interfaces. When used as a L2 device, it could switch packets and, as L3 device, it's
capable of being a gateway to route packets inward and outward.

Route Information

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 bre0
127.0.0.0 0.0.0.0 255.255.255.0 U 0 0 0 lo

0.0.00 192.168.2.1 0.00.0 UG 0 0 0 bre0

m  ARPtable Information : Select “ARP Table Information” on the drop-down list to display ARP table.

ARP associates each IP address to a unique hardware address (MAC) of a device. It is important to have a unique IP
address as final destination to switch packets to.

ARP Table Information
IP Address HW Type Flags HW Address Mask Device
192 168.2.22 0x1 0x2 00:14:92:9F A4:98 * bred

m  Bridge table information : Select “Bridge Table information” on the drop-down list to display bridge table.

Bridge table will show Bridge ID and STP's Status on the each Ethernet bridge and its attached interfaces, the Bridge
Port should be attached to some interfaces (e.g. eth2, ra0~ra6 and wdsO~wds3).

Bridge Table Information

Bridge Port Bridge ID STP Enabled Interface
bred 8000.000c432880b0 no eth2
ral
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Bridge MAC information : Select “Bridge MACs Information” on the drop-down list to display MAC table.

This table displays local MAC addresses associated with wired or wireless interfaces, but also remember non-local

MAC addresses learned from wired or wireless interfaces.

Ageing timers will be reset when existing MAC addresses in table are learned again or added when new MAC
addresses are seen from wired or wireless interfaces as well. When time runs out for a particular entry, it will be
pruned from the table. In that situation, switching packet to that particular MAC address will be dropped.

Bridge MACSs Information

Port MAC Address Local Ageing Timer
PrimaryAP 00:1A:50:13:35 ef no 157.50

WDS0 00:1A:50:0a:7b:f1 no 2.05

LAN 00:1A:50:0a:7b:f9 yes 0.00
PrimaryAP 00:1A:50:0a:7h:fa yes 0.00

LAN 00:1A:50:9f:a4:9b no 0.10

Bridge STP Information : Select “Bridge STP Information” on the drop-down list to display a list of bridge STP

information.

— Bridge STP Information
bre0
bridge id 2000.000c43288008
designated root 8000.000c43288008
root port 0 path cost 0
max age 20.00 bridge max age 20.00
hello time 2.00 bridge hello time 2.00
forward delay 15.00 bridge forward delay 15.00
ageing time 300.00
hello timer 0.84 ten timer 0.00
topology change timer 0.00 gctimer 283
flags
eth2 (1)
port id 8001 state forwarding
designated root 8000.000c43288008 path cost 100
designated bridge 2000.000c43288008 message age timer 0.00
designated port 8001 forward delay timer 0.00
designated cost 1] hold timer 0.85
flags
ral (2)
port id 8002 state forwarding
designated root 8000.000c43288008 path cost 100
designated bridge 2000.000c43288008 message age timer 0.00
designated port 8002 forward delay timer 0.00
designated cost 1] hold timer 0.85
flags

49



User Manual

3.5.5 Event Log

The Event log displays system events when system is up and running. Also, it becomes very useful as a troubleshooting

tool when issues are experienced in system.

System Log

Time Facility Severily

Syslem

2000 Jan 1

oDty reem

2000 Jan 1 o
gooney  Sreem
2000 Jan 1
OocDD: 11
2000 Jan 1
Dounn 11
2000 Jan 1 -
goon3g  Croem

Frslem

Syslem

®  Time : The date and time when the event occurred.

M sage
dnsmasqiBa] stamed, virsion 2 40 cachesaee 150
dnesmasqSe] compile Bme opbons. no-IPvE GHU-gelop!
na=RTC neo-MUELI no=tSC4a asafls no-DBus no-118M
TFTF

dnemasg#4] using namesener 182.168.2.1#53

dnsmasglad] deared cache

AutftnBCation Succasshul Tor ieol fram 152 168 2 22

802.11a/n High Power Wireless Outdoor Bridge/AP

[ Rafeaah | [ Claar

m  Facility : It helps users to identify source of events such “System” or “User”

B Severity : Severity level that a specific event is associated such as “info”, “error”, “warning”, etc.

m  Message : Description of the event.

Click Refresh button to renew the log, or click Clear button to clear all the record.
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Chapter 4. WDS Mode Configuration

Please refer to illustrations of the section 1.3 for possible applications in the WDS mode. This section provides detailed

explanation for users to configure in the WDS mode with help of illustrations. In the WDS mode, functions listed in the

table below are also available from the Web-based GUI interface.

Option System Wireless Utilities Status
Operating Mode General Setup Profiles Settings System Overview
LAN Advanced Setup Firmware Upgrade WDS Status
Functions Management WDS Setup Network Utility Extra Info
Time Server Reboot Event Log
SNMP

Table 4-1: WDS Mode Functions

4.1 External Network Connection

4.1.1 Network Requirement
You could expand your Ethernet network via WDS link. In this mode, the WLO-15814N / WLO-15802N connects directly

to a wired LAN, and wirelessly bridges to a remote access point via a WDS link as shown in Figure 4-1. In the mode, it

can't associate with any wireless clients.

Remote
Base Station

Figure 4-1  Point to Point network Configuration
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4.1.2 Configure LAN IP
Here are the instructions for how to setup the local IP Address and Netmask.

Please click on System -> LAN and follow the below setting.

LAM Setup

= =,
ONE S5 Hio Dsfauk DRS Seerver L Spaity OHS Sarver P
Briary

Sacondnry

®  Mode : Check either “Static IP” or “Dynamic IP” button as desired to set up the system IP of LAN port .
= Static IP : The administrator can manually setup the LAN IP address when static IP is available/ preferred.
v IP Address : The IP address of the LAN port; default IP address is 192.168.2.254
v IP Netmask : The Subnet mask of the LAN port; default Netmask is 255.255.255.0
v IP Gateway : The default gateway of the LAN port; default Gateway is 192.168.2.1

= Dynamic IP : This configuration type is applicable when the WLO-15814N / WLO-15802N is connected to a
network with the presence of a DHCP server; all related IP information will be provided by the DHCP server
automatically.

Dynamic IP

Hostname

v Hostname : The Hostname of the LAN port

m  DNS : Check either “No Default DNS Server” or “Specify DNS Server IP” button as desired to set up the system DNS.
= Primary : The IP address of the primary DNS server.

= Secondary : The IP address of the secondary DNS server.

Click Save button to save your changes. Click Reboot button to activate your changes
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4.2 Wireless Network Expansion

The network manager can configure related wireless settings, General Settings, Advanced Settings and WDS Settings.

4.2.1 General Setup

The administrator can change the data transmission, channel and output power settings for the system. Please click on

Wireless -> General Setup and follow the below setting.

m  MAC Address : The MAC address of the Wireless interface is displayed here.
m  Band Mode : Select an appropriate wireless band; bands available are 801.11a or 802.11a/n mixed mode.

m  Transmit Rate Control : Select the desired rate from the drop-down list; the options are auto or ranging from 6 to
54Mbps only for 802.11a mode.

m  Country : Select the desired country code from the drop-down list; the options are US, ETSI, JP and NONE.

m  Channel/Frequency : The channel range will be changed by selecting different country code. Below depicts the

channel range for different Country.

Country  Channel

us 36, 40, 44, 48, 52, 56, 60, 64, 149, 153, 157, 161

ETSI 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140

JP 36, 40, 44, 48

NONE 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140, 149, 153, 157, 161

m  Tx Power : You can adjust the output power of the system to get the appropriate coverage for your wireless network.
Specify digit number between 1 to 100 (the unit is %) for your environment. If you are not sure which setting to

choose, then keep the default setting, 100%.

When Band Mode select in 802.11a only mode, the HT(High Throughput) settings should be hidden immediately.
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m  HT TxStream/RxStream : By default, it's 2.
m  Operating Mode : By default, it's Mixed mode

= Mixed Mode : In this mode packets are transmitted with a preamble compatible with the legacy 802.11a/g, the
rest of the packet has a new format. In this mode the receiver shall be able to decode both the Mixed Mode

packets and legacy packets.
= Green Field : In this mode high throughput packets are transmitted without a legacy compatible part.
m  Channel Bandwidth : The "20/40” MHz option is usually best. The other option is available for special circumstances.

m  Guard Interval : Using “Auto” option can increase throughput. However, it can also increase error rate in some
installations, due to increased sensitivity to radio-frequency reflections. Select the option that works best for your
installation.

m  MCS : This parameter represents transmission rate. By default (Auto) the fastest possible transmission rate will be

selected. You have the option of selecting the speed if necessary. (Refer to Appendix C. MCS Data Rate)
m  Reverse Direction Grant(RDG) : Disable or enable reserve direction grant. Default is enabled.

m  A-MSDU : Aggregated Mac Service Data Unit . Select Enable to allow aggregation for multiple MSDUs in one MPDU
Default is disabled.

m  Auto Block ACK : Disable or enable auto block ACK. Default is enabled.

m  Decline BA Request : Disable or enable decline BA request. Default is disabled.

Change these settings as described here and click Save button to save your changes. Click Reboot button to activate

your changes. The items in this page are for AP's RF general settings and will be applied to all WDS Links.
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4.2.2 Wireless Advanced Setup

To achieve optimal wireless performance, it is necessary to tweak advance setting per requirements properly, not
necessary higher the better or lower.

The administrator can change the RTS threshold and fragmentation threshold settings for the system. Please click on

Wireless -> Advanced Setup and follow the below setting.

Wireless Setup

Advanced Setup

Shart Slot : & Enable O Disatie
Extra Slat Time : |9 us
ACK Timeout : |32 us
Beacon Interval ;| 100 ms
DTIM Interval : |1 ms

Fragment Threzhold : 2346

RTS Threshold @ | 2347

Short Preamble : @ Enable O pisable
Tx Burst : @ Enable O pisable
Pkt_Aggregate : l@'Enat:l& ODiaabI&
EEE 202 11H(OFS) - & Enable O Disatie

wil - O Enable (3 Dizable

Save

m  Short Slot : By default, it's “Enable” for educing the slot time from the standard 20 microseconds to the 9
microsecond short slot time

Slot time is the amount of time a device waits after a collision before retransmitting a packet. Reducing the slot time
decreases the overall back-off, which increases throughput. Back-off, which is a multiple of the slot time, is the
random length of time a station waits before sending a packet on the LAN. For a sender and receiver own right of the
channel the shorter slot time help manage shorter wait time to re-transmit from collision because of hidden wireless
clients or other causes. When collision sources can be removed sooner and other senders attempting to send are
listening the channel(CSMA/CA) the owner of the channel should continue ownership and finish their transmission
and release the channel. Then, following ownership of the channel will be sooner for the new pair due to shorter slot
time. However, when long duration of existing collision sources and shorter slot time exist the owners might
experience subsequent collisions. When adjustment to longer slot time can’t improve performance then RTS/CTS

could supplement and help improve performance.

m  Extra Slot Time : Slot time is in the range of 1~255 and set in unit of microsecond. The default value is 9

microsecond.

e When you enable Short Slot and set Extra Slot time to “10”, the actual Slot Time=9+10 us.
~~ When you disable Short Slot and set Extra Slot time to “10”, the actual Slot Time=20+10 us.
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ACK Timeout : ACK timeout is in the range of 1~255 and set in unit of microsecond. The default value is 32
microsecond.

All data transmission in 802.11b/g request an “Acknowledgement” (ACK) send by receiving radio. The transmitter will
resend the original packet if correspondent ACK failed to arrive within specific time interval, also refer to as “ACK

Timeout”.

ACK Timeout is adjustable due to the fact that distance between two radio links may vary in different deployment.
ACK Timeout makes significant influence in performance of long distance radio link. If ACK Timeout is set too short,
transmitter will start to “Resend” packet before ACK is received, and throughputs become low due to excessively high
re-transmission.

ACK Timeout is best determined by distance between the radios, data rate of average environment. The Timeout
value is calculated based on round-trip time of packet with a little tolerance, So, if experiencing re-transmissions or
poor performance the ACK Timeout could be made longer to accommodate.

e Slot Time and ACK Timeout settings are for long distance links. It is important to tweak settings to achieve the
—~ optimal result based on requirement.

Beacon Interval : Beacon Interval is in the range of 20~1024 and set in unit of millisecond. The default value is 100

msec.

Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte frame, called “Beacon”. Beacon is
broadcast to all the stations, provides the basic information of AP such as SSID, channel, encryption keys, signal

strength, time stamp, support data rate.

All the radio stations received beacon recognizes the existence of such AP, and may proceed next actions if the

information from AP matches the requirement. Beacon is sent on a periodic basis, the time interval can be adjusted.

By increasing the beacon interval, you can reduce the number of beacons and associated overhead, but that will
likely delay the association and roaming process because stations scanning for available access points may miss the
beacons. You can decrease the beacon interval, which increases the rate of beacons. This will make the association
and roaming process very responsive; however, the network will incur additional overhead and throughput will go

down.

DTIM Interval : The DTIM interval is in the range of 1~255. The default is 1.

DTIM is defined as Delivery Traffic Indication Message. It is used to notify the wireless stations, which support power
saving mode, when to wake up to receive multicast frame. DTIM is necessary and critical in wireless environment as
a mechanism to fulfill power-saving synchronization.

A DTIM interval is a count of the number of beacon frames that must occur before the access point sends the
buffered multicast frames. For instance, if DTIM Interval is set to 3, then the Wi-Fi clients will expect to receive a

multicast frame after receiving three Beacon frame. The higher DTIM interval will help power saving and possibly
decrease wireless throughput in multicast applications.
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m  Fragment Threshold : The Fragment Threshold is in the range of 256~2346 byte. The default is 2346 byte.

Each Wi-Fi packet can be divided into smaller packets, marked with a sequential fragment number and re-assemble
in the receiving ends. The purpose is to make a short frame, instead of long frame, transmitting by radio in a heavy
noisy environment. Because of sending smaller frames, corruptions are much less likely to occur. The pros is obvious,
the cons is the overhead for transmission. So, in a clean environment, higher fragment threshold can be an option to

increase throughput.

Fragmentation will be triggered by setting the Fragment Threshold, usually in Byte-length. Only when the frame size

is over the Threshold, fragmentation will take place automatically.
m  RTS Threshold : TRTS Threshold is in the range of 1~2347 byte. The default is 2347 byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible collisions due to hidden wireless
clients. RTS in AP will be enabled automatically if the packet size is larger than the Threshold value. By default, RTS

is disabled in a normal environment supports non-jumbo frames.
m  Short Preamble : By default, it's “Enable”. To Disable is to use Long 128-bit Preamble Synchronization field.

The preamble is used to signal "here is a train of data coming" to the receiver. The short preamble provides 72-bit

Synchronization field to improve WLAN transmission efficiency with less overhead.
m  Tx Burst : By default, it's “Enable”. To Disable is to deactivate Tx Burst.

With TX burst enabled, AP will send many packets in a burst, without collision detection and RTS/CTS for each packet. TX

Burst have better throughput but cause interference with other APs in channel.
m Pkt Aggregate : By default, it's “Enable”

Increase efficiency by aggregating multiple packets of application data into a single transmission frame. In this way,

802.11n networks can send multiple data packets with the fixed overhead cost of just a single frame.
m  |[EEE802.11H (DFS) : By default, it's “Enable”. To Disable is to deactivate IEEE802.11H(DFS)
With DFS(Dynamic Frequency Selection) enabled, radio is operating on one of the following channels, the wireless

device uses DFS to monitor the operating frequency and switch to another frequency or reduce power as necessary:

DFS Channels 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 136, 140

The maximum legal transmit power is greater for some 5 GHz channels than for others. When the wireless device
randomly selects a 5 GHz channel on which power is restricted, the wireless device automatically reduces transmit

power to comply with power limits for that channel in that regulatory domain.

The Channel 52-140 is DFS channel. If tuen on IEEE802.11H, AP Will have 60 sec to do channel available
e check, and will not send beacon and can not be connect. When WLO-15814N / WLO-15802N detect
radar(5GHz) signal, the AP will switch channel and stop beacon trasmit between 15 sec.

m  WMM: By default, it's “Disable”. To Enable is to use WMM and the WMM parameters should appears.
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*:‘:. When you enable WMM, the “Tx Burst” will be Disabled automatically by system.

2> WMM Parameters of Access Point : This affects traffic flowing from the access point to the client station

Data Transmitted

DR AP to Clients P
AC_BK Background. Low
AC_BE Best Effort Medium
AC VI Video High
AC_VO Voice High

Description

High throughput. Bulk data that requires maximum throughput and is not time-

sensitive is sent to this queue (FTP data, for example).

Medium throughput and delay. Most traditional IP data is sent to this queue
Minimum delay. Time-sensitive video data is automatically sent to this queue

Time-sensitive data like VoIP and streaming media are automatically sent to this
queue

Configuring QoS options consists of setting parameters on existing queues for different types of wireless traffic.

You can configure different minimum and maximum wait times for the transmission of packets in each queue

based on the requirements of the media being sent. Queues automatically provide minimum transmission delay

for Voice, Video, multimedia, and mission critical applications, and rely on best-effort parameters for traditional 1P

data.

As an Example, time-sensitive Voice & Video, and multimedia are given effectively higher priority for transmission

(lower wait times for channel access), while other applications and traditional IP data which are less time-

sensitive but often more data-intensive are expected to tolerate longer wait times.
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v Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data frames

v CWmin : Minimum Contention Window. This parameter is input to the algorithm that determines the initial
random backoff wait time ("window") for retry of a transmission. The value specified here in the Minimum
Contention Window is the upper limit (in milliseconds) of a range from which the initial random backoff wait

time is determined.

v CWmax : Maximum Contention Window. The value specified here in the Maximum Contention Window is
the upper limit (in milliseconds) for the doubling of the random backoff value. This doubling continues until
either the data frame is sent or the Maximum Contention Window size is reached. Once the Maximum
Contention Window size is reached, retries will continue until a maximum number of retries allowed is
reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The value for "cwmax"

must be higher than the value for "cwmin".

v Txop : Transmission Opportunity is an interval of time when a WME AP has the right to initiate
transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the Transmission
Opportunity (TXOP) for AP; that is, the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

v ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and AC_VO. When you do not click
Checkbox, it means that the ACM is controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.

v AckPolicy : Acknowledgment Policy, WMM defines two ACK policies: Normal ACK and No ACK. Click
“Checkbox” indicates “No ACK”

When the no acknowledgment (No ACK) policy is used, the recipient does not acknowledge received
packets during wireless packet exchange. This policy is suitable in the environment where communication
quality is fine and interference is weak. While the No ACK policy helps improve transmission efficiency, it
can cause increased packet loss when communication quality deteriorates. This is because when this policy
is used, a sender does not retransmit packets that have not been received by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each received unicast packet.

> WMM Parameters of Station : This affects traffic flowing from the client station to the access point.

Data Transmitted

Queue Clients to AP Priority Description

AC_BK Background. Low ngh_throgghput. BuII.< data that requires maximum throughput and is not time-
sensitive is sent to this queue (FTP data, for example).

AC_BE Best Effort Medium Medium throughput and delay. Most traditional IP data is sent to this queue

AC_VI Video High  Minimum delay. Time-sensitive video data is automatically sent to this queue

AC_VO Voice High ;Lrgﬁ:ensmve data like VolP and streaming media are automatically sent to this

v Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data frames

v CWmin : Minimum Contention Window. This parameter is input to the algorithm that determines the initial
random backoff wait time ("window") for retry of a transmission. The value specified here in the Minimum
Contention Window is the upper limit (in milliseconds) of a range from which the initial random backoff wait
time is determined.

v CWmax : Maximum Contention Window. The value specified here in the Maximum Contention Window is

the upper limit (in milliseconds) for the doubling of the random backoff value. This doubling continues until
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either the data frame is sent or the Maximum Contention Window size is reached. Once the Maximum

Contention Window size is reached, retries will continue until a maximum number of retries allowed is
reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The value for "cwmax"
must be higher than the value for "cwmin".

v Txop : Transmission Opportunity is an interval of time when a WME AP has the right to initiate
transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the Transmission
Opportunity (Txop) for AP; that is, the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

v ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and AC_VO. When you do not click
Checkbox, it means that the ACM is controlled by the connecting AP. If you click Checkbox, it means that the

Client is in charge.

Change these settings as described here and click Save button to save your changes. Click Reboot button to activate

your changes. The items in this page are for AP's RF advanced settings and will be applied to all WDS Links.
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4_.2_.3 WDS Setup

The administrator could create WDS Links to expand wireless network. When WDS is enabled, access point functions as
a wireless bridge and is able to communicate with other access points via WDS links. A WDS link is bidirectional and
both side must support WDS. Access points know each other by MAC Address. In other words, each access
point needs to include MAC address of its peer. Ensure all access points are configured with the same channel
and own same security type settings.

WDS Satup

Diaable (% Enaces W5 Peer's MAC Address Descnoion

[Baxs]

m  Security Type : Option is “Disable”, “WEP”, “TKIP” or “AES” from drop-down list. Needs the same type to build
WDS links. Security type takes effect when WDS is enabled.

> WEP Key : Enter 5/ 13 ASCII or 10/ 26 HEX format WEP key.
= TKIP Key : Enter 8 to 63 ASCII or 64 HEX format TKIP key.

> AESKey : Enter 8 to 63 ASCII or 64 HEX format AES key.

m  WDS MAC List

= Enable : Click Enable to create WDS link.
> WDS Peer's MAC Address : Enter the MAC address of WDS peer.

> Description : Description of WDS link.

*f'_ The WDS link needs to be set at same Channel and Security Type between WDS link.

Click Save button to save your changes. Click Reboot button to activate your changes
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4.3 System Management

4.3.1 Configure Management

Administrator could specify geographical location of the system via instructions in this page. Administrator could also
enter new Root and Admin passwords and allow multiple login methods.

Please click System -> Management and follow the below settings.

Management Setup

System Information Admin Login Methods
System Name : | WLO-15802N Enable HTTP : Port: |80
Description : | 802.11a/n Wireless Outdoor Bridge, 2( Enable HTTPS : Port: [443 UploadKey

Location : Enable Telnst : Port: |23

Enable 55H - ] port: [22

Host Key Footprint : |ssh-rsa AAAABINzaClycZEARAAADAQABAAARADW!

Root Password
Mew Root Password .

Check Root Password :

Ping Watchdog

- . Ping Watchdog : O Enable @ Dizable
Admin Password

IP Addresz To Ping :
New Admin Pazzword :

Ping Interval : Seconds
Check New Password :

Startup Delay : Seconds

Failure Count To Reboot :

m  System Information
= System Name : Enter a desired name or use the default one.
= Description : Provide description of the system.

= Location : Enter geographical location information of the system. It helps administrator to locate the system
easier.

The system supports two management accounts, root and admin. The network manager is assigned with full
administrative privileges, when logging in as root user, to manage the system in all aspects. While logging in as an
admin user, only subset of privileges is granted such as basic maintenance. For example, root user can change
passwords for both root and admin account, and admin user can only manage its own. For more information about

covered privileges for these two accounts, please refer to Appendix D. Network manager Privileges.

m  Root Password : Log in as a root user and is allowed to change its own, plus admin user’s password.
= New Password : Enter a new password if desired

= Check New Password : Enter the same new password again to check.
m  Admin Password : Log in as a admin user and is allowed to change its own,

= New Password : Enter a new password if desired

= Check New Password : Enter the same new password again to check.
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Admin Login Methods : Only root user can enable or disable system login methods and change services port.

2> Enable HTTP : Check to select HTTP Service.

= HTTP Port : The default is 80 and the range is between 1 ~ 65535.
2> Enable HTTPS : Check to select HTTPS Service

= HTTPS Port : The default is 443 and the range is between 1 ~ 65535.

\ ¥

If you already have an SSL Certificate, please click “UploadKey” button to select the file and upload it.

Enable Telnet : Check to select Telnet Service
Telnet Port : The default is 23 and the range is between 1 ~ 65535.
Enable SSH : Check to select SSH Service

v v v Y

SSH Port : Please The default is 22 and the range is between 1 ~ 65535.

Click “GenerateKey” button to generate RSA private key. The “host key footprint” gray blank will display content
—~ 0of RSA key.

Ping Watchdog : The ping watchdog sets the WLO-15814N / WLO-15802N Device to continuously ping a user
defined IP address (it can be the internet gateway for example). If it is unable to ping under the user defined
constraints, the WLO-15814N / WLO-15802N device will automatically reboot. This option creates a kind of "fail-

proof"' mechanism.

Ping Watchdog is dedicated for continuous monitoring of the particular connection to remote host using the Ping tool.
The Ping works by sending ICMP “echo request” packets to the target host and listening for ICMP “echo response”
replies. If the defined number of replies is not received, the tool reboots the device.

= Enable Ping Watchdog : control will enable Ping Watchdog Tool.
= |IP Address To Ping : specify an IP address of the target host which will be monitored by Ping Watchdog Tool.

= Ping Interval : specify time interval (in seconds) between the ICMP “echo requests” are sent by the Ping
Watchdog Tool. Default is 300 seconds.

= Startup Delay : specify initial time delay (in seconds) until first ICMP “echo requests” are sent by the Ping
Watchdog Tool. The value of Startup Delay should be at least 60 seconds as the network interface and wireless

connection initialization takes considerable amount of time if the device is rebooted. Default is 300 seconds.

= Failure Count To Reboot : specify the number of ICMP “echo response” replies. If the specified number of

ICMP “echo response” packets is not received continuously, the Ping Watchdog Tool will reboot the device.
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Click Save button to save your changes. Click Reboot button to activate your changes

Without a valid certificate, users may encounter the following problem in IE7 when they try to access system's WMI

(https://192.168.2.254). There will be a “Certificate Error”, because the browser treats system as an illegal website.

2 Centificate Evpor: Havigation Blocked - Windows Intermet Explores

@-:- ‘ - B 192,168 2. 254

Fle Edt Vew Favortes Took  Help

G Faembes |k B = | Free botmad 8 -
8 Cartificats Dimor: Navigation [odhad

Q There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authaorty.
The security certificate presented by this website was issued for a different website's address.

Secunty certificate problems may indicate an attempt to fool you or intércept any data you
zend to the server.

We recommend thal you close This webpage and do nol conlinee o this websile.
'ﬂ Chck here to dose this webpage
w Continue to this website (not reco r“'l'fE‘l'lJEd:l.

= More information

“Continue to this website” to access the system's WMI. The system's Overview page will appear.
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4.3.2 Configure System Time
System time can be configured via this page, and manual setting or via a NTP server is supported.

Please click on System -> Time Server and follow the below setting.

Time Server Setup

System Time
Local Time : 2000/01/01 Sat 00:05:44

NTP Client
Enable : D
Default NTP Server : (optional)
Time Zone :

Daylight saving time :

Save

m  Local Time : Display the current system time.

m  NTP Client : To synchronize the system time with NTP server.

2 Enable : Check to select NTP client.

= Default NTP Server : Select the NTP Server from the drop-down list.
= Time Zone : Select a desired time zone from the drop-down list.
>

Daylight saving time : Enable or disable Daylight saving.

If the system time from NTP server seems incorrect, please verify your network settings, like default Gateway
—~ and DNS settings

Click Save button to save your changes. Click Reboot button to activate your changes
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4_.3.3 Configure SNMP Setup

SNMP is an application-layer protocol that provides a message format for communication between SNMP managers and

agents. By enabling SNMP function, the administrator can obtain the system information remotely.

Please click on System -> SNMP Setup and follow the below setting.

SNMP Setup

m  SNMP v2c Enable : Check to enable SNMP v2c.

SNMP vZ2c
Enable :
ro community :

W COmmunity :

= ro community : Set a community string to authorize read-only access.

= rw community : Set a community string to authorize read/write access.

m  SNMP v3 Enable: Check to enable SNMP v3.
SNMPv3 supports the highest level SNMP security.

SNMP v3
Enable :
SNMP ro user :
SNMP ro password :
SNMP rw user :

SNMP rw password :

SNMP ro user : Set a community string to authorize read-only access.
SNMP ro password : Set a password to authorize read-only access.

SNMP rw user : Set a community string to authorize read/write access.

v v v Y

SNMP rw password : Set a password to authorize read/write access.

m  SNMP Trap : Events such as cold start, interface up & down, and association & disassociation will report to an

assigned server.
SNMP Trap

Enable :
Community :

IP1:
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= Community : Set a community string required by the remote host computer that will receive trap messages or

notices send by the system.

= |IP: Enter the IP addresses of the remote hosts to receive trap messages.

Click Save button to save changes and click Reboot button to activate.
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4_.3.4 Backup / Restore and Reset to Factory

Backup current configuration, restore prior configuration or reset back to factory default configuration can be executed via
this page.

Please click on Utilities -> Profile Setting and follow the below setting.

Profile Save
Profile Save
Save Setftings To PC:
Load Settings From PE‘.:| |[ Browse._||_Upload
Reszet To Factory Defautlt :

o In this page, you can save your cument configuration, restore a previously saved configuration, or
reset 8ll of the s=ttings to the factory (default) settings.

B Save Settings to PC : Click Save button to save the current configuration to a local disk.

File Download §|

Do you want to save this file. or find a program online to open
it?

@ Mame: config.bin
Type: Unknown File Type

From: 192.168.2.254

Find ] ’ Save ] [ Cancel

e While files from the Internet can be useful, some files can potentially
| | )

s harr your computer. [F pou do not trust the source, do not find a

R program to open thiz file or save thiz file. What's the rizk?

m  Load Settings from PC : Click Browse button to locate a configuration file to restore, and then click Upload button
to upload.

m  Reset To Factory Default : Click Default button to reset back to the factory default settings and expect Successful
loading message. Then, click Reboot button to activate.
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4.3.5 Firmware Upgrade

Firmware is the main software image that system needs to respond to requests and to manage real time operations.
Firmware upgrades are sometimes required to include new features or bugs fix. It takes around 2 minutes to upgrade

due to complexity of firmware. To upgrade system firmware, click Browse button to locate the new firmware, and then
click Upgrade button to upgrade.

Firmware Upgrade

Firmware Infomation
Firmware Verzion : Cen-CPE-NSH2 V0.0.4 Bata Verzion
Firmware Date : 2009-09-03 09:26:27

Update Firmware : |[ Browse... ]

0 From time to time, the product may release new versions of the firmware. You can chedt and
download up-to-date firmware and clide Browser button to locate the file from your local harddisk.

To prevent data loss during firmware upgrade, please back up current settings before proceeding.
Do not interrupt during firmware upgrade including power on/off as this may damage system.
Never perform firmware upgrade over wireless connection or via remote access connection.

wn e
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4.3.6 Network Utility
The administrator can diagnose network connectivity via the PING and TRACEROUTE utility.

Please click on Utilities -> Network Utility and follow the below setting.

Mabwork Ltility

®  Ping : This utility will help ping other devices on the network to verify connectivity. Ping utility, using ICMP packets,
detects connectivity and latency between two network nodes. As result of that, packet loss and latency time are

available in the Result field while running the PING test.

= Destination IP/Domain : Enter desired domain name, i.e. www.google.com, or IP address of the destination,

and click ping button to proceed. The ping result will be shown in the Result field.

= Count : By default, it's 5 and the range is from 1 to 50. It indicates number of connectivity test.

m  Traceroute : Allows tracing the hops from the WLO-15814N / WLO-15802N device to a selected outgoing IP address.
It should be used for the finding the route taken by ICMP packets across the network to the destination host. The test

is started using the Start button, click Stop button to stopped test

= Destination Host : Specifies the Destination Host for the finding the route taken by ICMP packets across the
network.

2> MAX Hop : Specifies the maximum number of hops( max time-to-live value) traceroute will probe.
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4._.3.7 Reboot

This function allows user to restart system with existing or most current settings when changes are made. Click Reboot
button to proceed and take around three minutes to complete.

Reboot

‘You must be reboot the system after changing seftings. Rebooting the system will not delste any
of your configuration settings. Clidk reboot button to reboot the system.

A reminder will be available for remaining time to complete. If power cycle is necessary, please wait till completion of the

reboot process.

Please Wait

ai}*f.tem is restarting, please wait for 35 seconds...

The System Overview page appears upon the completion of reboot.
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4_4 System Status

This section breaks down into subsections of System Overview, WDS Link Status, Extra Information and Event Log.

4_4.1 System Overview
Detailed information on System, Network, LAN Information and Wireless Information can be reviewed via this page.
m  System : Display the information of the system.
System
Host Name : WLO-15802N
Operating Mode : WDS Mode
Location :
De=cription : 802.11a/n Wirelezs Qutdoor Bridge, 200m\W
Firmweare Version : Cen-CPE-NSH2 W1.0.10 Version
Firmweare Date : 2010-03-19 04:24:31

Device Time : 2000-01-01 00:03:53

System Up Time : 03:53

System Name : The name of the system.

Operating Mode : The mode currently in service.

Location : The reminding note on the geographical location of the system.
Description : The reminding note of the system.

Firmware Version : The current firmware version installed.

Firmware Date : The build time of the firmware installed.

Device Time : The current time of the system.

L 20 L T L T

System Up Time : The time period that system has been in service since last reboot.

m  Network Information : Display the information of the Network.

Network
Mode : Static Mode
IP Address : 182.168.2.254
IP Netmask : 255.255.255.0
IP Gateway : 192.168.2.1
Primary DNS :
Secondary DNS ;

Mode : Supports Static or Dynamic modes on the LAN interface.

IP Address : The management IP of system. By default, it's 192.168.2.254.
IP Netmask : The network mask. By default, it's 255.255.255.0.

IP Gateway : The gateway IP address and by default, it's 192.168.2.1.

Primary DNS : The primary DNS server in service.

v v v v VY

Secondary DNS : The secondary DNS server in service.

®  LAN Information : Display total received and transmitted statistics on the LAN interface.
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LAN Information
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Transmit Packets

MAC Address : The MAC address of the LAN port.
Receive bytes : The total received packets in bytes on the LAN port.
Receive packets : The total received packets of the LAN port.

Transmit bytes : The total transmitted packets in bytes of the LAN port.

v v v vy

Transmit packets : The total transmitted packets of the LAN port.

Wireless Information : Display the detailed receive and transmit statistics of Wireless interface.

MAC Address : The MAC address of the Wireless port.

Channel : The current channel on the Wireless port.

Rate : The current Bit Rate on the Wireless port.

Receive bytes : The total received packets in bytes on the Wireless port.
Receive packets : The total received packets of the Wireless port.

Transmit bytes : The total transmitted packets in bytes of the Wireless port.

vV v v v v Y

Transmit packets : The total transmitted packets of the Wireless port.
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4.4.2 WDS List

Peers MAC Address, antenna 0/1 received signal strength, phy mode and channel bandwidth for each WDS are available.

WDS Information

Signal Strength Signal Strength Phy
MAC Address ANTO ANTA Mode BandWidth MCS5 561
DO:1AB0DACTE:FZ  100% (-5 dBm 100% (-6 dBm) HTMIX 40 15 1

m  MAC Address : Display MAC address of WDS peer.

m  Signal Strength ANTO/ANTL1 : Indicate the signal strength of the respective WDS links.
m  Phy Mode : Indicate the phy mode of the respective WDS linked.

®  BandWidth : Indicate the channel bandwidth of the respective WDS linked.

®m  MCS : Indicate the MCS of the respective WDS linked.

m  SGI: Indicate the SGI (Short Guard Interval) of the respective WDS linked. “1” indicate the Short Guard Interval, “0”
indicate the Long Guard Interval.

If display “no signal” Signal Strength ANTO/ANT1, you need check WDS configuration. Things to verify are
—~ MAC Address, Channel and Security type. Also, adjust antenna angle and Tx Power.
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4_4_.3 Extra Information

Users could pull out information such as Route table, ARP table, MAC table, Bridge table or STP available in the drop-

down list from system. The “Refresh” button is used to retrieve latest table information.

[ Radrash

Extra Information

mieematen || Route nformatian s Dastination Gareway Gemnmask Fisgs Meric Rel Use Hace
182 168.2.0 00000 2552552550 u o o 0 Eoed

127.0.0.0 0.0.0.0 2552552550 u o o o ls
el k] 152.158.2.1 0.0.000 UG 0 a 0 bwed

m  Route table information : Select “Route table information” on the drop-down list to display route table.

WLO-15814N / WLO-15802N could be used as a L2 or L3 device. It doesn’t support dynamic routing protocols such
as RIP or OSPF. Static routes to specific hosts, networks or default gateway are set up automatically according to the
IP configuration of system's interfaces. When used as a L2 device, it could switch packets and, as L3 device, it's

capable of being a gateway to route packets inward and outward.

Route Information

Destination Gateway Genmask Flags Metric Ref Use [Hace
192.168.2.0 0.0.0.0 255.255.255.0 u 0 0 0 bred
127.0.0.0 0.0.0.0 255.255.255.0 U 0 0 0 lo

0.0.0.0 182.168.2.1 0.0.0.0 e 0 0 0 bred

m  ARPtable Information : Select “ARP Table Information” on the drop-down list to display ARP table.

ARP associates each IP address to a unique hardware address (MAC) of a device. It is important to have a unique IP

address as final destination to switch packets to.

ARP Table Information

IP Address HW Type Flags HW Address Mask Device
192.168.2.22 0x1 0x2 00:1A4:92:9F A4:98 * bred

m  Bridge table information : Select “Bridge Table information” on the drop-down list to display bridge table.

Bridge table will show Bridge ID and STP's Status on the each Ethernet bridge and its attached interfaces, the Bridge

Port should be attached to some interfaces (e.g. eth2, ra0 and wdsO~wds3).

Bridge Table Information

Bridge Port Bridge ID STP Enabled Interface
bred 8000.000c432880b0 no eth2
ral
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Bridge MAC information :
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Select “Bridge MACs Information” on the drop-down list to display MAC table.

This table displays local MAC addresses associated with wired or wireless interfaces, but also remember non-local

MAC addresses learned from wired or wi

ireless interfaces.

Ageing timers will be reset when existing MAC addresses in table are learned again or added when new MAC

addresses are seen from wired or wireless interfaces as well. When time runs out for a particular entry, it will be

pruned from the table. In that situation, switching packet to that particular MAC address will be discontinued.

Bridge MACs Informatior

Port MAC Address Local Ageing Timer
WDS0 00:1A:S50:04:TBF noe 169
LAN 00:14:50:04:7TB:F3 ES 0.00
LAN 00:1A:50;51:EA:27 no 58 68
LAN 00:1A50.33,32:6B no 15.71
LAMN 00 1ASDITEIESNS no 27304
LAMN [ 4 B0CEF AL 98 no 014
LAMN 00:1A:50.DF.D%.3 no 2429

Bridge STP Information :

information.

bre0

bridge id
designated root
root port

max age

hello time
forward delay
ageingtime
hello timer
topology change timer
flags

eth2 (1)

portid
designated root
designated bridge
designated port
designated cost
flags

ral (2)

portid
designated root
designated bridge
designated port
designated cost
flags

— Bridge STP Information

Select “Bridge STP Information” on the drop-down list to display a list of bridge STP

28000.000c43282008
8000.000c43283008
0

20.00

2.00

15.00

300.00

084

0.00

28001
8000.000c43283008
8000.000c43288008
28001

0

8002
8000.000c43283008
8000.000c43283008
2002

0

path cost
bridge max age
bridge hello time

bridge forward delay

tcn timer
gctimer

state

path cost

message age timer
forward delay timer
hold timer

state

path cost

message age timer
forward delay timer
hold timer

20.00
2.00
15.00

0.00
283

forwarding
100
0.00
0.00
0.85

forwarding
100
0.00
0.00
0.85
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4.4.4 Event Log

The Event log displays system events when system is up and running. Also, it becomes very useful as a troubleshooting

tool when issues are experienced in system.

System Log

Time Facility Severily

Syslem

2000 Jan 1

oDty reem

2000 Jan 1 o
gooney  Sreem
2000 Jan 1
OocDD: 11
2000 Jan 1
Dounn 11
2000 Jan 1 -
goon3g  Croem

Frslem

Syslem

®  Time : The date and time when the event occurred.

M sage
dnsmasqiBa] stamed, virsion 2 40 cachesaee 150
dnesmasqSe] compile Bme opbons. no-IPvE GHU-gelop!
na=RTC neo-MUELI no=tSC4a asafls no-DBus no-118M
TFTF

dnemasg#4] using namesener 182.168.2.1#53

dnsmasglad] deared cache

AutftnBCation Succasshul Tor ieol fram 152 168 2 22

802.11a/n High Power Wireless Outdoor Bridge/AP

[ Rafeaah | [ Claar

m  Facility : It helps users to identify source of events such “System” or “User”

B Severity : Severity level that a specific event is associated such as “info”, “error”, “warning”, etc.

m  Message : Description of the event.

Click Refresh button to renew the log, or click Clear button to clear all the record.
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Chapter 5. CPE Mode Configuration

When CPE mode is chosen, the system can be configured as a Customer Premises Equipment(CPE). This section

provides detailed explanation for users to configure in the CPE mode with help of illustrations. In the CPE mode, functions
listed in the table below are also available from the Web-based GUI interface.

OPTION System Wireless Advance Utilities Status
Operating Mode General Setup DMZ Profiles Settings System Overview
WAN Wireless Profile IP Filter Firmware Upgrade Station Statistics
LAN Site Survey MAC Filter Network Utility Extra Info
Functions DDNS Virtual Server Reboot QoS Plot
Management Parental Control Event Log
Time Server QoS
UPNP
SNMP

Table 5-1: CPE Mode Functions

5.1 External Network Connection
5.1.1 Network Requirement

It can be used as an Outdoor Customer Premises Equipment (CPE) to receive wireless signal over last mile application,
helping WISPs deliver wireless broadband Internet service to residents and business customers. In the CPE mode, WLO-
15814N / WLO-15802N is a gateway enabled with NAT and DHCP Server functions. The wired clients connected to WLO-
15814N / WLO-15802N are in different subnet from those connected to Main Base Station, and, in CPE mode, it does

not accept wireless association from wireless clients.

NAT
SS5ID : Main_AP
Main :
Base Station :
192.168.1.250 WIFI WAN : |LAN
192.168.1.254 : B—

Figure 5-1 CPE mode network configuration
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5.1.2 Configure WAN Setup
There are three connection types for the WAN port : Static IP, Dynamic IP, PPPoE and PPTP.

Please click on System -> WAN and follow the below setting.

WAN Setup

“f’; In CPE mode, the WAN Port is the Wireless interface.

® Mode : By default, it's “Static IP”. Check “Static IP”, “Dynamic IP”, “PPPoE" or “PPTP"to set up system WAN IP.
= Static IP : Users can manually setup the WAN IP address with a static IP provided by WISP.
v IP Address : The IP address of the WAN port; default IP address is 192.168.1.254
v IP Netmask : The Subnet mask of the WAN port; default Netmask is 255.255.255.0
v IP Gateway : The default gateway of the WAN port; default Gateway is 192.168.1.1

= Dynamic IP : Please consult with WISP for correct wireless settings to associate with WISP AP before a
dynamic IP, along with related IP settings including DNS can be available from DHCP server. If IP Address is not
assigned, please double check with your wireless settings and ensure successful association. Also, you may
goto “WAN Information” in the Overview page to click Release button to release IP address and click Renew

button to renew IP address again.

Dynamic IP

Hostname :

v Hostname : The Hostname of the WAN port

= PPPoE : To create wireless PPPoE WAN connection to a PPPoE server in network.

PPPOE
User name :
Password :
Recoonect Mode : @AI'.'.'ﬂya On O On Demand O Manual
ldle Time : minutes

MTU : (1492
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v User Name : Enter User Name for PPPOE connection
v Password : Enter Password for PPPOE connection
v Reconnect Mode :
¢ Always on — A connection to Internet is always maintained.

e On Demand — A connection to Internet is made as needed.

*‘j_ When Time Server is enabled at the “On Demand” mode, the “Reconnect Mode” will turn out “Always on”.

¢ Manual — Click the “Connect” button on “WAN Information” in the Overview page to connect to the
Internet.

v Idle Time : Time to last before disconnecting PPPoE session when it is idle. Enter preferred Idle Time in
minutes. Default is “0”, indicates disabled. When Idle time is disabled, the “Reconnect Mode” will turn out

“Always on”

v MTU : By default, it's 1492 bytes. MTU stands for Maximum Transmission Unit. Consult with WISP for a
correct MTU setting.

= PPTP : The Point-to-Point Tunneling Protocol (PPTP) mode enables the implementation of secure multi-protocol Virtual
Private Networks (VPNSs) through public networks.

PPTP

IP Address

IP MNetmaszk :
PPTP Server IP Address :

User name

Password :

Reconnect Mode : @AI'.'.'ﬂye Qn O COn Demand O WManual
Idle Time : minutes
MTU ;| 1460

MPPE Encryption : [_] MPPE-40 I wPPE-128

v IP Address : The IP address of the WAN port
v IP Netmask : The Subnet mask of the WAN port
v PPTP Server IP Address : The IP address of the PPTP server
v User Name : Enter User Name for PPTP connection
v Password : Enter Password for PPTP connection
v Reconnect Mode :
e« Always on — A connection to Internet is always maintained.

e On Demand — A connection to Internet is made as needed.
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*f':_ When Time Server is enabled at the “On Demand” mode, the “Reconnect Mode” will turn out “Always on”.

¢ Manual — Click the “Connect” button on “WAN Information” in the Overview page to connect to the

Internet.

v Idle Time : Time to last before disconnecting PPPOE session when it is idle. Enter preferred Idle Time in
minutes. Default is “0”, indicates disabled. When Idle time is disabled, the “Reconnect Mode” will turn out
“Always on”

v MTU : By default, it's 1460 bytes. MTU stands for Maximum Transmission Unit. Consult with WISP for a
correct MTU setting.

v MPPE Encryption : Microsoft Point-to-Point Encryption (MPPE) encrypts data in Point-to-Point
Protocol(PPP)-based dial-up connections or Point-to-Point Tunneling Protocol (PPTP) virtual private
network (VPN) connections. 128-bit key (strong) and 40-bit key (standard) MPPE encryption schemes are
supported. MPPE provides data security for the PPTP connection that is between the VPN client and the
VPN server.

m DNS : Check “No Default DNS Server” or “Specify DNS Server IP” radial button as desired to set up system DNS.
= Primary : The IP address of the primary DNS server.

= Secondary : The IP address of the secondary DNS server.

m  MAC Clone : The MAC address is a 12-digit HEX code uniquely assigned to hardware as identification. Some ISPs
require you to register a MAC address in order to access to Internet. If not, you could use default MAC or clone MAC
from a PC. (CPE+AP Mode does not support MAC Clone function)

MAC Clone
® Keep Default MAC Address
O Clene MAC Address: 00:1A:92:9F:A4:98

O Manual MAC Address:

2> Keep Default MAC Address : Keep the default MAC address of WAN port on the system.

= Clone MAC Address : If you want to clone the MAC address of the PC, then click the Clone MAC Address
button. The system will automatically detect your PC's MAC address.

@  The Clone MAC Address field will display MAC address of the PC connected to system. Click “Save” button can
—~ make clone MAC effective.

= Manual MAC Address : Enter the MAC address registered with your ISP.

Click Save button to save your changes. Click Reboot button to activate your changes
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5.1.3 Configure DDNS Setup
Dynamic DNS allows you to map domain name to dynamic IP address.

Please click on System -> DDNS Setup and follow the below setting.

Dynamic DNS Setup

DDNS
Enable: O Enable @) Disable
Serivee Provider :
Hostname :
User Name :

Passwaord :

m  Enabled: By default, it's “Disable”. The mapping domain name won't change when dynamic IP changes. The beauty

of it is no need to remember the dynamic WAP IP while accessing to it.
m  Service Provider: Select the preferred Service Provider from the drop-down list including dyndns, dhs, ods and tzo
m  Hostnhame: Host Name that you register to Dynamic-DNS service and export.

m  User Name & Password: User Name and Password are used to login DDNS service.

Click Save button to save your changes. Click Reboot button to activate your changes
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5.1.4 Configure LAN Setup
Here are the instructions for how to setup the local IP Address and Netmask.

Please click on System -> LAN and follow the below setting.

LAN Setup

AN IF DHCF Server
P Adgreas || 192.168.2.254 DHCP . 7 Enabie & Disabte

Netmasi ©| 258,255, 255.0

Bave

®  LAN IP: The administrator can manually setup the LAN IP address.
= |IP Address : The IP address of the LAN port; default IP address is 192.168.2.254
= IP Netmask : The Subnet mask of the LAN port; default Netmask is 255.255.255.0

m  DHCP Setup : Devices connected to the system can obtain an IP address automatically when this service is enabled.

DHCP Server
DHCP : (& Enable O Disable
StartP:|192.168.2.10
End IP:|192.168.2.70
DNS1 1P
DNS2 1P
WINS IP :
Domain :

Leaze Time :

DHCP : Check Enable button to activate this function or Disable to deactivate this service.

v oV

Start IP / End IP: Specify the range of IP addresses to be used by the DHCP server when assigning IP address
to clients. The default range IP address is 192.168.2.10 to 192.168.2.70, the netmask is 255.255.255.0

DNS1 IP: Enter IP address of the first DNS server; this field is required.
DNS2 IP : Enter IP address of the second DNS server; this is optional.
WINS IP : Enter IP address of the Windows Internet Name Service (WINS) server; this is optional.

Domain : Enter the domain name for this network.

v v v v

Lease Time: The IP addresses given out by the DHCP server will only be valid for the duration specified by
the lease time. Increasing the time ensure client operation without interruptions, but could introduce potential
conflicts. Lowering the lease time will avoid potential address conflicts, but might cause more interruptions to the
client while it will acquire new IP addresses from the DHCP server. Default is 86400 seconds

Click Save button to save your changes. Click Reboot button to activate your changes
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5.2 Access Point Association

5.2.1 Configure Wireless General Setting

The administrator can change the data transmission, channel and output power settings for the system. Please click on

Wireless -> General Setup and follow the below setting.

Wireless Setup

m  Band Mode : Select an appropriate wireless band; bands available are 801.11a or 802.11a/n mixed mode.
m  Country : Select the desired country code from the drop-down list; the options are US, ETSI, JP and NONE.

m  Tx Power : You can adjust the output power of the system to get the appropriate coverage for your wireless network.
Specify digit number between 1 to 100 (the unit is %) for your environment. If you are not sure of which setting to
choose, then keep the default setting, 100%.

When Band Mode select in 802.11a only mode, the HT(High Throughput) Physical Mode and 11n Configuration
settings should be hidden immediately.

m  Operating Mode : By default, it's Mixed Mode.

= Mixed Mode : In this mode packets are transmitted with a preamble compatible with the legacy 802.11a/g, the
rest of the packet has a new format. In this mode the receiver shall be able to decode both the Mixed Mode
packets and legacy packets.

= Green Field : In this mode high throughput packets are transmitted without a legacy compatible part.
m  Channel Bandwidth : The "Auto” MHz option is usually best. The other option is available for special circumstances.

m  Guard Interval : Using “Auto” option can increase throughput. However, it can also increase error rate in some
installations, due to increased sensitivity to radio-frequency reflections. Select the option that works best for your

installation.
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m  MCS : This parameter represents transmission rate. By default (Auto) the fastest possible transmission rate will be
selected. You have the option of selecting the speed if necessary. (Refer to Appendix C. MCS Data Rate)

m  MPDU Enable : Check Enable button to activate this function, and Disable to deactivate.

m  A-MPDU : A-MPDU (Aggregated Mac Protocol Data Unit) allows the transmissions of multiple Ethernet frames to a
single location as burst of up to 64kbytes This is performed on the hardware itself. Select “Manual” to set “MPDU
Density”

m  MPDU Density : Minimum separation of MPDUs in an A-MPDU.

0 1 2 3 4 5 6 7
No Restriction  Yips %us 1lus 2us 4us 8pus 16 s

m  A-MSDU : Aggregated Mac Service Data Unit, A-MSDU. Select Enable to allows aggregation for multiple MSDUs in
one MPDU. Default is disabled.

Click Save button to save your changes. Click Reboot button to activate your changes.
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5.2.2 Configure Wireless Advanced Setting

To achieve optimal wireless performance, it is necessary to tweak advance setting per requirements properly, not

necessary higher the better or lower.

The administrator can change the RTS threshold and fragmentation threshold settings for the system. Please click on

Wireless -> Advanced Setup and follow the below setting.

Wireless Setup

Advanced Setup
Fragment Threzhold : 2346
RTS Threshold : | 2347
Short Preamble : @ Enable O pisable
Tx Burst: @ Enable O pisable
wnih + O Enable @® Disatie

m  Fragment Threshold : The Fragment Threshold is in the range of 256~2346 byte. The default is 2346 byte.

Each Wi-Fi packet can be divided into smaller packets, marked with a sequential fragment number and re-assemble
in the receiving ends. The purpose is to make a short frame, instead of long frame, transmitting by radio in a heavy
noisy environment. Because of sending smaller frames, corruptions are much less likely to occur. The pros is obvious,
the cons is the overhead for transmission. So, in a clean environment, higher fragment threshold can be an option to

increase throughput.

Fragmentation will be triggered by setting the Fragment Threshold, usually in Byte-length. Only when the frame size

is over the Threshold, fragmentation will take place automatically.
m  RTS Threshold : RTS Threshold is in the range of 1~2347 byte. The default is 2347 byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible collisions due to hidden wireless
clients. RTS in AP will be enabled automatically if the packet size is larger than the Threshold value. By default, RTS

is disabled in a normal environment supports non-jumbo frames.
m  Short Preamble : By default, it's “Auto”. To Disable is to use Long 128-bit Preamble Synchronization field.

The preamble is used to signal "here is a train of data coming" to the receiver. The short preamble provides 72-bit

Synchronization field to improve WLAN transmission efficiency with less overhead.
m  Tx Burst : By default, it's “Enable”. To Disable is to deactivate Tx Burst.

With TX burst enabled, AP will send many packets in a burst, without collision detection and RTS/CTS for each packet. TX

Burst have better throughput but cause interference with other APs in channel.

m  WMM: By default, it's “Disable”. Select Enable, the packets with QoS WMM will have higher priority.

Click Save button to save your changes. Click Reboot button to activate your changes.
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5.2.3 Site Survey

Use this tool to scan and locate WISP Access Points and select one to associate with.

Please click on Wireless -> Site Survey. Below depicts an example for site survey.
Station Site Survey

scan Result

Network

ESSID MAC Address  Signal Channel  Security  Band ET‘;I‘;;’ Select
Main_AP  00:1A'50:0A:7C:3A 50% 44 NONE 11ain Infrastructure Seledt
Main_AP-  oo-1as0.0a78:72 100% 44 NONE 11ain Infrastructure Seled

253

253AP1 10:1A:50:04:78:F3 100% 14 WEP 11a/n Infrastructure Seled
253AP2 0001AB0:0ATB:F4 100% 44 WPAPSK/AES 11am Infrastructure Select
2534P3 001AS00ATEBFS 100% 44 WPAPSKITKIP 11aim Infrastructure Select
253AP4  0D:1A'S0:0A7BFE 100% 44  WPAZPSK/AES 11ain Infrastructure Seledt
253AP5  00:1A:50:0A7B:FT 100% 44  WPA2PSK/TKIP 11ain Infrastructure Seled

m  ESSID : Available Extend Service Set ID of surrounding Access Points.
m  MAC Address : MAC addresses of surrounding Access Points.

m  Signal : Received signal strength of all found Access Points.

m  Channel : Channel numbers used by all found Access Points.

B Security : Security type by all found Access Points.

m  Band : Wireless band used by all found Access Points.

m  Network Type : Network type used by all found Access Points.

m  Select : Click “Select” to configure settings and associate with chosen AP.

While clicking “Select” button in the Site Survey Table, the “ESSID” and “Security Type” will apply in the
—~  Wireless Profile Setup. However, more settings are needed including Security Key.
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5.2_.4 Create Wireless Profile

The administrator can configure station profiles via this page.

Please click on Wireless -> Wireless Profile and follow the below setting.

Station Profile

DEas LI e Active (] Preifide Hamw FRRIN Eocurity Typs [ Felit
f = 1 AP _Profied delimll KONF Dt Exdi
E550

(e

m  MAC Address : The MAC address of the Wireless Station is displayed here.

m  Profile Name : Set different profiles for quick connection uses.

m  ESSID : Assign Service Set ID for the wireless system.

m  Security Type : Select an appropriate security type for association, the Security Type can be selected in “NONE”,
“OPEN", “SHARED”, “WPA-PSK”, or “WPA2-PSK” from drop-down list; the type needs to be the same as that

associated access point.

= OPEN/SHARED : OPEN and SHARED require the user to set a WEP key to exchange data.

v

v

WEP
Key Index ;| 1 (™

WEP Key 1:

WEP Key 2 :

WEP Key 3 :

WEP Key 4 :

Key Index : key index is used to designate the WEP key during data transmission. 4 different WEP keys

can be entered at the same time, but only one is chosen.

WEP Key # : Enter HEX or ASCII format WEP key value; the system supports up to 4 sets of WEP keys.

Key Length  Hex ASCII
64-bit 10 characters 5 characters
128-bit 26 characters 13 characters

2> WPA-PSK (or WPA2-PSK) : WPA (or WPAZ2) Algorithms, allows the system accessing the network by using the
WPA-PSK protected access.

WPA
Cipher Suite . | AES  |»

Pre-zhared Key :
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v Cipher Suite : Select the desired cipher suite from the drop-down list; the options are AES and TKIP

v Pre-shared Key : Enter the information for pre-shared key; the key can be either entered as a 256-bit
secret in 64 HEX digits format, or 8 to 63 ASCII characters.

m  Profile List : The user can manage the created profiles for home, work or public areas. Below depict an example for
Profile List

Profile List

Active # Profile Hame ESSID Security Type Delete Edit
O 1 Profile0 default NONE Delete  Edit
® 2 Profile-Test 253AP OPEN Delete  Edit

= Click "Edit” an exist profile on the Profile List. The field of System Configuration and Security Policy will display

profile's content. Edit profile's content and then click “Save” button to save the profile.
2> Click “Delete” to remove profile.

= Click and Select a profile from list, then click the “Connect” button to connecting to the wireless network with the
profile setting. After clicking “Connect” button, you can verify connecting status on Station Statistic Page

Click Save button to save your changes. Click Reboot button to activate your changes
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5.3.1 Configure Management
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Administrator could specify geographical location of the system via instructions in this page. Administrator could also

enter new Root and Admin passwords and allow multiple login methods.

Please click System -> Management and follow the below settings.

Management Setup

System Information
System Name : | WLO-15802N
Description : |802.11a/n Wireless Outdoor Bridge, 2C

Location :

Root Password
Mew Root Password .

Check Root Password :
Admin Password

New Admin Pazzword :

Check New Password :

m  System Information

Admin Login Methods

Enable HTTP: [] port: 20
Enable HTTPS : [] port:[443
Enable Telnet : Port:|23
Enable 55H : [4] Port:[22
Host Key Footprint : |ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAGW!
Ping Watchdog
Ping Watchdog : O Enable @ Dizable
IP Addresz To Ping :
Ping Interval : Seconds
Startup Delay : Seconds

Failure Count To Reboot :

Save

= System Name : Enter a desired name or use the default one.

= Description : Provide description of the system.

= Location : Enter geographical location information of the system. It helps administrator to locate the system

easier.

The system supports two management accounts, root and admin. The network manager is assigned with full

administrative privileges, when logging in as root user, to manage the system in all aspects. While logging in as an

admin user, only subset of privileges is granted such as basic maintenance. For example, root user can change

passwords for both root and admin account, and admin user can only manage its own. For more information about

covered privileges for these two accounts, please refer to Appendix D. Network manager Privileges.

m  Root Password : Log in as a root user and is allowed to change its own, plus admin user’s password.

= New Password : Enter a new password if desired

= Check New Password : Enter the same new password again to check.

®m  Admin Password : Log in as a admin user and is allowed to change its own,

= New Password : Enter a new password if desired

= Check New Password : Enter the same new password again to check.
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Admin Login Methods : Only root user can enable or disable system login methods and change services port.

2> Enable HTTP : Check to select HTTP Service.

= HTTP Port : The default is 80 and the range is between 1 ~ 65535.
2> Enable HTTPS : Check to select HTTPS Service

= HTTPS Port : The default is 443 and the range is between 1 ~ 65535.

\ ¥

If you already have an SSL Certificate, please click “UploadKey” button to select the file and upload it.

Enable Telnet : Check to select Telnet Service
Telnet Port : The default is 23 and the range is between 1 ~ 65535.
Enable SSH : Check to select SSH Service

v v Vv

SSH Port : Please The default is 22 and the range is between 1 ~ 65535.

Click “GenerateKey” button to generate RSA private key. The “host key footprint” gray blank will display content
—~ 0of RSA key.

Ping Watchdog : The ping watchdog sets the WLO-15814N / WLO-15802N Device to continuously ping a user
defined IP address (it can be the internet gateway for example). If it is unable to ping under the user defined
constraints, the WLO-15814N / WLO-15802N device will automatically reboot. This option creates a kind of "fail-
proof" mechanism.

Ping Watchdog is dedicated for continuous monitoring of the particular connection to remote host using the Ping tool.
The Ping works by sending ICMP “echo request” packets to the target host and listening for ICMP “echo response”
replies. If the defined number of replies is not received, the tool reboots the device.

= Enable Ping Watchdog : control will enable Ping Watchdog Tool.

= |IP Address To Ping : specify an IP address of the target host which will be monitored by Ping Watchdog Tool.

= Ping Interval : specify time interval (in seconds) between the ICMP “echo requests” are sent by the Ping
Watchdog Tool. Default is 300 seconds.

= Startup Delay : specify initial time delay (in seconds) until first ICMP “echo requests” are sent by the Ping
Watchdog Tool. The value of Startup Delay should be at least 60 seconds as the network interface and wireless

connection initialization takes considerable amount of time if the device is rebooted. Default is 300 seconds.

= Failure Count To Reboot : specify the number of ICMP “echo response” replies. If the specified number of

ICMP “echo response” packets is not received continuously, the Ping Watchdog Tool will reboot the device.
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Click Save button to save your changes. Click Reboot button to activate your changes

Without a valid certificate, users may encounter the following problem in IE7 when they try to access system's WMI

(https://192.168.2.254). There will be a “Certificate Error”, because the browser treats system as an illegal website.

2 Centificate Evpor: Havigation Blocked - Windows Intermet Explores

@-:- ‘ - B 192,168 2. 254

Fle Edt Vew Favortes Took  Help

G Faembes |k B = | Free botmad 8 -
8 Cartificats Dimor: Navigation [odhad

Q There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authaorty.
The security certificate presented by this website was issued for a different website's address.

Secunty certificate problems may indicate an attempt to fool you or intércept any data you
zend to the server.

We recommend thal you close This webpage and do nol conlinee o this websile.
'ﬂ Chck here to dose this webpage
w Continue to this website (not reco r“'l'fE‘l'lJEd:l.

= More information

“Continue to this website” to access the system's WMI. The system's Overview page will appear.
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5.3.2 Configure System Time
System time can be configured via this page, and manual setting or via a NTP server is supported.

Please click on System -> Time Server and follow the below setting.

Time Server Setup

System Time
Local Time : 2000/01/01 Sat 00:05:44

NTP Client
Enable : D
Default NTP Server : {optional)
Time Zone :

Daylight zaving time :

Save

m  Local Time : Display the current system time.

m  NTP Client : To synchronize the system time with NTP server.

= Enable : Check to select NTP client.

= Default NTP Server : Select the NTP Server from the drop-down list.
= Time Zone : Select a desired time zone from the drop-down list.
>

Daylight saving time : Enable or disable Daylight saving.

If the system time from NTP server seems incorrect, please verify your network settings, like default Gateway
—= and DNS settings

Click Save button to save your changes. Click Reboot button to activate your changes
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5.3.3 Configure UPnP

Universal Plug and Play(UPnP) is an architecture to enable pervasive peer-to-peer network connectivity between PCs,
intelligent devices and appliances when UPnP is supported. UPnP works on TCP/IP network to enable UPnP devices to

connect and access to each other, very well adopted in home networking environment.

UPNP Setup

URNP
’7 Uptp: () nabe ) Disable

m UPnP : By default, it's “Disable”. Select “Enable” or “Disable” of UPnP Service.
Click Save button to save changes and click Reboot button to activate changes

For UPnP to work in Windows XP, the “WLO-15814N / WLO-15802N" must be available in “My Network Places”, as
shown here: (your specific model may vary)

;. My Metwork Places

File Edit Miew Favorites  Tools  Help

@Back i > | I? k._.\-'Search b Folders v

Address I‘-j My Metwark Places

MNarne Comments Computer = MNetwark Location
Network Tasks AN W wio-15802M 802.11a/n Wireless Outdoar Bridge, 200mW  WLO-15802N  Local Metwark

If these devices are not available, you should verify that the correct components and services are loaded in Windows XP.
Please refer to Appendix E. Using UPnP on Windows XP
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5.3.4 Configure SNMP Setup

SNMP is an application-layer protocol that provides a message format for communication between SNMP managers and

agents. By enabling SNMP function, the administrator can obtain the system information remotely.

Please click on System -> SNMP Setup and follow the below setting.

SNMP Setup

®  SNMP v2c Enable: Check to enable SNMP v2c.

SNMP vZ2c
Enable :
ro community :

W COmmunity :

= ro community : Set a community string to authorize read-only access.

= rw community : Set a community string to authorize read/write access.

] SNMP v3 Enable: Check to enable SNMP v3.

SNMPv3 supports the highest level SNMP security.

SNMP v3
Enable :
SNMP ro user :
SNMP ro password :
SNMP rw user :

SNMP rw password :

SNMP ro user : Set a community string to authorize read-only access.
SNMP ro password : Set a password to authorize read-only access.

SNMP rw user : Set a community string to authorize read/write access.

v v v Y

SNMP rw password : Set a password to authorize read/write access.

m  SNMP Trap : Events such as cold start, interface up & down, and association & disassociation will report to an

assigned server.
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— SNMP Trap
Enable :

Cummun'rty:l

P

P2

P3|

P4

2> Community : Set a community string required by the remote host computer that will receive trap messages or

notices send by the system.

= |IP: Enter the IP addresses of the remote hosts to receive trap messages.

Click Save button to save changes and click Reboot button to activate.
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5.3.5 Backup 7/ Restore and Reset to Factory

Backup current configuration, restore prior configuration or reset back to factory default configuration can be executed via
this page.

Please click on Utilities -> Profile Setting and follow the below setting.

Profile Save
Profile Save
Save Seftings To PC
Load Settings FromPE:‘ H Browss... )| Upload

Reset To Factory Defaul ; | Default

o In this page, you can save your cument confi restore 8 previously seved confi of
reset &l of the seftings fo the factory (default) settings.

B Save Settings to PC : Click Save button to save the current configuration to a local disk.

File Download §|

Do you want to save this file. or find a program online to open
it?

] Mame;  config.bin
Type: Unknown File Type
From: 192.168.2.254

Find ] ’ Save ] [ Cancel

e While files from the Internet can be useful, some files can potentially
| | )

s harr your computer. [F pou do not trust the source, do not find a

R program to open thiz file or save thiz file. What's the rizk?

m  Load Settings from PC : Click Browse button to locate a configuration file to restore, and then click Upload button
to upload.

m  Reset To Factory Default : Click Default button to reset back to the factory default settings and expect Successful
loading message. Then, click Reboot button to activate.
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5.3.6 Firmware Upgrade

Firmware is the main software image that system needs to respond to requests and to manage real time operations.
Firmware upgrades are sometimes required to include new features or bugs fix. It takes around 2 minutes to upgrade
due to complexity of firmware. To upgrade system firmware, click Browse button to locate the new firmware, and then

click Upgrade button to upgrade.

Firmware Upgrade

Firmware Infomation
Firmwrare Version : Cen-CPE-NSH2 V0.0.4 Beta Version
Firmware Date : 2009-09-03 09:26:27

Update Firmware : H Browse... ]

ﬂ From time to time, the product may release new versions of the firmware. You can chedt and
download up-to-date firmware and click Browser button to locate the file from your local harddisk.

To prevent data loss during firmware upgrade, please back up current settings before proceeding.
Do not interrupt during firmware upgrade including power on/off as this may damage system.
Never perform firmware upgrade over wireless connection or via remote access connection.

wN e
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5.3.7 Network Utility
The administrator can diagnose network connectivity via the PING and TRACEROUTE utility.

Please click on Utilities -> Network Utility and follow the below setting

Mabwork Ltility

®  Ping : This utility will help ping other devices on the network to verify connectivity. Ping utility, using ICMP packets,
detects connectivity and latency between two network nodes. As result of that, packet loss and latency time are

available in the Result field while running the PING test.

= Destination IP/Domain : Enter desired domain name, i.e. www.google.com, or IP address of the destination,

and click ping button to proceed. The ping result will be shown in the Result field.

= Count : By default, it's 5 and the range is from 1 to 50. It indicates number of connectivity test.

m  Traceroute : Allows tracing the hops from the WLO-15814N / WLO-15802N device to a selected outgoing IP

address. It should be used for the finding the route taken by ICMP packets across the network to the destination host.

The test is started using the Start button, click Stop button to stopped test

= Destination Host : Specifies the Destination Host for the finding the route taken by ICMP packets across the
network.

2> MAX Hop : Specifies the maximum number of hops( max time-to-live value) traceroute will probe.
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5.3.8 Reboot

This function allows user to restart system with existing or most current settings when changes are made. Click Reboot
button to proceed and take around three minutes to complete.

Rehoot

“fou must be reboot the system sfter changing settings. Rebooting the system will not delete any
of your canfiguration settings. Clidk reboot button to reboot the system.

A reminder will be available for remaining time to complete. If power cycle is necessary, please wait till completion of the

reboot process.

Please Wait

ai}*f.tem is restarting, please wait for 35 seconds...

The System Overview page appears upon the completion of reboot.
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5.4 Access Control List
5.4.1 IP Filter Setup

Allows to create deny or allow rules to filter ingress or egress packets from specific source and/or to destination IP
address on wired (LAN) or Wireless (WAN) ports. Filter rules could be used to filter unicast or multicast packets on
different protocols as shown in the IP Filter Setup. Important to note that IP filter rules has precedence over Virtual server

rules.

Please click on Advance -> IP Filter Setup and follow the below setting.

IP Filter Setup

= frwwn & ani SOLrCH s Brun B
L el Profocol Lesten Achon Wlertacd Delabs B
Bipssiiask Poil Addiessiiask Porl

Mo [P Rule in e Lis

]
]

m  Source Address/Mask : Enter desired source IP address and netmask; i.e. 192.168.2.10/32.

m  Source Port : Enter a port or a range of ports as start:end; i.e. port 20:80

m  Destination Address/Mask : Enter desired destination IP address and netmask; i.e. 192.168.1.10/32
m  Destination Port : Enter a port or a range of ports as start:end; i.e. port 20:80

m  In/Out : Applies to Ingress or egress packets

m  Protocol : Supports TCP, UDP or ICMP.

m  Listen : Click Yes radial button to match TCP packets only with the SYN flag.

m  Active : Deny to drop and Pass to allow per filter rules

m Interface : The interface that a filter rule applies

e All packets are allowed by default. Deny rules could be added to the filter list to filter out unwanted packets and
_—~ leave remaining allowed.

Click “Save” button to add IP filter rule. Total of 20 rules maximum allowed in the IP Filter List. All rules can be edited or

removed from the List. Click Reboot button to activate your changes.

When you create rules in the IP Filter List, the prior rules maintain higher priority. To allow limited access from a subnet to
a destination network manager needs to create allow rules first and followed by deny rules. So, if you just want one IP
address to access the system via telnet from your subnet, not others, the Example 1 demonstrates it, not rules in the
Example 2.
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= Example 1: Create a higher priority rule to allow IP address 192.168.2.2 Telnet access from LAN port first, and

deny Telnet access from remaining IP addresses in the same subnet.

Source Destination
Rule IP/Mask Port IP/Mask port In/Out Protocol Listen Action Side
1 192.168.2.2/32 192.168.2.254/32 22 In TCP n Pass LAN
2 192.168.2.0/24 192.168.2.254/32 22 In TCP n Deny LAN

> Example 2 : All Telnet access to the system from the IP addresses of subnet 192.168.2.x works with the rule 1

of Example 2. The rule 2 won’t make any difference.

Source Destination
Rule IP/Mask Port IP/Mask port [n/Out Protocol Listen Action Side
1 192.168.2.0/24 192.168.2.254/32 22 In TCP n Deny LAN
2 192.168.2.2/32 192.168.2.254/32 22 In TCP n pass LAN
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5.4.2 MAC Filter Setup

Allows to create MAC filter rules to allow or deny unicast or multicast packets from limited number of MAC addresses.

Important to note that MAC filter rules have precedence over IP Filter rules.

Please click on Advance -> MAC Filter Setup and follow the below setting.
MAC Filter Setup

il w | [Save] ] MAC Address Darbezter L] WAL Address Dirleeter

Hal &poress Aud Mo MAC Rule in e List!

m  MAC Filter Rule : By default, it's “Disable”. Options are Disabled, Only Deny List MAC or Only Allow List MAC.

Click Save button to save your change.

Two ways to set the MAC Filter List:

2> Only Allow List MAC.

The wireless clients in the MAC Filter List will be allowed to access to Access Point; All others will be denied.
= Only Deny List MAC.

The wireless clients in the MAC Filter List will be denied to access to Access Point; All others will be allowed.

“:‘:_ If there does not have any MAC address in MAC Filter List, the MAC filter function deactivated

m  MAC Address : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add” button, then the MAC address should
display in the MAC Filter List.

There are a maximum of 20 clients allowed in this MAC Filter List. The MAC addresses of the wireless clients can be

added and removed to the list using the Add and Delete buttons.

Click Reboot button to activate your changes
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5.4.3 Parental Control Setup

Parental Control allows you to block or allow specific kinds of Internet usage and traffic, such as Internet access,

designated services, and websites.

NAT A
guusssssssssssasssnn g g
: Faceboukx
SSID : Main_AP P
-:: - o
Mai : i i | MSN |
Easo;:a‘.v:r"- - : - —— L R ;g;
192.168.1.250 WIiFi WAN: [LAN : = =

192.168.1.254

Please click on Advance -> Parental Control and follow the below setting.

Farental Control
Earertal Controd List

Comreni Coommnt
L ATt Delata 4411

WAL Address asd ) Rule

[Remeve |

®  Rules : control can be managed by a rule. Use the settings on this screen to establish an access policy.
= Comment : Enter a descriptive name for this rule for identifying purposes.

> MAC Address : Enter MAC address in valid MAC address format(xx:xx:xx:xx:xx:xx) and click “Add” button to
add in the MAC group of each rule. Click “Remove” button can remove MAC address in the group of each rule.

There are 10 MAC address maximum allowed in each rule.

= Local / Destination IP : Specify local(LAN)/ destination IP addresses range required for this rule. If you specify
local IP addresses range from 192.168.1.1 to 192.168.2.254. The matches a range of local IP addresses
include every single IP address from the first to the last, so the example above includes everything from
192.168.1.1 to 192.168.2.254.

= Protocol : Select Any or specify protocol(TCP, UDP, ICMP, URL Blocking and Application) from drop-down
list. When you select ICMP or Layer 7 Application , the Local(LAN)/ Destination Port can not used.
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If you want to block websites with specific URL address or using specific keywords, enter each URL or keyworks
in the “URL Blocking” field and click “Add” button to add in the URL Blocking list of each rule. Click
“Remove” button can remove URL or keywords.

URL Blocking : Add

Remowve

= Local Port : Specify local port(LAN port) range required for this rule
= Destination Port : Specify destination port range required for this rule

= Active : Check Enable button to activate this rule, and Disable to deactivate.

Click “Add” button to add control rule to List. There are 10 rules maximum allowed in this Control List. All rules can be

removed or edited on the List. Click Reboot button to activate your changes.
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5.4.4 QoS Setup

Quality of Service (QoS) refers to both a network's ability to deliver data with minimum delay, and the networking
methods used to control the use of bandwidth. Without QoS, all traffic data is equally likely to be dropped when the
network is congested. This can cause a reduction in network performance and make the network inadequate for time-
critical application such as video-on-demand.

A classifier groups traffic into data flows according to specific criteria such as the source address, destination address,
source port number, destination port number or incoming port number. For example, you can configure a classifier to

select traffic from the same protocol port (such as FTP) to form a flow.

Shaping

Downboad : 512K =
Upload : 256K .

Download : 204BK

: Upload - 1024K
192.168.1.254
WAN : LAN
NAT QQQ
NAT Down: 1024Kbps A
: Up : 512 Kbps
: ...mm".......pn =

4

FLCCCTTET e

*: i Donln : 2048 Kbps

Main iUp J1024 Kbps g ;

Base Station : SRS RS TONE L
192.168.1.250 WiFi WAN: |LaN T i =)

192.168.1.254 |

sasamanm

Please click on Advance -> QoS and follow the below setting.
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QoS Setup

Rul

grren! Comment Remark D3CP BancwedtniUD)
" [daiba Edit
diress | Rt | Huhit

o 205 Ruse in e Lise

RErmicrvs

Rules : Use the rules to define the classifiers. After you define the rules, you can specify action to act upon the traffic

that matches the rules

=4

=4

Comment : Enter a descriptive name for this rule for identifying purposes.

MAC Address : Enter MAC address in valid MAC address format(xx:xx:xx:xx:xx:xx) and click “Add” button to
add in the MAC group of each rule. Click “Remove” button can remove MAC address in the group of each rule.

There are 10 MAC address maximum allowed in each rule.

Local / Destination IP : Specify local(LAN)/ destination IP addresses range required for this rule. If you specify
local IP addresses range from 192.168.1.1 to 192.168.2.254. The matches a range of local [P addresses
include every single IP address from the first to the last, so the example above includes everything from
192.168.1.1 to 192.168.2.254.

DSCP Class : Differentiated services code point, DSCP. Select Any or specify classify traffic from drop-down list.

The Per-Hop Behavior (PHB) is indicated by encoding a 6-bit value—called the Differentiated Services Code
Point (DSCP)—into the 8-bit Differentiated Services (DS) field of the IP packet header. Below depicts class for
DSCP.

v BE : Default PHB, which is typically best-effort traffic
v EF: Expedited Forwarding PHB, dedicated to low-loss, low-latency traffic

v AF : Assured Forwarding PHB, which gives assurance of delivery under conditions. The AF behavior group
defines four separate AF classes. Within each class, packets are given a drop precedence (high, medium or
low). The combination of classes and drop precedence yields twelve separate DSCP encodings from AF11
through AF43 (see table)
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DROP Precedence Class1 Class2 Class3 Class4

Low Drop AF11 AF21 AF31 AF41
Medium Drop AF12 AF22 AF32 AF42
High Drop AF13 AF23 AF33 AF43

Protocol : Select Any or specify protocol(TCP, UDP, ICMP, Application) from drop-down list. When you select
ICMP or Layer 7 Application , the Local/ Destination Port can not used.

Local Port : Specify local port(LAN port) range required for this rule

Destination Port : Specify destination port range required for this rule

m  Action : After configuring rule, a policy rule ensures that a traffic flow gets the requested treatment in the network.

>

>

>

Remark DSCP : Specify a new DSCP class, if you want to replace or remark the DSCP
Bandwidth : Click “Enable” to activate function, and click “Disable” to deactivate function

Upload / Download : Specify the bandwidth in kilobit per second (Kbps). Enter a number between 8 to 8192,
default upload is 128 Kbps, download is 1024 Kbps.

Click “Add” button to add QoS rule to List. There are 10 rules maximum allowed in this QoS List. All rules can be removed

or edited on the List. Click Reboot button to activate your changes.

When you create rules on the QoS List, the previous rules have higher priority. . Below depict the examples for explaining

priority of QoS setup.

>

Example 1 : On this setting, the FTP has 1024 Kbps upload and 8196 Kbps download on 192.168.2.10. The
remaining IP address and other remaining protocol of IP address 192.168.2.10 only can use total bandwidth 512

Kbps bandwidth. Because rule 1's priority is higher than rule 2

Rule Source IP Destination IP  DSCP Protocol @ Remark DSCP Bandwidth (Up/Down)
1 192.168.2.10 ANY FTP NO 1024/8196
2 ANY ANY NO 512/512

Example 2 : On this setting, the FTP has 512 Kbps upload and 512 Kbps download on 192.168.2.10 Because

rule 1's priority is higher than rule 2

Rule Source IP Destination IP DSCP Protocol @ Remark DSCP Bandwidth (Up/Down)
1 ANY ANY NO 512/512
2 192.168.2.10 ANY FTP NO 1024/8196
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5.5 Resource Sharing
5.5.1 DMZ

DMZ is commonly work with the NAT functionality as an alternative of Virtual Server(Port Forwarding) while wanting all
ports of DMZ host visible to Internet users. Virtual Server rules have precedence over the DMZ rule. In order to use a
range of ports available to access to different internal hosts Virtual Server rules are needed.

NAT

SSID : Main_AP

Main : 1 _
Base Station : — DMZ
192.168.1.250 WiFi WAN: |LAN : :

192.168.1.254 ; ﬁ :

Please click on Advance -> DMZ and follow the below setting.

DMZ Setup

DMZ

onz: O nabe ® Disatle

R

m  DMZ: By default, it's “Disable”. Check Enable radial button to enable DMZ.

m  |P Address : Enter IP address of DMZ host and only one DMZ host is supported.

Click Save button to save your changes. Click Reboot button to activate your changes.
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5.5.2 Virtual Server (Port Forwarding)

“Virtual Server” can also referred to as “Port Forward” as well and used interchangeably. Resources in the network can be
exposed to the Internet users in a controlled manner including on-line gaming, video conferencing or others via Virtual

Server setup. Don't repeat ports’ usage to avoid confusion.

Suppose you want to assign ports 21-25 to one FTP, Telnet and SMTP server (Ain the example), and port 80 to another
(B in the example). You assign the LAN IP addresses and the ISP assigns the WAN IP address. The NAT network
appears as a single host on the Internet.

NAT

SS5ID : Main AP

A
B
Main
Base Station o i
192.168.1.250 WiFi WAN: [LAN g

192.168.1.254 i

Please click on Advance -> Virtual Server and follow the below setting.

Virtual Server Setup

Wirtusl S Blfnatie ) Dinable ® Satuee Descripion Probocol Privaba P Public Porl Private Bort  Delabs Bt
Descrpnen MO Rubi in T LT
Peivate P
Privwie Port
Pt P

m  Virtual Server : By Default, It's “Disable”. Check Enable radial button to enable Virtual Server.

m  Description : Enter appropriate message for resource sharing via Virtual Server.

m  Private IP : Enter corresponding IP address of internal resource to share.

m  Protocol Type : Select appropriate sessions, TCP or UDP, from shared host via multiple private ports.
m  Private Port : A port or a range of ports may be specified as start:end; i.e. port 20:80

m  Public Port : A port or a range of ports may be specified as start:end; i.e. port 20:80

The Private Port and Public Port can be different. However, total number of ports need to be the same.
—~ Example : Public Port is 11 to 20 and the Private Port can be a 10 ports range.

Click “Add” button to add Virtual Server rule to List. Total of maximum 20 rules are allowed in this List. All rules can be

edited or removed from the List. Click Reboot button to activate your changes.
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While creating multiple Virtual Server rules, the prior rules have higher priority. The Virtual server rules have precedence

over the DMZ one while both rules exist. Example 1 and 2 demonstrate proper usage of DMZ and Virtual Server rules.

m  Example 1 : All connections should be redirected to 192.168.2.12 while DMZ is enabled. Since Virtual Server rules
have precedence over the DMZ rule all connections to TCP port 22 will be directed to TCP port 22 of 192.168.2.10
and remaining connections to port TCP 20~80 will be redirected to port TCP 20~80 of 192.168.2.11

DMZ Enabled : 192.168.2.12

Rule Protocol Private IP Private Port Public Port
1 TCP 192.168.2.10 22 22
2 TCP 192.168.2.11 20:80 20:80

m  Example 2 : All connections should be redirected to 192.168.2.12 while DMZ is enabled. Since Virtual Server rules
have precedence over the DMZ rule all other connections to TCP port 20~80 will be redirected to port 20~80 of
192.168.2.11. The rule 2 won't take effect.

DMZ Enabled : 192.168.2.12

Rule Protocol Private IP Private Port Public Port
1 TCP 192.168.2.11 20:80 20:80
2 TCP 192.168.2.10 22 22
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This section breaks down into subsections of System Overview, Station Statistics, Extra Information and Event Log.

5.6.1 Overview

Detailed information on System, WAN Information, LAN Information and DHCP Server Status can be reviewed via this

page.

m  System : Display the information of the system.

System
Host Name :
Operating Mode :
Location :
Deszcription :

Firmware Version :
Firmware Date :
Device Time :

System Up Time :

L 20 L T L T

WLO-15802N
CPE Mode

802 11a/n Wirelezs Outdoor Bridge, 200mWW
Cen-CPE-M5HZ W1.0.10 Version
2010-03-19 04:24:31

2000-01-01 00:01:54

01:54

System Name : The name of the system.

Operating Mode : The mode currently in service.

Location : The reminding note on the geographical location of the system.
Description : The reminding note of the system.

Firmware Version : The current firmware version installed.

Firmware Date : The build time of the firmware installed.

Device Time : The current time of the system.

System Up Time : The time period that system has been in service since last reboot.

m  WAN Information : Display the information of the WAN interface.

WAN Information

Mode :

MAC Address :
IP Address :

IP Netmask :

IP Gateway :

Static Mode
00:0C:43:23:60:34
152.168.1.254
255.255.255.0

192.168.1.1

Primary DNS :

Secondary DNS :

Receive Bytes :
Receive Packets
Tranzmit Bytes :
Tranzmit Packets :

108857
1265
0

542

The WAN port specified Dynamic IP, the Release and Renew button will be show-up, click Release button to

release IP address of WAN port, Renew button to renew IP address through DHCP server.

WAN Information
Mode

MAC Address

: Dynamic I.1o:15[ Renew ][ Release ]

D 00:0C:43:258:60:14
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The WAN port specified PPPoE or PPTP, and the Connect and DisConnect button will be show up. Click “Connect”
button to assigned IP address from PPPoE or PPTP server, “DisConnect” button to release IP address of WAN port.

WAN Information
Mode : PPPoE Mode

Reccnn&di-1od&:[-1anual[ Connect ][ DisConnect ]

Mode : Supports Static, Dynamic, PPPoE and PPTP modes.
Reconnect Mode : The current reconnect mode of the PPPoE or PPTP.
MAC Address : The MAC address of the WAN port.

IP Address : The IP address of the WAN port.

IP Netmask : The IP netmask of the WAN port.

IP Gateway : The gateway IP address of the WAN port.

Primary DNS : The primary DNS server in service.

Secondary DNS : The secondary DNS server in service.

Receive bytes : The total received packets in bytes on the WAN port.
Receive packets : The total received packets of the WAN port.

Transmit bytes : The total transmitted packets in bytes of the WAN port.

L 2 L R T T L T I T

Transmit packets : The total transmitted packets of the WAN port.

LAN Information : Display total received and transmitted statistics on the LAN interface.

LAN Information

MAC Address : 00:0C:43:28:50:30

IP Address : 192.168.2.254

IP Netmagk | 255.255.255.0
Receive Bytes : 20576

Receive Packets : 174
Transmit Bytes . 37310

Tranzmit Packets : 177

MAC Address : The MAC address of the LAN port.

IP Address : The IP address of the LAN port.

IP Netmask : The IP netmask of the LAN port.

Receive bytes : The total received packets in bytes on the LAN port.

Receive packets : The total received packets of the LAN port.

Transmit bytes : The total transmitted packets in bytes of the LAN port.

L2 L T I 2

Transmit packets : The total transmitted packets of the LAN port.

DHCP Server Status : Users could retrieve DHCP server and DHCP clients’ IP/MAC address via this field.
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DHCP :
Start IP:
End IP:
DNS1IP:
DNS2 IP
WINS IP
Domain :
Lease Time :

IP Address

— DHCP Server Status

802.11a/n High Power Wireless Outdoor Bridge/AP

Enable
192.168.2.10
192.168.2.70
192.168.2.1

86400

MAC Address Expired In
none

= [P Address : IP addresses to LAN devices by DHCP server.

2> MAC Address : MAC addresses of LAN devices.

2> Expired In : Shows how long the leased IP address will expire.
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5.6.2 Station Statistics

Link information, Transmit and Receive Statistics for the connection with AP, Below depicts an example for Station

Statistics.

| &adrmak

Station Statistics

Framas Transmis

Frames Fadl To Recetve ACK Allar Al Reiries

Sucesshaly Recetes CTH

RTE Framds Fad To Racene CT3

Framas Rachmtd Sactesbiull
Framiis Redehad With CREC Ered gLt

HT Sital Framos Diopped Disg To Oul-o-REs 0o

m Link Status :
= Status : Shows the current link status. It should be “Connected” or “Disconnected”.

= ESSID : Shows the current SSID, which must be the same on the wireless client and AP in order for

communication to be established.

BSSID : Shows the associated BSSID, which can be used to identify the wireless access point.

Extra Info : Shows the current link status of extra information. It should be “Link is Up” or “Link is Down”,
Channel : Shows current channel and central channel, its corresponding frequency.

Link Speed(Mbps) : The data transfer speed adopted by this network. (measured in Mbits per second)

Link Quality : Shows the link quality of the system with an access point.

v ¥V v v Y

Signal Strength ANTO/ANTL1 : Shows the wireless signal strength of the connection between system and an

access point.

m HT Status :
= Channel BandWidth : Shows the current channel bandwidth used for communication. It should be “20” or “40”
= Guard Interval : Shows the current Gl used for communication. It should be “short” or “long”.

=2 MCS : Shows the current Gl used for communication. It should be between 0 to 15 or 32.

®  Transmit Statistics
= Frames Transmitted Successfully: The number of successfully transmitted frames.

=2 Frames Transmitted Successfully Without Retry: The number of successfully transmitted frames without any

retry.

= Frames Transmitted Successfully After Retry(s): The number of successfully transmitted frames with one or

more retries.
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Frames Fail To Receive ACK After All Retries: The number of unsuccessfully transmitted frame with many

retries.

RTS Frames Successfully Receive CTS: The number of successful received CTS (Clear To Send) response
after this WLO-15814N / WLO-15802N sends out the RTS (Request To Send) message.

RTS Frames Fail To Receive CTS: The number of unsuccessful received CTS response after this WLO-
15814N / WLO-15802N sends out the RTS message.

Receive Statistics

=4

=4

Frames Received Successfully: The number of successful received frames.

Frames Received With CRC Error: The number of received frames with CRC (Cyclical Redundancy Checking)

error.
Frames Dropped Due To Out-of-Resource: The number of dropped frames.

Duplicate Frames Received: The number of duplicate frames.
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5.6.3 Extra Info

Users could pull out information such as Route table, ARP table, MAC table, Bridge table or STP available in the drop-

down list from system. The “Refresh” button is used to retrieve latest table information.

Extra Information [(Fstrash |
nfermaton : | Metstat [nformabon b Protocod  LiveTime SEatus SrciP SrcPaort [sm® [EstPon
tep 118 TME_WAIT 102160222 3423 an
tzp 113 TME_WAT 102160222 3419 i
udp 5 102168252 138 138
bop 118 TIIE_WaIT 10EERI IR 34N [:1x]
ep 80 TIME_\WAIT 183 1 . 1x]
=] 431999 ESTASLIEHED 1921 LLH 8o
L= 1] 90 TIME _\WAIT 1921 L b Bo
p 81 TIME WaIT 18927 1aq 1u]

m  Netstat Information : Select “NetStatus Information” on the drop-down list, the connection track list should
show-up, the list can be updated using the Refresh button.

NetStatus will show all connection track on the system, the information include Protocol, Live Time, Status ,
Source/Destination IP address and Port.

m  Route table information : Select “Route table information” on the drop-down list to display route table.
WLO-15814N / WLO-15802N could be used as a L2 or L3 device. It doesn’t support dynamic routing protocols such
as RIP or OSPF. Static routes to specific hosts, networks or default gateway are set up automatically according to the

IP configuration of system's interfaces. When used as a L2 device, it could switch packets and, as L3 device, it's
capable of being a gateway to route packets inward and outward.

Route Information

Destination Gateway Genmask Flags Metric Ref Use [face
192.168.2.0 0.0.0.0 255.256.255.0 U 0 0 0 bred
192.168.1.0 0000 255255 2550 U 0 0 0 ral
127000 0000 255255 2550 U 0 0 0 lo
0.0.0.0 192.168.1.1 0.0.0.0 Uz 0 0 0 ral

m  ARPtable Information : Select “ARP Table Information” on the drop-down list to display ARP table.

ARP associates each IP address to a unique hardware address (MAC) of a device. It is important to have a unique IP
address as final destination to switch packets to.

ARP Table Information

IP Address HW Type Flags HW Address Mask  Device
192 168.2.22 0x1 0x2 00:1A4:92:9F A4:98 * bred
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Bridge table information : Select “Bridge Table information” on the drop-down list to display bridge table.

Bridge table will show Bridge ID and STP's Status on the each Ethernet bridge and its attached interfaces, the Bridge
Port should be attached to some interfaces.

Bridge Table Information

Bridge Port Bridge ID STP Enabled Interface
bred 8000.000c43288008 no eth2

Bridge MAC information : Select “Bridge MACs Information” on the drop-down list to display MAC table.
This table displays local MAC addresses associated with wired or wireless interfaces, but also remember non-local

MAC addresses learned from wired or wireless interfaces.

Ageing timers will be reset when existing MAC addresses in table are learned again or added when new MAC
addresses are seen from wired or wireless interfaces as well. When time runs out for a particular entry, it will be

pruned from the table. In that situation, switching packet to that particular MAC address will be discontinued.

Bridge MACs Information

Port No MAC Address Local Ageing Timer
1 00:0c:43:28:80:08 Ves 0.00
1 00:1a:92:9f.a4:8b no 0.04

Bridge STP Information : Select “Bridge STP Information” on the drop-down list to display a list of bridge STP
information.

— Bridge STP Information
bred
bridge id 8000.000c43288008
designated root 8000.000c43288008
root port 0 path cost 1]
max age 20.00 bridge max age 20.00
hello time 2.00 bridge hello time 2.00
forward delay 15.00 bridge forward delay 15.00
ageing time 300.00
hello timer 1.83 tcn timer 0.00
topology change timer 0.00 gctimer 382
flags
eth2 (1)
portid 8001 state forwarding
designated root 8000.000c43288008 path cost 100
designated bridge 8000.000c43288008 message age timer 0.00
designated port 8001 forward delay timer 0.00
designated cost 0 hald timer 0.00
flags
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5.6.4 QoS Plot

The QoS Plot show graphs which continuously represents the current data traffic on each QoS rule. The chart scale and
throughput dimension (bps, Kbps, Mbps) changes dynamically according to the mean throughput value. The statistics is
updated automatically every 5 seconds. The throughput statistics of QoS can be updated manually using the Refresh
button.

QoS Plot e

J005 LISt 2 50 R 15 1MBps I
N Emment Remark BECP Rarnberidth| LT kg s T A 12Mbps |

0 TE |
bk

@ e [ 152024

119



User Manual

5.6.5 Event Log

The Event log displays system events when system is up and running. Also, it becomes very useful as a troubleshooting

tool when issues are experienced in system.

System Log

Time Facility Severily

Syslem

2000 Jan 1

oDty reem

2000 Jan 1 o
gooney  Sreem
2000 Jan 1
OocDD: 11
2000 Jan 1
Dounn 11
2000 Jan 1 -
goon3g  Croem

Frslem

Syslem

®  Time : The date and time when the event occurred.

M sage
dnsmasqiBa] stamed, virsion 2 40 cachesaee 150
dnesmasqSe] compile Bme opbons. no-IPvE GHU-gelop!
na=RTC neo-MUELI no=tSC4a asafls no-DBus no-118M
TFTF

dnemasg#4] using namesener 182.168.2.1#53

dnsmasglad] deared cache

AutftnBCation Succasshul Tor ieol fram 152 168 2 22

802.11a/n High Power Wireless Outdoor Bridge/AP

[ Rafeaah | [ Claar

m  Facility : It helps users to identify source of events such “System” or “User”

B Severity : Severity level that a specific event is associated such as “info”, “error”, “warning”, etc.

m  Message : Description of the event.

Click Refresh button to renew the log, or click Clear button to clear all the record.
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Chapter 6. CPE + AP Mode Configuration

When CPE+AP mode is chosen, the system can be configured as a Customer Premises Equipment(CPE). This section

provides detailed explanation for users to configure in the CPE+AP mode with help of illustrations. In the CPE+AP mode,

functions listed in the table below are also available from the Web-based GUI interface.

OPTION System Wireless Advance Utilities Status
Operating Mode General Setup DMZ Profiles Settings System Overview
WAN Advanced Setup IP Filter Firmware Upgrade Station Statistics
LAN Repeater AP Setup MAC Filter Network Utility Extra Info
Functions DDNS Wireless Profile Virtual Server Reboot QoS Plot
Management Site Survey Parental Control Event Log
Time Server QoS
UPNP
SNMP

Table 6-1: CPE+AP Mode Functions

6.1 External Network Connection
6.1.1 Network Requirement

It can be used as an Outdoor Customer Premises Equipment (CPE) to receive and repeat wireless signal over last mile
application, helping WISPs deliver wireless broadband Internet service to residents and business customers. In the
CPE+AP mode, WLO-15814N / WLO-15802N is a gateway enabled with NAT and DHCP Server functions. The wired and
wireless clients connected to WLO-15814N / WLO-15802N are in different subnet from those connected to Main Base

Station, and, in CPE+AP mode, it accepts wireless connections from wireless client devices.

MNAT
SSID : Main_AP m:mmﬂg
Main .
Bate Staton :-
192.168.1.250 WIFI WAN: |LAN
192.168.1.254 : Q Q

B

Figure 6-1 CPE+AP mode network configuration

When the WLO-15814N / WLO-15802N configured as an Access Point and Client Station simultaneously, the
& Wireless General and Advanced Setup also used simultaneously. But the Security Type can be different. In the
_~ other word, the channel or other settings will be the same between WLO-15814N / WLO-15802N to Main Base
Station and wireless client to WLO-15814N / WLO-15802N, but security type can be different.
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6.1.2 Configure WAN Setup
There are three connection types for the WAN port : Static IP, Dynamic IP, PPPoE and PPTP,

Please click on System -> WAN and follow the below setting.

WAN Setup

*‘j_ In CPE mode, the WAN Port is the Wireless interface.

m Mode : By default, it's “Static IP”. Check “Static IP”, “Dynamic IP”, “PPPoE” or “PPTP”"to set up system WAN IP.
= Static IP : Users can manually setup the WAN IP address with a static IP provided by WISP.
v IP Address : The IP address of the WAN port; default IP address is 192.168.1.254
v IP Netmask : The Subnet mask of the WAN port; default Netmask is 255.255.255.0
v IP Gateway : The default gateway of the WAN port; default Gateway is 192.168.1.1

= Dynamic IP : Please consult with WISP for correct wireless settings to associate with WISP AP before a
dynamic IP, along with related IP settings including DNS can be available from DHCP server. If IP Address is not
assigned, please double check with your wireless settings and ensure successful association. Also, you may
goto “WAN Information” in the Overview page to click Release button to release IP address and click Renew

button to renew
Dynamic IP IP address

Hostname again.

v Hostname : The Hostname of the WAN port

= PPPoE: To

create wireless

PPPoE
PPPoE WAN N
connection to a Password :
PPPoOE server Recoonect Mods : &) Always On (O OnDemand ) Manual
in network. NG (e minutes
MTU :|1492
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v User Name : Enter User Name for PPPOE connection
v Password : Enter Password for PPPOE connection
v Reconnect Mode :
¢ Always on — A connection to Internet is always maintained.

e On Demand — A connection to Internet is made as needed.

*‘j_ When Time Server is enabled at the “On Demand” mode, the “Reconnect Mode” will turn out “Always on”.

¢ Manual — Click the “Connect” button on “WAN Information” in the Overview page to connect to the
Internet.

v Idle Time : Time to last before disconnecting PPPoE session when it is idle. Enter preferred Idle Time in
minutes. Default is “0”, indicates disabled. When Idle time is disabled, the “Reconnect Mode” will turn out

“Always on”

v MTU : By default, it's 1492 bytes. MTU stands for Maximum Transmission Unit. Consult with WISP for a
correct MTU setting.

= PPTP : The Point-to-Point Tunneling Protocol (PPTP) mode enables the implementation of secure multi-protocol Virtual
Private Networks (VPNSs) through public networks.

PPTP

IP Address

IP MNetmaszk :
PPTP Server IP Address :

User name

Password :

Reconnect Mode : @AI'.'.'ﬂye Qn O COn Demand O WManual
Idle Time : minutes
MTU ;| 1460

MPPE Encryption : [_] MPPE-40 I wPPE-128

v IP Address : The IP address of the WAN port
v IP Netmask : The Subnet mask of the WAN port
v PPTP Server IP Address : The IP address of the PPTP server
v User Name : Enter User Name for PPTP connection
v Password : Enter Password for PPTP connection
v Reconnect Mode :
e« Always on — A connection to Internet is always maintained.

e On Demand — A connection to Internet is made as needed.
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*:‘; When Time Server is enabled at the “On Demand” mode, the “Reconnect Mode” will turn out “Always on”.

¢ Manual — Click the “Connect” button on “WAN Information” in the Overview page to connect to the
Internet.

v Idle Time : Time to last before disconnecting PPPOE session when it is idle. Enter preferred Idle Time in
minutes. Default is “0”, indicates disabled. When Idle time is disabled, the “Reconnect Mode” will turn out
“Always on”

v MTU : By default, it's 1460 bytes. MTU stands for Maximum Transmission Unit. Consult with WISP for a
correct MTU setting.

v MPPE Encryption : Microsoft Point-to-Point Encryption (MPPE) encrypts data in Point-to-Point
Protocol(PPP)-based dial-up connections or Point-to-Point Tunneling Protocol (PPTP) virtual private
network (VPN) connections. 128-bit key (strong) and 40-bit key (standard) MPPE encryption schemes are
supported. MPPE provides data security for the PPTP connection that is between the VPN client and the
VPN server.

m DNS : Check “No Default DNS Server” or “Specify DNS Server IP” radial button as desired to set up system DNS.
= Primary : The IP address of the primary DNS server.

= Secondary : The IP address of the secondary DNS server.

*’; In this mode, the system does not support MAC Clone function.

Click Save button to save your changes. Click Reboot button to activate your changes
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6.1.3 Configure DDNS Setup
Dynamic DNS allows you to map domain name to dynamic IP address.

Please click on System -> DDNS Setup and follow the below setting.

Dynamic DNS Setup

DDNS
Enable : OEnatI& @Diaatle
Serivee Provider :
Hostname :
User Name :

Password :

m  Enabled: By default, it's “Disable”. The mapping domain hame won't change when dynamic IP changes. The beauty

of it is no need to remember the dynamic WAP IP while accessing to it.
m  Service Provider: Select the preferred Service Provider from the drop-down list including dyndns, dhs, ods and tzo
m  Hostname: Host Name that you register to Dynamic-DNS service and export.

m  User Name & Password: User Name and Password are used to login DDNS service.

Click Save button to save your changes. Click Reboot button to activate your changes
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6.1.4 Configure LAN Setup
Here are the instructions for how to setup the local IP Address and Netmask.

Please click on System -> LAN and follow the below setting.

LAN Setup

AN IF DHCF Server
P Adgreas || 192.168.2.254 DHCP . 7 Enabie & Disabte

Netmasi ©| 258,255, 255.0

Bave

m  LAN IP: The administrator can manually setup the LAN IP address.
= |IP Address : The IP address of the LAN port; default IP address is 192.168.2.254
= IP Netmask : The Subnet mask of the LAN port; default Netmask is 255.255.255.0

m  DHCP Setup : Devices connected to the system can obtain an IP address automatically when this service is enabled.

DHCP Server
DHCP : (& Enable O Disable
StartP:|192.168.2.10
End IP:|192.168.2.70
DNS1 1P
DNS2 1P
WINS IP :
Domain :

Leaze Time :

DHCP : Check Enable button to activate this function or Disable to deactivate this service.

v oV

Start IP / End IP: Specify the range of IP addresses to be used by the DHCP server when assigning IP address
to clients. The default range IP address is 192.168.2.10 to 192.168.2.70, the netmask is 255.255.255.0

DNS1 IP: Enter IP address of the first DNS server; this field is required.
DNS2 IP : Enter IP address of the second DNS server; this is optional.
WINS IP : Enter IP address of the Windows Internet Name Service (WINS) server; this is optional.

Domain : Enter the domain name for this network.

v v v v

Lease Time: The IP addresses given out by the DHCP server will only be valid for the duration specified by
the lease time. Increasing the time ensure client operation without interruptions, but could introduce potential
conflicts. Lowering the lease time will avoid potential address conflicts, but might cause more interruptions to the
client while it will acquire new IP addresses from the DHCP server. Default is 86400 seconds

Click Save button to save your changes. Click Reboot button to activate your changes
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6.2 Access Point Association

6.2.1 Configure Wireless General Setting

The administrator can change the data transmission, channel and output power settings for the system. Please click on

Wireless -> General Setup and follow the below setting.

Wireless Setup

General Selup HT Fhvs
Biand Mnde - | 202,11 a'n mixed mode (o
Counlry . [MONE %

T Powvar - 109

HT TuSiream

HT Radlieam . | 2 %

m  Band Mode : Select an appropriate wireless band; bands available are 801.11aor 802.11a/n mixed mode.

m  Transmit Rate Control : Select the desired rate from the drop-down list; the options are auto or ranging from 6 to 54
Mbps for 802.11a

m  Country : Select the desired country code from the drop-down list; the options are US, ETSI, JP and NONE.

m  Tx Power : You can adjust the output power of the system to get the appropriate coverage for your wireless network.
Specify digit number between 1 to 100 (the unit is %) for your environment. If you are not sure of which setting to

choose, then keep the default setting, 100%.

When Band Mode select in 802.11a only mode, the HT(High Throughput) Physical Mode and 11n Configuration

settings should be hidden immediately.

m  Operating Mode : By default, it's Mixed Mode.

= Mixed Mode : In this mode packets are transmitted with a preamble compatible with the legacy 802.11a/g, the
rest of the packet has a new format. In this mode the receiver shall be able to decode both the Mixed Mode

packets and legacy packets.
= Green Field : In this mode high throughput packets are transmitted without a legacy compatible part.
m  Channel Bandwidth : The "Auto” MHz option is usually best. The other option is available for special circumstances.

m  Guard Interval : Using “Auto” option can increase throughput. However, it can also increase error rate in some
installations, due to increased sensitivity to radio-frequency reflections. Select the option that works best for your

installation.
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m  MCS : This parameter represents transmission rate. By default (Auto) the fastest possible transmission rate will be
selected. You have the option of selecting the speed if necessary. (Refer to Appendix C. MCS Data Rate)

m  MPDU Enable : Check Enable button to activate this function, and Disable to deactivate.

m  A-MPDU : A-MPDU (Aggregated Mac Protocol Data Unit) allows the transmissions of multiple Ethernet frames to a
single location as burst of up to 64kbytes This is performed on the hardware itself. Select “Manual” to set “MPDU
Density”

m  MPDU Density : Minimum separation of MPDUs in an A-MPDU.

0 1 2 3 4 5 6 7
No Restriction  Yips %us 1lus 2us 4us 8pus 16 s

m  A-MSDU : Aggregated Mac Service Data Unit, A-MSDU. Select Enable to allows aggregation for multiple MSDUs in
one MPDU. Default is disabled.

Click Save button to save your changes. Click Reboot button to activate your changes.
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6.2.2 Wireless Advanced Setup

To achieve optimal wireless performance, it is necessary to tweak advance setting per requirements properly, not
necessary higher the better or lower.

The administrator can change the RTS threshold and fragmentation threshold settings for the system. Please click on

Wireless -> Advanced Setup and follow the below setting.

Wireless Setup

Advanced Setup

Shart Slot : & Enable O Disatie
Extra Slat Time : |9 us
ACK Timeout : |32 us
Beacon Interval ;| 100 ms
DTIM Interval : |1 ms

Fragment Threzhold : 2346

RTS Threshold @ | 2347

Short Preamble : @ Enable O pisable
Tx Burst : @ Enable O pisable
Pkt_Aggregate : l@'Enat:l& ODiaabI&
EEE 202 11H(OFS) - & Enable O Disatie

wil - O Enable (3 Dizable

Save

m  Short Slot : By default, it's “Enable” for educing the slot time from the standard 20 microseconds to the 9
microsecond short slot time

Slot time is the amount of time a device waits after a collision before retransmitting a packet. Reducing the slot time
decreases the overall back-off, which increases throughput. Back-off, which is a multiple of the slot time, is the
random length of time a station waits before sending a packet on the LAN. For a sender and receiver own right of the
channel the shorter slot time help manage shorter wait time to re-transmit from collision because of hidden wireless
clients or other causes. When collision sources can be removed sooner and other senders attempting to send are
listening the channel(CSMA/CA) the owner of the channel should continue ownership and finish their transmission
and release the channel. Then, following ownership of the channel will be sooner for the new pair due to shorter slot
time. However, when long duration of existing collision sources and shorter slot time exist the owners might
experience subsequent collisions. When adjustment to longer slot time can’t improve performance then RTS/CTS
could supplement and help improve performance.

m  Extra Slot Time : Slot time is in the range of 1~255 and set in unit of microsecond. The default value is 9

microsecond.

& When you enable Short Slot and set Extra Slot time to “10”, the actual Slot Time=9+10 us.
—~ When you disable Short Slot and set Extra Slot time to “10”, the actual Slot Time=20+10 us.
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ACK Timeout : ACK timeout is in the range of 1~255 and set in unit of microsecond. The default value is 32
microsecond.

All data transmission in 802.11b/g request an “Acknowledgement” (ACK) send by receiving radio. The transmitter will
resend the original packet if correspondent ACK failed to arrive within specific time interval, also refer to as “ACK

Timeout”.

ACK Timeout is adjustable due to the fact that distance between two radio links may vary in different deployment.
ACK Timeout makes significant influence in performance of long distance radio link. If ACK Timeout is set too short,
transmitter will start to “Resend” packet before ACK is received, and throughputs become low due to excessively high
re-transmission.

ACK Timeout is best determined by distance between the radios, data rate of average environment. The Timeout
value is calculated based on round-trip time of packet with a little tolerance, So, if experiencing re-transmissions or
poor performance the ACK Timeout could be made longer to accommodate.

e Slot Time and ACK Timeout settings are for long distance links. It is important to tweak settings to achieve the
—~ optimal result based on requirement.

Beacon Interval : Beacon Interval is in the range of 20~1024 and set in unit of millisecond. The default value is 100

msec.

Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte frame, called “Beacon”. Beacon is
broadcast to all the stations, provides the basic information of AP such as SSID, channel, encryption keys, signal

strength, time stamp, support data rate.

All the radio stations received beacon recognizes the existence of such AP, and may proceed next actions if the

information from AP matches the requirement. Beacon is sent on a periodic basis, the time interval can be adjusted.

By increasing the beacon interval, you can reduce the number of beacons and associated overhead, but that will
likely delay the association and roaming process because stations scanning for available access points may miss the
beacons. You can decrease the beacon interval, which increases the rate of beacons. This will make the association
and roaming process very responsive; however, the network will incur additional overhead and throughput will go

down.

DTIM Interval : The DTIM interval is in the range of 1~255. The default is 1.

DTIM is defined as Delivery Traffic Indication Message. It is used to notify the wireless stations, which support power
saving mode, when to wake up to receive multicast frame. DTIM is necessary and critical in wireless environment as
a mechanism to fulfill power-saving synchronization.

A DTIM interval is a count of the number of beacon frames that must occur before the access point sends the
buffered multicast frames. For instance, if DTIM Interval is set to 3, then the Wi-Fi clients will expect to receive a

multicast frame after receiving three Beacon frame. The higher DTIM interval will help power saving and possibly
decrease wireless throughput in multicast applications.
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m  Fragment Threshold : The Fragment Threshold is in the range of 256~2346 byte. The default is 2346 byte.

Each Wi-Fi packet can be divided into smaller packets, marked with a sequential fragment number and re-assemble
in the receiving ends. The purpose is to make a short frame, instead of long frame, transmitting by radio in a heavy
noisy environment. Because of sending smaller frames, corruptions are much less likely to occur. The pros is obvious,
the cons is the overhead for transmission. So, in a clean environment, higher fragment threshold can be an option to

increase throughput.

Fragmentation will be triggered by setting the Fragment Threshold, usually in Byte-length. Only when the frame size

is over the Threshold, fragmentation will take place automatically.
m  RTS Threshold : TRTS Threshold is in the range of 1~2347 byte. The default is 2347 byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible collisions due to hidden wireless
clients. RTS in AP will be enabled automatically if the packet size is larger than the Threshold value. By default, RTS

is disabled in a normal environment supports non-jumbo frames.
m  Short Preamble : By default, it's “Enable”. To Disable is to use Long 128-bit Preamble Synchronization field.

The preamble is used to signal "here is a train of data coming" to the receiver. The short preamble provides 72-bit

Synchronization field to improve WLAN transmission efficiency with less overhead.
m  Tx Burst : By default, it's “Enable”. To Disable is to deactivate Tx Burst.

With TX burst enabled, AP will send many packets in a burst, without collision detection and RTS/CTS for each packet. TX

Burst have better throughput but cause interference with other APs in channel.
m Pkt Aggregate : By default, it's “Enable”

Increase efficiency by aggregating multiple packets of application data into a single transmission frame. In this way,

802.11n networks can send multiple data packets with the fixed overhead cost of just a single frame.
m  |[EEE802.11H (DFS) : By default, it's “Enable”. To Disable is to deactivate IEEE802.11H(DFS)
With DFS(Dynamic Frequency Selection) enabled, radio is operating on one of the following channels, the wireless

device uses DFS to monitor the operating frequency and switch to another frequency or reduce power as necessary:

DFS Channels 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 136, 140

The maximum legal transmit power is greater for some 5 GHz channels than for others. When the wireless device
randomly selects a 5 GHz channel on which power is restricted, the wireless device automatically reduces transmit

power to comply with power limits for that channel in that regulatory domain.

The Channel 52-140 is DFS channel. If tuen on IEEE802.11H, AP Will have 60 sec to do channel available
e check, and will not send beacon and can not be connect. When WLO-15814N / WLO-15802N detect
radar(5GHz) signal, the AP will switch channel and stop beacon trasmit between 15 sec.

m  WMM: By default, it's “Disable”. To Enable is to use WMM and the WMM parameters should appears.
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WMM Parameters of Access Point
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AckPolicy
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*:‘:. When you enable WMM, the “Tx Burst” will be Disabled automatically by system.

WMM Parameters of Access Point : This affects traffic flowing from the access point to the client station

Data Transmitted

DR AP to Clients P
AC_BK Background. Low
AC_BE Best Effort Medium
AC VI Video High
AC_VO Voice High

Description

High throughput. Bulk data that requires maximum throughput and is not time-

sensitive is sent to this queue (FTP data, for example).

Medium throughput and delay. Most traditional IP data is sent to this queue
Minimum delay. Time-sensitive video data is automatically sent to this queue

Time-sensitive data like VoIP and streaming media are automatically sent to this
queue

Configuring QoS options consists of setting parameters on existing queues for different types of wireless traffic.

You can configure different minimum and maximum wait times for the transmission of packets in each queue

based on the requirements of the media being sent. Queues automatically provide minimum transmission delay

for Voice, Video, multimedia, and mission critical applications, and rely on best-effort parameters for traditional 1P

data.

As an Example, time-sensitive Voice & Video, and multimedia are given effectively higher priority for transmission

(lower wait times for channel access), while other applications and traditional IP data which are less time-

sensitive but often more data-intensive are expected to tolerate longer wait times.
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Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data frames

CWmin : Minimum Contention Window. This parameter is input to the algorithm that determines the initial
random backoff wait time ("window") for retry of a transmission. The value specified here in the Minimum
Contention Window is the upper limit (in milliseconds) of a range from which the initial random backoff wait

time is determined.

CWmax : Maximum Contention Window. The value specified here in the Maximum Contention Window is
the upper limit (in milliseconds) for the doubling of the random backoff value. This doubling continues until
either the data frame is sent or the Maximum Contention Window size is reached. Once the Maximum
Contention Window size is reached, retries will continue until a maximum number of retries allowed is
reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The value for "cwmax"

must be higher than the value for "cwmin".

Txop : Transmission Opportunity is an interval of time when a WME AP has the right to initiate
transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the Transmission
Opportunity (TXOP) for AP; that is, the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and AC_VO. When you do not click
Checkbox, it means that the ACM is controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.

AckPolicy : Acknowledgment Policy, WMM defines two ACK policies: Normal ACK and No ACK. Click
“Checkbox” indicates “No ACK”

When the no acknowledgment (No ACK) policy is used, the recipient does not acknowledge received
packets during wireless packet exchange. This policy is suitable in the environment where communication
quality is fine and interference is weak. While the No ACK policy helps improve transmission efficiency, it
can cause increased packet loss when communication quality deteriorates. This is because when this policy

is used, a sender does not retransmit packets that have not been received by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each received unicast packet.

2> WMM Parameters of Station : This affects traffic flowing from the client station to the access point.

Queue

AC_BK

AC_BE
AC_V

AC_VO

Data Transmitted

Clients to AP Priority Description
Background. Low H|gh.t.hroyghput. Bulk data that requires maximum throughput and is not time-
sensitive is sent to this queue (FTP data, for example).
Best Effort Medium Medium throughput and delay. Most traditional IP data is sent to this queue
Video High  Minimum delay. Time-sensitive video data is automatically sent to this queue
. . Time-sensitive data like VolP and streaming media are automatically sent to this
Voice High queue

Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data frames

CWmin : Minimum Contention Window. This parameter is input to the algorithm that determines the initial
random backoff wait time ("window") for retry of a transmission. The value specified here in the Minimum
Contention Window is the upper limit (in milliseconds) of a range from which the initial random backoff wait

time is determined.

CWmax : Maximum Contention Window. The value specified here in the Maximum Contention Window is
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the upper limit (in milliseconds) for the doubling of the random backoff value. This doubling continues until

either the data frame is sent or the Maximum Contention Window size is reached. Once the Maximum
Contention Window size is reached, retries will continue until a maximum number of retries allowed is
reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The value for "cwmax"
must be higher than the value for "cwmin".

v Txop : Transmission Opportunity is an interval of time when a WME AP has the right to initiate
transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the Transmission
Opportunity (Txop) for AP; that is, the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

v ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and AC_VO. When you do not click
Checkbox, it means that the ACM is controlled by the connecting AP. If you click Checkbox, it means that the

Client is in charge.

Change these settings as described here and click Save button to save your changes. Click Reboot button to activate

your changes. The items in this page are for AP's RF advanced settings and will be applied to Repeater AP.
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6.2.3 Site Survey

Use this tool to scan and locate WISP Access Points and select one to associate with.

Please click on Wireless -> Site Survey. Below depicts an example for site survey.

Station Site Survey

Scan Result

Hetwork

ESSID MAC Address  Signal Channed Security Band Type Select
Main_AP  00:1A:50:04:7C:3A 50% 44 NONE 1aln Infrastruciure Select
1 AR

MAINAP-  oo:1a:50:0a:78:F2 100% 44 NONE 11an Infrastructure  Select
2534P1 00:1A:50:04°78:F3 100% 44 NEP 11ain Infrastruclure Selec
2534P2 001ASO0ATSF4 100% 44 WPAPSKMAES 11am Infrastructure Seledt
253AP3  001A50:0A:TE:F5 100% 44 WPAPSKITHIP 11am Infrastructure Select
2534P4 00:1AS0.04:TE FE 100% 44 WPAZPSKE/AES 11am Infrastruclure Select
233AP5 0D TASDI0ATTEFT 100% 44 WPAZPSKITKIF 11am Infrastruciure Select

m  ESSID : Available Extend Service Set ID of surrounding Access Points.
m  MAC Address : MAC addresses of surrounding Access Points.

m  Signal : Received signal strength of all found Access Points.

m  Channel : Channel numbers used by all found Access Points.

B Security : Security type by all found Access Points.

m  Band : Wireless band used by all found Access Points.

m  Network Type : Network type used by all found Access Points.

m  Select : Click “Select” to configure settings and associate with chosen AP.

While clicking “Select” button in the Site Survey Table, the “ESSID” and “Security Type” will apply in the
—~ Wireless Profile Setup. However, more settings are needed including Security Key.
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6.2.4 Create Wireless Profile

The administrator can configure station profiles via this page.

Please click on Wireless -> Wireless Profile and follow the below setting.
Station Profile

Actrew @ Profle llame ESSID WAC Address  Channed  Socunfy Type  Dalele  Edil

m  MAC Address : The MAC address of the Wireless Station is displayed here.

m  Profile Name : Set different profiles for quick connection uses.

m  ESSID : Assign Service Set ID for the wireless system.

m  Lock to AP MAC : This allows the station to always maintain connection to a particular AP with a specific MAC
address. This is useful as sometimes there can be few identically named SSID's (AP's) with different MAC addresses.
With AP lock on, the station will lock to MAC address and not roam between several Access Points with the same
ESSID.

m  Channel/Frequency : Select the desired channel range.

B Security Type : Select the desired security type from the drop-down list; the options are “NONE” “OPEN”",
“SHARED”, “WPA-PSK” and “WPA2-PSK".
= OPEN/SHARED : OPEN and SHARED require the user to set a WEP key to exchange data.

WEP
Key Index : | 1 %

WEP Key 1:

WEP Key 2 -

WEP Key 3:

WEP Key 4 :

v Key Index : key index is used to designate the WEP key during data transmission. 4 different WEP keys

can be entered at the same time, but only one is chosen.

v WEP Key # : Enter HEX or ASCII format WEP key value; the system supports up to 4 sets of WEP keys.

Key Length Hex ASCII
64-bit 10 characters 5 characters
128-bit 26 characters 13 characters

137



User Manual
802.11a/n High Power Wireless Outdoor Bridge/AP

2> WPA-PSK (or WPA2-PSK) : WPA (or WPAZ2) Algorithms, allows the system accessing the network by using the
WPA-PSK protected access.

WPA
Cipher Suite : | AES  |w

Pre-shared Key :

v Cipher Suite : Select the desired cipher suite from the drop-down list; the options are AES and TKIP

v Pre-shared Key : Enter the information for pre-shared key; the key can be either entered as a 256-bit
secret in 64 HEX digits format, or 8 to 63 ASCII characters.

m  Profile List : The user can manage the created profiles for home, work or public areas. Below depict an example for
Profile List

Praofile =

Active # Profile Name ESSID MAC Address Channel Secunty Type Delete Edit

'
e
m
2

1 AP _Profiled default 44 MOME Delets

|

2 Profile-Test 2534P1 LAB0:0A 44 QOPEN Delete

!I"I'n
|a

|_Connect |

= Click “’Edit” an exist profile on the Profile List. The field of System Configuration and Security Policy will display

profile's content. Edit profile's content and then click “Save” button to save the profile.
= Click “Delete” to remove profile.

= Click and Select a profile from list, then click the “Connect” button to connecting to the wireless network with the

profile setting. After clicking “Connect” button, you can verify connecting status on Remote AP Page

If tuen on IEEE802.11H and WLO-15814N / WLO-15802N connect AP with DFS channel 52-150, WLO-15814N
e / WLO-15802N Will have 60 sec to do channel available check, and will not send beacon and can not be
<~ connect.

Change these settings as described here and click Save button to save your changes. Click Reboot button to activate

your changes
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6.3 Wireless LAN Network Creation

The network manager can configure related wireless settings, Repeater AP Setup, Security Settings, and MAC Filter
Settings.

6.3.1 Repeater AP Setup

Administrators can configure ESSID, SSID broadcasting, Maximum number of client associations, security type settings
and MAC Filter settings.

Repeater AP Setup

Enable Repeater AP : By default, it's “Enable” for repeater AP. Select “Enable” to activate Repeater AP or click

“Disable” to deactivate this function

m  ESSID: Extended Service Set ID, When clients are browsing for available wireless networks, this is the SSID that
will appear in the list. ESSID will determine the service type available to AP's clients associated with the specified AP.

m  Client Isolation : By default, it's “Disable”.
Select “Enable”, all clients will be isolated from each other, which means they can'’t reach each other.
m  Hidden SSID : By default, it's “Disable”.

Enable this option to stop the SSID broadcast in your network. When disabled, people could easily obtain the SSID
information with the site survey software and get access to the network if security is not turned on. When enabled,
network security is enhanced. It's suggested to enable it after AP security settings are archived and setting of AP's

clients could make to associate to it.

B Maximum Clients : The default value is 32. You can enter the number of wireless clients that can associate to a
particular SSID. When the number of client is set to 5, only 5 clients at most are allowed to connect to this Repeater
AP,

B Security Type : Select the desired security type from the drop-down list; the options are Disable, WEP, WPA-PSK,
WPA2-PSK, WPA-Enterprise, WPA2-Enterprise and WEP 802.1X.

= Disable : Data are unencrypted during transmission when this option is selected.

> WEP : Wired Equivalent Privacy(WEP) is a data encryption mechanism based on a 64-bit or 128-bit shared key.
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WEP
Authentication Type : & oPEN O sHaren O WEPAUTD
Key Index ;| 1 [™
WEP Key 1 :
WEP Key 2 :
WEP Key 3 :

WEP Key 4 :

v Authentication Method : Enable the desire option among OPEN, SHARED or WEPAUTO.

v Key Index : key index is used to designate the WEP key during data transmission. 4 different WEP keys
can be entered at the same time, but only one is chosen.

v WEP Key # : Enter HEX or ASCII format WEP key value; the system supports up to 4 sets of WEP keys.

Key Length Hex ASCII
64-bit 10 characters 5 characters
128-bit 26 characters 13 characters

2> WPA-PSK (or WPA2-PSK) : WPA (or WPAZ2) Algorithms, allows the system accessing the network by using the
WPA-PSK protected access.

WPA General
Cipher Suite : | AES |%
Pre-zhared Key :

Group Key Update Period ;| 3600 | zeconds

v Cipher Suite : By default, it is AES. Select either AES or TKIP cipher suites

v Pre-shared Key : Enter the pre-shared key; the format shall go with the selected key type.

‘*.‘; Pre-shared key can be entered with either a 256-bit secret in 64 HEX digits format, or 8 to 63 ASCII characters.

v Group Key Update Period : By default, it is 3600 seconds. This time interval for rekeying GTK,
broadcast/multicast encryption keys, in seconds. Entering the time-length is required.

2> WHPA-Enterprise (or WPA2-Enterprise): The RADIUS authentication and encryption will be both enabled if this
is selected.
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WPA General
Cipher Suite : | AES |™
Group Key Update Period : | 3600 | seconds
PMK Cache Period : |10 minute

Pre-Authentication : @ Dizable O Enable

Authentication RADIUS Server
Authentication Server :
Port:|1812
Shared Secret :

Session Timeout : |0

v WPA General Settings :

Cipher Suite : By default, it is AES. Select either AES or TKIP cipher suites

Group Key Update Period : By default, it's 3600 seconds. This time interval for rekeying GTK,
broadcast/multicast encryption keys, in seconds. Entering the time-length is required.

PMK Cache Period : By default, it's 10 minutes. Set WPA2 PMKID cache timeout period, after time
out, the cached key will be deleted.

Pre-Authentication : By default, it's “Disable”. To Enable is use to speed up roaming before pre-
authenticating IEEE 802.1X/EAP part of the full RSN authentication and key handshake before actually

associating with a new AP.

PMK Cache Period and Pre-Authentication is used in WPA2-Enterprise

v Radius Server Settings :

IP Address : Enter the IP address of the Authentication RADIUS server.
Port : By default, it's 1812. The port number used to communicate with RADIUS server.
Shared secret : A secret key used between system and RADIUS server. Supports 8 to 64 characters.

Session Timeout : The Session timeout is in the range of 0~60 seconds. The defaultis 0 to disable

re-authenticate service.

Amount of time before a client will be required to re-authenticate.
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=2 WEP 802.1X : When WEP 802.1x Authentication is enabled, please refer to the following Dynamic WEP and

RADIUS settings to complete configuration.

802 1x WEFP

Dwnamic WEP : Enable

Authentication RADIUS Server
Authentication Server :
Port:|1812
Shared Secret :

Session Timeout : |0

v Radius Server Settings :
e IP Address : Enter the IP address of the Authentication RADIUS server.
e Port: By default, it's 1812. The port number used to communicate with RADIUS server.
e Shared secret ;: A secret key used between system and RADIUS server. Supports 8 to 64 characters.

¢ Session Timeout: The Session timeout is in the range of 0~60 seconds. The defaultis 0to disable
re-authenticate service.

Amount of time before a client will be required to re-authenticate.

Change these settings as described here and click Save button to save your changes. Click Reboot button to activate

your changes
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6.3.2 Wireless MAC Filter Setup

Continue 6.3.1 Repeater AP Setup section, the administrator can allow or reject clients to access Repeater AP.

MAC Filter
Action ;| Only Deny List MAC |»
Add a station MAC Add
Enable Disable

m MAC Filter Setup : By default, it's “Disable”. Options are Disable, Only Deny List MAC or Only Allow List MAC.
Two ways to set MAC filter rules :
= Only Allow List MAC.

The wireless clients in the “Enable” list will be allowed to access the Access Point; All others or clients in the

“Disable” list will be denied.
= Only Deny List MAC.

The wireless clients in the “Enable” list will be denied to access the Access Point; All others or clients in the

“Disable” list will be allowed.

®  Add a station MAC : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add” button, then the MAC address
should display in the “Enable” List.

There are a maximum of 20 clients allowed in this “Enable” List. The MAC addresses of the wireless clients can be added

and removed to the list using the Add and Remove buttons.

Click Reboot button to activate your changes

e MAC Access Control is the weakest security approach. WPA or WPA2 security method is highly recommended.
-
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Administrator could specify geographical location of the system via instructions in this page. Administrator could also

enter new Root and Admin passwords and allow multiple login methods.

Please click System -> Management and follow the below settings.

Management Setup

System Information
System Name : | WLO-15802N
Description : |802.11a/n Wireless Outdoor Bridge, 2C

Location :

Root Password
Mew Root Password .

Check Root Password :
Admin Password

New Admin Pazzword :

Check New Password :

System Information

Admin Login Methods

Enable HTTP: [] port: 20
Enable HTTPS : [] port:[443
Enable Telnet : Port:|23
Enable 55H : [4] Port:[22
Host Key Footprint : |ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAGW!
Ping Watchdog
Ping Watchdog : O Enable @ Dizable
IP Addresz To Ping :
Ping Interval : Seconds
Startup Delay : Seconds

Failure Count To Reboot :

Save

= System Name : Enter a desired name or use the default one.

= Description : Provide description of the system.

= Location : Enter geographical location information of the system. It helps administrator to locate the system

easier.

The system supports two management accounts, root and admin. The network manager is assigned with full

administrative privileges, when logging in as root user, to manage the system in all aspects. While logging in as an

admin user, only subset of privileges is granted such as basic maintenance. For example, root user can change

passwords for both root and admin account, and admin user can only manage its own. For more information about

covered privileges for these two accounts, please refer to Appendix D. Network manager Privileges.

= New Password : Enter a new password if desired

Root Password : Log in as a root user and is allowed to change its own, plus admin user’s password.

= Check New Password : Enter the same new password again to check.

= New Password : Enter a new password if desired

Admin Password : Log in as a admin user and is allowed to change its own,

= Check New Password : Enter the same new password again to check.
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Admin Login Methods : Only root user can enable or disable system login methods and change services port.

= Enable HTTP : Check to select HTTP Service.

= HTTP Port : The default is 80 and the range is between 1 ~ 65535.

= Enable HTTPS : Check to select HTTPS Service

= HTTPS Port : The default is 443 and the range is between 1 ~ 65535.
*:-':. If you already have an SSL Certificate, please click “UploadKey” button to select the file and upload it.

= Enable Telnet : Check to select Telnet Service

= Telnet Port : The default is 23 and the range is between 1 ~ 65535.

= Enable SSH: Check to select SSH Service

= SSH Port : Please The default is 22 and the range is between 1 ~ 65535.

Click “GenerateKey” button to generate RSA private key. The “host key footprint” gray blank will display content of

—~ RSAkey.

Ping Watchdog : The ping watchdog sets the WLO-15814N / WLO-15802N Device to continuously ping a user
defined IP address (it can be the internet gateway for example). If it is unable to ping under the user defined
constraints, the WLO-15814N / WLO-15802N device will automatically reboot. This option creates a kind of "fail-
proof' mechanism.

Ping Watchdog is dedicated for continuous monitoring of the particular connection to remote host using the Ping tool.

The Ping works by sending ICMP “echo request” packets to the target host and listening for ICMP “echo response”

replies. If the defined number of replies is not received, the tool reboots the device.

>

2>

=4

Enable Ping Watchdog : control will enable Ping Watchdog Tool.
IP Address To Ping : specify an IP address of the target host which will be monitored by Ping Watchdog Tool.

Ping Interval : specify time interval (in seconds) between the ICMP “echo requests” are sent by the Ping
Watchdog Tool. Default is 300 seconds.

Startup Delay : specify initial time delay (in seconds) until first ICMP “echo requests” are sent by the Ping
Watchdog Tool. The value of Startup Delay should be at least 60 seconds as the network interface and wireless

connection initialization takes considerable amount of time if the device is rebooted. Default is 300 seconds.

Failure Count To Reboot : specify the number of ICMP “echo response” replies. If the specified number of

ICMP “echo response” packets is not received continuously, the Ping Watchdog Tool will reboot the device.
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Click Save button to save your changes. Click Reboot button to activate your changes

Without a valid certificate, users may encounter the following problem in IE7 when they try to access system's WMI

(https://192.168.2.254). There will be a “Certificate Error”, because the browser treats system as an illegal website.

2 Centificate Evpor: Havigation Blocked - Windows Intermet Explores

@-:- ‘ - B 192,168 2. 254

Fle Edt Vew Favortes Took  Help

G Faembes |k B = | Free botmad 8 -
8 Cartificats Dimor: Navigation [odhad

Q There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authaorty.
The security certificate presented by this website was issued for a different website's address.

Secunty certificate problems may indicate an attempt to fool you or intércept any data you
zend to the server.

We recommend thal you close This webpage and do nol conlinee o this websile.
'ﬂ Chck here to dose this webpage
w Continue to this website (not reco r“'l'fE‘l'lJEd:l.

= More information

“Continue to this website” to access the system's WMI. The system's Overview page will appear.
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6.4.2 Configure System Time
System time can be configured via this page, and manual setting or via a NTP server is supported.

Please click on System -> Time Server and follow the below setting.

Time Server Setup

System Time
Local Time : 2000/01/01 Sat 00:05:44

NTP Client
Enable : D
Defaut NTP Server : (optional)
Time Zong :

Daylight zaving time :

Save

m  Local Time : Display the current system time.

m  NTP Client : To synchronize the system time with NTP server.

= Enable : Check to select NTP client.

= Default NTP Server : Select the NTP Server from the drop-down list.
= Time Zone : Select a desired time zone from the drop-down list.
>

Daylight saving time : Enable or disable Daylight saving.

If the system time from NTP server seems incorrect, please verify your network settings, like default Gateway
—= and DNS settings

Click Save button to save your changes. Click Reboot button to activate your changes
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6.4.3 Configure UPnP

Universal Plug and Play(UPnP) is an architecture to enable pervasive peer-to-peer network connectivity between PCs,
intelligent devices and appliances when UPnP is supported. UPnP works on TCP/IP network to enable UPnP devices to

connect and access to each other, very well adopted in home networking environment.

UPNP Setup

UPNP
( upne: Onabe & Dsatle

m UPnP : By default, it's “Disable”. Select “Enable” or “Disable” of UPnP Service.
Click Save button to save changes and click Reboot button to activate changes

For UPnP to work in Windows XP, the “WLO-15814N / WLO-15802N" must be available in “My Network Places”, as
shown here: (your specific model may vary)

;. My Metwork Places

File Edit Miew Favorites  Tools  Help

@Back i > | I? k._.\-'Search b Folders v

Address I‘-j My Metwark Places

MNarne Comments Computer = MNetwark Location
Network Tasks AN W wio-15802M 802.11a/n Wireless Outdoar Bridge, 200mW  WLO-15802N  Local Metwark

If these devices are not available, you should verify that the correct components and services are loaded in Windows XP.
Please refer to Appendix E. Using UPnP on Windows XP
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6.4.4 Configure SNMP Setup

SNMP is an application-layer protocol that provides a message format for communication between SNMP managers and

agents. By enabling SNMP function, the administrator can obtain the system information remotely.

Please click on System -> SNMP Setup and follow the below setting.

SNMP Setup

®  SNMP v2c Enable: Check to enable SNMP v2c.

SNMP vZ2c
Enable :
ro community :

W COmmunity :

= ro community : Set a community string to authorize read-only access.

= rw community : Set a community string to authorize read/write access.

] SNMP v3 Enable: Check to enable SNMP v3.

SNMPv3 supports the highest level SNMP security.

SNMP v3
Enable :
SNMP ro user :
SNMP ro password :
SNMP rw user :

SNMP rw password :

SNMP ro user : Set a community string to authorize read-only access.
SNMP ro password : Set a password to authorize read-only access.

SNMP rw user : Set a community string to authorize read/write access.

v v v Y

SNMP rw password : Set a password to authorize read/write access.

m  SNMP Trap : Events such as cold start, interface up & down, and association & disassociation will report to an

assigned server.
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— SNMP Trap
Enable :

Cummun'rty:l

P

P2

P3|

P4

2> Community : Set a community string required by the remote host computer that will receive trap messages or

notices send by the system.

= |IP: Enter the IP addresses of the remote hosts to receive trap messages.

Click Save button to save changes and click Reboot button to activate.
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6.4.5 Backup / Restore and Reset to Factory

Backup current configuration, restore prior configuration or reset back to factory default configuration can be executed via
this page.

Please click on Utilities -> Profile Setting and follow the below setting.

Profile Save
Profile Save
Save Seftings ToPC
Load Settings From PC :| |[ Browse... ]| Upload

Reset To Factory Defauti: | Default

o In this page, you can seve your cument confi ion, restore a previously saved ien, or
reset all of the seftings to the factory (defeult) settings.

B Save Settings to PC : Click Save button to save the current configuration to a local disk.

File Download §|

Do you want to save this file. or find a program online to open
it?

] Mame;  config.bin
Type: Unknown File Type
From: 192.168.2.254

Find ] ’ Save ] [ Cancel

e While files from the Internet can be useful, some files can potentially
| | )

s harr your computer. [F pou do not trust the source, do not find a

R program to open thiz file or save thiz file. What's the rizk?

m  Load Settings from PC : Click Browse button to locate a configuration file to restore, and then click Upload button
to upload.

m  Reset To Factory Default : Click Default button to reset back to the factory default settings and expect Successful
loading message. Then, click Reboot button to activate.
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6.4.6 Firmware Upgrade

Firmware is the main software image that system needs to respond to requests and to manage real time operations.
Firmware upgrades are sometimes required to include new features or bugs fix. It takes around 2 minutes to upgrade
due to complexity of firmware. To upgrade system firmware, click Browse button to locate the new firmware, and then

click Upgrade button to upgrade.

Firmware Upgrade

Firmware Infomation
Firmware Version : Cen-CPE-NSH2 V0.0.4 Beta Version
Firmware Date : 2009-09-03 09:26:27

Update Firmware : |[ Browse... ]

ﬂ From time to time, the product may relesss new versions of the firmware. You can ched: end
download up-to-date firmware and clidk Browser button to locate the file from your local harddisk

1. To prevent data loss during firmware upgrade, please back up current settings before proceeding.
t‘: 2. Do not interrupt during firmware upgrade including power on/off as this may damage system.
3. Never perform firmware upgrade over wireless connection or via remote access connection.

152



User Manual
802.11a/n High Power Wireless Outdoor Bridge/AP

6.4.7 Network Utility
The administrator can diagnose network connectivity via the PING and TRACEROUTE utility.

Please click on Utilities -> Network Utility and follow the below setting

Mabwork Ltility

®  Ping : This utility will help ping other devices on the network to verify connectivity. Ping utility, using ICMP packets,
detects connectivity and latency between two network nodes. As result of that, packet loss and latency time are

available in the Result field while running the PING test.

= Destination IP/Domain : Enter desired domain name, i.e. www.google.com, or IP address of the destination,

and click ping button to proceed. The ping result will be shown in the Result field.

= Count : By default, it's 5 and the range is from 1 to 50. It indicates number of connectivity test.

m  Traceroute : Allows tracing the hops from the WLO-15814N / WLO-15802N device to a selected outgoing IP

address. It should be used for the finding the route taken by ICMP packets across the network to the destination host.

The test is started using the Start button, click Stop button to stopped test

= Destination Host : Specifies the Destination Host for the finding the route taken by ICMP packets across the
network.

2> MAX Hop : Specifies the maximum number of hops( max time-to-live value) traceroute will probe.
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6.4.8 Reboot

This function allows user to restart system with existing or most current settings when changes are made. Click Reboot
button to proceed and take around three minutes to complete.

Reboot

‘fou must be reboot the system sfter changing settings. Rebooting the system will not delete any
of your configuration settings. Clidk reboot button to reboot the system.

A reminder will be available for remaining time to complete. If power cycle is necessary, please wait till completion of the

reboot process.

Please Wait

ai}*f.tem is restarting, please wait for 35 seconds...

The System Overview page appears upon the completion of reboot.
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6.5 Access Control List
6.5.1 IP Filter Setup

Allows to create deny or allow rules to filter ingress or egress packets from specific source and/or to destination IP
address on wired (LAN) or Wireless (WAN) ports. Filter rules could be used to filter unicast or multicast packets on
different protocols as shown in the IP Filter Setup. Important to note that IP filter rules has precedence over Virtual server

rules.

Please click on Advance -> IP Filter Setup and follow the below setting.

IP Filter Setup

= frwwn & ani SOLrCH s Brun B
L el Profocol Lesten Achon Wlertacd Delabs B
Bipssiiask Poil Addiessiiask Porl

Mo [P Rule in e Lis

]
]

m  Source Address/Mask : Enter desired source IP address and netmask; i.e. 192.168.2.10/32.

m  Source Port : Enter a port or a range of ports as start:end; i.e. port 20:80

m  Destination Address/Mask : Enter desired destination IP address and netmask; i.e. 192.168.1.10/32
m  Destination Port : Enter a port or a range of ports as start:end; i.e. port 20:80

m  In/Out : Applies to Ingress or egress packets

m  Protocol : Supports TCP, UDP or ICMP.

m  Listen : Click Yes radial button to match TCP packets only with the SYN flag.

m  Active : Deny to drop and Pass to allow per filter rules

m Interface : The interface that a filter rule applies

e All packets are allowed by default. Deny rules could be added to the filter list to filter out unwanted packets and
_—~ leave remaining allowed.

Click “Save” button to add IP filter rule. Total of 20 rules maximum allowed in the IP Filter List. All rules can be edited or

removed from the List. Click Reboot button to activate your changes.

When you create rules in the IP Filter List, the prior rules maintain higher priority. To allow limited access from a subnet to
a destination network manager needs to create allow rules first and followed by deny rules. So, if you just want one IP
address to access the system via telnet from your subnet, not others, the Example 1 demonstrates it, not rules in the

Example 2.
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= Example 1: Create a higher priority rule to allow IP address 192.168.2.2 Telnet access from LAN port first, and

deny Telnet access from remaining IP addresses in the same subnet.

Source Destination
Rule IP/Mask Port IP/Mask port In/Out Protocol Listen Action Side
1 192.168.2.2/32 192.168.2.254/32 22 In TCP n Pass LAN
2 192.168.2.0/24 192.168.2.254/32 22 In TCP n Deny LAN

> Example 2 : All Telnet access to the system from the IP addresses of subnet 192.168.2.x works with the rule 1

of Example 2. The rule 2 won’t make any difference.

Source Destination
Rule IP/Mask Port IP/Mask port [n/Out Protocol Listen Action Side
1 192.168.2.0/24 192.168.2.254/32 22 In TCP n Deny LAN
2 192.168.2.2/32 192.168.2.254/32 22 In TCP n pass LAN
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6.5.2 MAC Filter Setup

Allows to create MAC filter rules to allow or deny unicast or multicast packets from limited number of MAC addresses.

Important to note that MAC filter rules have precedence over IP Filter rules.

Please click on Advance -> MAC Filter Setup and follow the below setting.

MAC Filter Setup

il w | [Save] ] MAC Address Darbezter L] WAL Address Dirleeter

m  MAC Filter Rule : By default, it's “Disable”. Options are Disabled, Only Deny List MAC or Only Allow List MAC.

Click Save button to save your change.

Two ways to set the MAC Filter List:

2> Only Allow List MAC.

The wireless clients in the MAC Filter List will be allowed to access to Access Point; All others will be denied.
= Only Deny List MAC.

The wireless clients in the MAC Filter List will be denied to access to Access Point; All others will be allowed.

m  MAC Address : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add” button, then the MAC address should
display in the MAC Filter List.

There are a maximum of 20 clients allowed in this MAC Filter List. The MAC addresses of the wireless clients can be

added and removed to the list using the Add and Delete buttons.

Click Reboot button to activate your changes
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6.5.3 Parental Control Setup
Parental Control allows you to block or allow specific kinds of Internet usage and traffic, such as Internet access,
designated services, and websites.

NAT

S5ID : Main_AP .
Man :I:

Base Station

192.168.1.250 WIFI WAN :
192.168.1.254 :

H

Facebook

Please click on Advance -> Parental Control and follow the below setting.

Farental Control

Rilnn Paremal Controd List
Comment Comrnl
- L} Acive Dalata Eant
WEE Ariresy Asd Fule

Mo Hule in e List

| Bemee |
Lol @

Desrrannn #

®  Rules : control can be managed by a rule. Use the settings on this screen to establish an access policy.
> Comment : Enter a descriptive name for this rule for identifying purposes.

2> MAC Address : Enter MAC address in valid MAC address format(xx:xx:xx:xx:xx:xx) and click “Add” button to
add in the MAC group of each rule. Click “Remove” button can remove MAC address in the group of each rule.
There are 10 MAC address maximum allowed in each rule.

= Local / Destination IP : Specify local(LAN)/ destination IP addresses range required for this rule. If you specify
local IP addresses range from 192.168.1.1 to 192.168.2.254. The matches a range of local IP addresses
include every single IP address from the first to the last, so the example above includes everything from
192.168.1.1 to 192.168.2.254.
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= Protocol : Select Any or specify protocol(TCP, UDP, ICMP, URL Blocking and Application) from drop-down
list. When you select ICMP or Layer 7 Application , the Local(LAN)/ Destination Port can not used.

If you want to block websites with specific URL address or using specific keywords, enter each URL or keyworks
in the “URL Blocking” field and click “Add” button to add in the URL Blocking list of each rule. Click

“Remove” button can remove URL or keywords.

URL Blocking :

Remowve

2> Local Port : Specify local port(LAN port) range required for this rule
= Destination Port : Specify destination port range required for this rule

= Active : Check Enable button to activate this rule, and Disable to deactivate.

Click “Add” button to add control rule to List. There are 10 rules maximum allowed in this Control List. All rules can be

removed or edited on the List. Click Reboot button to activate your changes.
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6.5.4 QoS Setup

Quality of Service (QoS) refers to both a network's ability to deliver data with minimum delay, and the networking
methods used to control the use of bandwidth. Without QoS, all traffic data is equally likely to be dropped when the
network is congested. This can cause a reduction in network performance and make the network inadequate for time-
critical application such as video-on-demand.

A classifier groups traffic into data flows according to specific criteria such as the source address, destination address,

source port number, destination port number or incoming port number. For example, you can configure a classifier to

select traffic from the same protocol port (such as FTP) to form a flow.

sh a_ping

Downboad : 512K =
Upload : 256K .

Download : 204BK

: Upload : 1024K
192.168.1.254
WAN{ LAN
NAT 28

g

Down : 1024 Kbps

M H H
Hwb;nmm : : Down @ 2048 Kbps
192.168.1.250 WIFI WAN: [LAN © vpoaoedke 0 A
192.168.1.254 P ™ |
: B

Please click on Advance -> QoS and follow the below setting.
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QoS Setup

Rul

grren! Comment Remark D3CP BancwedtniUD)
" [daiba Edit
diress | Rt | Huhit

o 205 Ruse in e Lise

RErmicrvs

Rules : Use the rules to define the classifiers. After you define the rules, you can specify action to act upon the traffic

that matches the rules

=4

=4

Comment : Enter a descriptive name for this rule for identifying purposes.

MAC Address : Enter MAC address in valid MAC address format(xx:xx:xx:xx:xx:xx) and click “Add” button to
add in the MAC group of each rule. Click “Remove” button can remove MAC address in the group of each rule.

There are 10 MAC address maximum allowed in each rule.

Local / Destination IP : Specify local(LAN)/ destination IP addresses range required for this rule. If you specify
local IP addresses range from 192.168.1.1 to 192.168.2.254. The matches a range of local [P addresses
include every single IP address from the first to the last, so the example above includes everything from
192.168.1.1 to 192.168.2.254.

DSCP Class : Differentiated services code point, DSCP. Select Any or specify classify traffic from drop-down list.

The Per-Hop Behavior (PHB) is indicated by encoding a 6-bit value—called the Differentiated Services Code
Point (DSCP)—into the 8-bit Differentiated Services (DS) field of the IP packet header. Below depicts class for
DSCP.

v BE : Default PHB, which is typically best-effort traffic
v EF: Expedited Forwarding PHB, dedicated to low-loss, low-latency traffic

v AF : Assured Forwarding PHB, which gives assurance of delivery under conditions. The AF behavior group
defines four separate AF classes. Within each class, packets are given a drop precedence (high, medium or
low). The combination of classes and drop precedence yields twelve separate DSCP encodings from AF11
through AF43 (see table)
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DROP Precedence Class1 Class2 Class3 Class4

Low Drop AF11 AF21 AF31 AF41
Medium Drop AF12 AF22 AF32 AF42
High Drop AF13 AF23 AF33 AF43

Protocol : Select Any or specify protocol from drop-down list. When you select ICMP or Layer 7 Application ,

the Source/ Destination Port can not used.
Local Port : Specify local port(LAN port) range required for this rule

Destination Port : Specify destination port range required for this rule

m  Action : After configuring rule, a policy rule ensures that a traffic flow gets the requested treatment in the network.

>

>

>

Remark DSCP : Specify a new DSCP class, if you want to replace or remark the DSCP
Bandwidth : Click “Enable” to activate function, and click “Disable” to deactivate function

Upload / Download : Specify the bandwidth in kilobit per second (Kbps). Enter a number between 8 to 8192,
default upload is 128 Kbps, download is 1024 Kbps.

Click “Add” button to add QoS rule to List. There are 10 rules maximum allowed in this QoS List. All rules can be removed

or edited on the List. Click Reboot button to activate your changes.

When you create rules on the QoS List, the previous rules have higher priority. . Below depict the examples for explaining

priority of QoS setup.

>

Example 1 : On this setting, the FTP has 1024 Kbps upload and 8196 Kbps download on 192.168.2.10. The
remaining IP address and other remaining protocol of IP address 192.168.2.10 only can use total bandwidth 512

Kbps bandwidth. Because rule 1's priority is higher than rule 2

Rule Source IP Destination IP  DSCP Protocol @ Remark DSCP Bandwidth (Up/Down)
1 192.168.2.10 ANY FTP NO 1024/8196
2 ANY ANY NO 512/512

Example 2 : On this setting, the FTP has 512 Kbps upload and 512 Kbps download on 192.168.2.10 Because

rule 1's priority is higher than rule 2

Rule Source IP Destination IP DSCP Protocol @ Remark DSCP Bandwidth (Up/Down)
1 ANY ANY NO 512/512
2 192.168.2.10 ANY FTP NO 1024/8196
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6.6 Resource Sharing
6.6.1 DMZ

DMZ is commonly work with the NAT functionality as an alternative of Virtual Server(Port Forwarding) while wanting all
ports of DMZ host visible to Internet users. Virtual Server rules have precedence over the DMZ rule. In order to use a

range of ports available to access to different internal hosts Virtual Server rules are needed.

NAT
me [ S
Man £
Base Station 1
192.168.1.250 WIFI WAN: | LAN geessasasessssesessaroressasans ;
: DMZ

192.168.1.254

[~ ™
Please click on Advance -> DMZ and follow the below setting.
DMZ Setup
DMZ
owz: O enatle ® Disable
IPAddress:l:l
Em

m  DMZ: By default, it's “Disable”. Check Enable radial button to enable DMZ.

m [P Address : Enter IP address of DMZ host and only one DMZ host is supported.

Click Save button to save your changes. Click Reboot button to activate your changes.
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6.6.2 Virtual Server (Port Forwarding)

“Virtual Server” can also referred to as “Port Forward” as well and used interchangeably. Resources in the network can be
exposed to the Internet users in a controlled manner including on-line gaming, video conferencing or others via Virtual

Server setup. Don't repeat ports’ usage to avoid confusion.

Suppose you want to assign ports 21-25 to one FTP, Telnet and SMTP server (Ain the example), and port 80 to another
(B in the example). You assign the LAN IP addresses and the ISP assigns the WAN IP address. The NAT network
appears as a single host on the Internet.

NAT
Maz
Base Station :
192.168.1.250 WIFI WAN: | LAN A

192.168.1.254 ;

Please click on Advance -> Virtual Server and follow the below setting.

Virtual Server Setup

Vinual Server Virtual Server List
Virtusl Berver (B Frabie () Duabls # St Descripion Probocol Private 1P Public Port  Private Port  Dalate  Fdit
Descrgnen 1o Fubiz in This LT
Peivate P
Protocsl Tyse . (2 TGP Oupe
Privaie P
Pl Pl

m  Virtual Server : By Default, It's “Disable”. Check Enable radial button to enable Virtual Server.

m  Description : Enter appropriate message for resource sharing via Virtual Server.

m  Private IP : Enter corresponding IP address of internal resource to share.

m  Protocol Type : Select appropriate sessions, TCP or UDP, from shared host via multiple private ports.
m  Private Port : A port or a range of ports may be specified as start:end; i.e. port 20:80

m  Public Port : A port or a range of ports may be specified as start:end; i.e. port 20:80

The Private Port and Public Port can be different. However, total number of ports need to be the same.
—~ Example : Public Port is 11 to 20 and the Private Port can be a 10 ports range.
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Click “Add” button to add Virtual Server rule to List. Total of maximum 20 rules are allowed in this List. All rules can be
edited or removed from the List. Click Reboot button to activate your changes.

While creating multiple Virtual Server rules, the prior rules have higher priority. The Virtual server rules have precedence

over the DMZ one while both rules exist. Example 1 and 2 demonstrate proper usage of DMZ and Virtual Server rules.

m  Example 1 : All connections should be redirected to 192.168.2.12 while DMZ is enabled. Since Virtual Server rules
have precedence over the DMZ rule all connections to TCP port 22 will be directed to TCP port 22 of 192.168.2.10
and remaining connections to port TCP 20~80 will be redirected to port TCP 20~80 of 192.168.2.11

DMZ Enabled : 192.168.2.12

Rule Protocol Private IP Private Port Public Port
1 TCP 192.168.2.10 22 22
2 TCP 192.168.2.11 20:80 20:80

m Example 2 : All connections should be redirected to 192.168.2.12 while DMZ is enabled. Since Virtual Server rules
have precedence over the DMZ rule all other connections to TCP port 20~80 will be redirected to port 20~80 of
192.168.2.11. The rule 2 won't take effect.

DMZ Enabled : 192.168.2.12

Rule Protocol Private IP Private Port Public Port
1 TCP 192.168.2.11 20:80 20:80
2 TCP 192.168.2.10 22 22
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6.7 System Status

This section breaks down into subsections of System Overview, Associated Clients Status, Remote AP, Extra

Information and Event Log.

6.7.1 Overview
Detailed information on System, WAN Information, LAN Information, Wireless Information and DHCP Server Status

can be reviewed via this page.

m  System : Display the information of the system.

System
Host Name : WLO-15802N
Operating Mode : CPE + AP Mode
Location :
Deszcription : 802.11a/n Wirelezz Qutdoor Bridge, 200m\W
Firmweare Version : Cen-CPE-NSH2 V1.0.10 Version
Firmweare Date : 2010-03-159 04:24:31
Device Time : 2000-01-01 00:08:38

System Up Time : 09:38

System Name : The name of the system.

Operating Mode : The mode currently in service.

Location : The reminding note on the geographical location of the system.
Description : The reminding note of the system.

Firmware Version : The current firmware version installed.

Firmware Date : The build time of the firmware installed.

Device Time : The current time of the system.

L 20 I R T L T

System Up Time : The time period that system has been in service since last reboot.

m  WAN Information : Display the information of the WAN interface.

The WAN port specified Dynamic IP, the Release and Renew button will be show-up, click Release button to

release IP address of WAN port, Renew button to renew IP address through DHCP server.

WAN Information
Mode : Dynamic Mode [ Renew | [ Release |

MAC Address : 00:0C:43:258:60:14
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The WAN port specified PPPoE or PPTP, and the Connect and DisConnect button will be show up. Click “Connect”
button to assigned IP address from PPPoE or PPTP server, “DisConnect” button to release IP address of WAN port.

WARN Information
Mode : PPPoE Mode

Reconnect Mode : Manual [_Connect ][ DisConnect |

Mode : Supports Static, Dynamic, PPPoE and PPTP modes.
Reconnect Mode : The current reconnect mode of the PPPoE or PPTP.
MAC Address : The MAC address of the WAN port.

IP Address : The IP address of the WAN port.

IP Netmask : The IP netmask of the WAN port.

IP Gateway : The gateway IP address of the WAN port.

Primary DNS : The primary DNS server in service.

L 20 T T I T

Secondary DNS : The secondary DNS server in service.

LAN Information : Display total received and transmitted statistics on the LAN interface.

LAN Information
MAC Address : 00:0C:43:28:50:30
IP Address : 192.168.2.254
IP Metmask : 255.255.255.0
Receive Bytes : 20576
Receive Packets : 174
Transmit Bytes : 37810
Tranzmit Packets : 177

MAC Address : The MAC address of the LAN port.

IP Address : The IP address of the LAN port.

IP Netmask : The IP netmask of the LAN port.

Receive bytes : The total received packets in bytes on the LAN port.

Receive packets : The total received packets of the LAN port.

Transmit bytes : The total transmitted packets in bytes of the LAN port.

vV v v v Y Y

Transmit packets : The total transmitted packets of the LAN port.
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m  Wireless Information : Display the detailed receive and transmit statistics of Wireless interface.

AP MAC Address : The MAC address of the Repeater AP.

Station MAC Address : The MAC address of the Wireless Client Station.
Channel : The current channel on the Wireless port.

AP Rate : The current Bit Rate on the Repeater AP.

Station Rate : The current Bit Rate on the Wireless Client Station.
Receive bytes :The total received packets in bytes on the Wireless port.
Receive packets : The total received packets on the Wireless port.

Transmit bytes : The total transmitted packets in bytes on the Wireless port.

L 2 L T T T 2

Transmit packets : The total transmitted packets on the Wireless port.

m  DHCP Server Status : Users could retrieve DHCP server and DHCP clients’ IP/MAC address via this field.

DHCP Server Status

DHCP : Enable

Start IP: 192.168.2.10
End IP : 192.168.2.70

DNS1IP: 192.168.2.1

DNS2 IP

WINS IP

Domain :

Lease Time : 36400
IP Address MAC Address Expired In
none

= |IP Address : IP addresses to LAN devices by DHCP server.
2> MAC Address : MAC addresses of LAN devices.

= Expired In : Shows how long the leased IP address will expire.
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6.7.2 Associated Clients Status

It displays ESSID, on/off Status, Security Type, total number of wireless clients associated with Repeater AP.

AP ESSID MAC Addras Simip  Secumy Typs  Chanis LA Sirusl . Coead
WA ADSDES Strengih Sengin  Sae\Width Titea Tiase " Desconnect
ANTD ANTH ;

m AP Information : Highlights key Repeater AP information.

AP : Available Repeater AP.

ESSID : Display name of ESSID for Repeater AP.

MAC Address : Display MAC address for Repeater AP.

Status : On/Off

Security Type : Display chosen security type; WEP, WPA/WPA2-PSK, WPA/WPA2-Enterprise.

L 20 L T

Clients : Display total number of wireless connections on Repeater AP.

m  Repeater AP Clients : Display all associated clients.

MAC Address : MAC address of associated clients

Signal Strength ANTO/ANTL1 : Signal Strength of from associated clients.
Bandwidth : Channel bandwidth of from associated clients

Idle Time : Last inactive time period in seconds for a wireless connection.

Connect Time : Total connection time period in seconds for a wireless connection.

v v v vV

Disconnect : Click “Delete” button to manually disconnect a wireless client in a Repeater AP.
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6.7.3 Remote AP

SSID, MAC address, antenna 0/1 received signal strength and channel bandwidth for associated AP are available.

Remote AP
Connection Information
ESSID MAC Address Signal Strength ANTO Signal Strength ANT1 BandWidth
Main_AP-253 00;1A:50:0A:78:F2 100%(-39dBm) 100%:(-42dBm) 40MHz

m  ESSID : Shows the current ESSID, which must be the same on the wireless client and AP in order for communication

to be established.
m  MAC Address : Display MAC address of associated AP.

m  Signal Strength ANTO/ANTL1 : Shows the wireless signal strength of the connection between system and an access

point.

®m  BandWidth : Shows the current channel bandwidth used for communication. It should be “20” or “40”

& If display “No Connection AP!”, you need check Wireless configuration. Things to verify are Channel and
_~ Security type. Also, adjust antenna angle and Tx Power.
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6.7.4 Extra Info

Users could pull out information such as Route table, ARP table, MAC table, Bridge table or STP available in the drop-

down list from system. The “Refresh” button is used to retrieve latest table information.

Exira Information Rwlrash

nfermaton : | Metstat [nformabon b Protocod  LiveTime SEatus SrciP SrcPaort [sm® [EstPon
ep 119 25
tep 113 2254

2253

o2 od

&
W de oo & o & @

T EEE LR

m  Netstat Information : Select “NetStatus Information” on the drop-down list, the connection track list should

show-up, the list can be updated using the Refresh button.
NetStatus will show all connection track on the system, the information include Protocol, Live Time, Status ,
Source/Destination IP address and Port.

m  Route table information : Select “Route table information” on the drop-down list to display route table.
WLO-15814N / WLO-15802N could be used as a L2 or L3 device. It doesn’t support dynamic routing protocols such
as RIP or OSPF. Static routes to specific hosts, networks or default gateway are set up automatically according to the

IP configuration of system's interfaces. When used as a L2 device, it could switch packets and, as L3 device, it's

capable of being a gateway to route packets inward and outward.

Route Information

Destination Gateway Netmask Interface

192.168.3.0 0.0.0.0 2552552550 breQ

192.168.2.0 0.0.0.0 2552552550 apclio
0.0.0.0 192.168.2.1 0.0.0.0 apclio

m  ARPtable Information : Select “ARP Table Information” on the drop-down list to display ARP table.

ARP associates each IP address to a unique hardware address (MAC) of a device. It is important to have a unique IP

address as final destination to switch packets to.

IP Address MAC Address Interface
192 168.21 ) apcho
182.168.3.27 00 1492 0F-A40B bral

m  Bridge table information : Select “Bridge Table information” on the drop-down list to display bridge table.

Bridge table will show Bridge ID and STP's Status on the each Ethernet bridge and its attached interfaces, the Bridge

Port should be attached to some interfaces.
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Bridge Table Information

Bridge Port Bridge ID STP Enabled Interface
bred 8000.000c43286010 no eth2
rad
apclio

Bridge MAC information : Select “Bridge MACs Information” on the drop-down list to display MAC table.

This table displays local MAC addresses associated with wired or wireless interfaces, but also remember non-local
MAC addresses learned from wired or wireless interfaces.

Ageing timers will be reset when existing MAC addresses in table are learned again or added when new MAC
addresses are seen from wired or wireless interfaces as well. When time runs out for a particular entry, it will be

pruned from the table. In that situation, switching packet to that particular MAC address will be discontinued.

Bricdna BMAT e Infarmmiat o
L IS WIS P T et AT )

Port MAC Address Local Ageing Timer
LAN S 0.00

Repealer-4F / L VEs 0.00
LAN 00:12:92-9f:34:90 no 0.09

Bridge STP Information : Select “Bridge STP Information” on the drop-down list to display a list of bridge STP
information.
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— Bridge STP Information
brel
bridge id 8000.000c43286010
designated root 2000.000c43286010
root port ] path cost 0
max age 20.00 bridge max age 20.00
hello time 2.00 bridge hello time 2.00
forward delay 15.00 bridge forward delay 15.00
ageing time 300.00
hella timer 1.36 tcn timer 0.00
topology change timer 0.00 actimer 3.36
flags
eth2 (1)
port id 3001 state forwarding
designated root 3000.000cd 3236010 path cost 100
designated bridge 2000.000c43286010 message age timer 0.00
designated port 3001 forward delay timer 0.00
designated cost ] hold timer 0.00
flags
ral (2)
port id 2002 state forwarding
designated root 2000.000c43286010 path cost 100
designated bridge 2000.000c43236010 message age timer 0.00
designated port 2002 forward delay timer 0.00
designated cost 0 hold timer 0.00
flags
apcli0 (3)
port id 2003 state forwarding
designated root 2000.000c43286010 path cost 100
designated bridge 2000.000c43286010 message age timer 0.00
designated port 2003 forward delay timer 0.00
designated cost 0 hold timer 0.00
flags
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6.7.5 QoS Plot

The QoS Plot show graphs which continuously represents the current data traffic on each QoS rule. The chart scale and
throughput dimension (bps, Kbps, Mbps) changes dynamically according to the mean throughput value. The statistics is
updated automatically every 5 seconds. The throughput statistics of QoS can be updated manually using the Refresh
button.

QoS Plot e

J005 LISt 2 50 R 15 1MBps I
N Emment Remark BECP Rarnberidth| LT kg s T A 12Mbps |

0 TE |
bk

@ e [ 152024
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6.7.6 Event Log

The Event log displays system events when system is up and running. Also, it becomes very useful as a troubleshooting

tool when issues are experienced in system.

System Log

Time Facility Severily

Syslem

2000 Jan 1

oDty reem

2000 Jan 1 o
gooney  Sreem
2000 Jan 1
OocDD: 11
2000 Jan 1
Dounn 11
2000 Jan 1 -
goon3g  Croem

Frslem

Syslem

®  Time : The date and time when the event occurred.

M sage
dnsmasqiBa] stamed, virsion 2 40 cachesaee 150
dnesmasqSe] compile Bme opbons. no-IPvE GHU-gelop!
na=RTC neo-MUELI no=tSC4a asafls no-DBus no-118M
TFTF

dnemasg#4] using namesener 182.168.2.1#53

dnsmasglad] deared cache

AutftnBCation Succasshul Tor ieol fram 152 168 2 22
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[ Rafeaah | [ Claar

m  Facility : It helps users to identify source of events such “System” or “User”

B Severity : Severity level that a specific event is associated such as “info”, “error”, “warning”, etc.

m  Message : Description of the event.

Click Refresh button to renew the log, or click Clear button to clear all the record.
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Chapter 7. Client Briadge + Universal Repeater
Configuration

When Client Bridge+Universal Repeater mode is activated, the system can be configured as an Access Point and Client

Station simultaneously. This section provides information in configuring the Client Bridge+Universal Repeater mode with
graphical illustrations. WLO-15814N / WLO-15802N provides functions as stated below where they can be configured via

a user-friendly web based interface.

Option System Wireless Utilities Status
Operating Mode General Setup Profiles Settings System Overview
LAN Advanced Setup Firmware Upgrade Clients
Functions N
Management Repeater AP Setup Network Utility Remote AP
Time Server Wireless Profile Reboot Extra Info
SNMP Site Survey Event Log

Table 7-1: Client Bridge+Universal Repeater Mode Functions

7.1 External Network Connection
7.1.1 Network Requirement

It can be used as an Client Bridge or Universal Repeater to receive and repeat wireless signal over last mile applications,
helping WISPs deliver wireless broadband Internet service to new residential and business customers. In this mode,
WLO-15814N / WLO-15802N is enabled with DHCP Server functions. The wired clients of WLO-15814N / WLO-15802N

are in the same subnet from Main Base Station and it accepts wireless connections from wireless client devices.

SSID : Main_AP

Man

Base Station

Figure 7-1  Client Bridge + Universal Repeater mode network Configuration

When the WLO-15814N / WLO-15802N configured as an Access Point and Client Station simultaneously, the
e Wireless General and Advanced Setup also used simultaneously. But the Security Type can be different. In the
_~ other word, the channel or other settings will be the same between WLO-15814N / WLO-15802N to Main Base
Station and wireless client to WLO-15814N / WLO-15802N, but security type can be different.
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7.1.2 Configure LAN IP

Here are the instructions for how to setup the local IP Address and Netmask.

Please click on System -> LAN and follow the below setting.

LAN Setup

Elhemst Connechion Type LME

Mede ; B st B O oynems # DS ; 0 N Defour DS Server ) Spacity DHS Server B

Primary
Sla I ppnna ny
Fagdress | 192, 160.2.254
P Melrmask .| 255.255.255.0 OHCP Servor
P Caleway | 192, 168.2.1 DHCP . ' Enabile T2 Disatie

m  Mode : Check either “Static IP” or “Dynamic IP” button as desired to set up the system IP of LAN port .
= Static IP : The administrator can manually setup the LAN IP address when static IP is available/ preferred.
v IP Address : The IP address of the LAN port; default IP address is 192.168.2.254
v IP Netmask : The Subnet mask of the LAN port; default Netmask is 255.255.255.0
v IP Gateway : The default gateway of the LAN port; default Gateway is 192.168.2.1
= Dynamic IP : This configuration type is applicable when the WLO-15814N / WLO-15802N is connected to a

network with the presence of a DHCP server; all related IP information will be provided by the DHCP server

automatically.

Dynamic IP

Hostname :

m  Hostnhame : The Hostname of the LAN port

m  DNS : Check either “No Default DNS Server” or “Specify DNS Server IP” button as desired to set up the system DNS.
= Primary : The IP address of the primary DNS server.
= Secondary : The IP address of the secondary DNS server.

m  DHCP Setup : Devices connected to the system can obtain an IP address automatically when this service is enabled.

DHCP Server
DHCP : (® Enable O Disable
Start P :|192.168.2.10

End IP:|192.168.2.70
DNS1IP:
DNS2 IP:
WINS 1P
Domain :

Leaze Time :
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DHCP : Check Enable button to activate this function or Disable to deactivate this service.

v ¥

Start IP / End IP: Specify the range of IP addresses to be used by the DHCP server when assigning IP address
to clients. The default range IP address is 192.168.2.10 to 192.168.2.70, the netmask is 255.255.255.0

DNS1 IP: Enter IP address of the first DNS server; this field is required.
DNS2 IP : Enter IP address of the second DNS server; this is optional.
WINS IP : Enter IP address of the Windows Internet Name Service (WINS) server; this is optional.

Domain : Enter the domain name for this network.

v v v vy

Lease Time: The IP addresses given out by the DHCP server will only be valid for the duration specified by
the lease time. Increasing the time ensure client operation without interruptions, but could introduce potential
conflicts. Lowering the lease time will avoid potential address conflicts, but might cause more interruptions to the

client while it will acquire new IP addresses from the DHCP server. Default is 86400 seconds

Click Save button to save your changes. Click Reboot button to activate your changes
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7.2 Access Point Association

7.2.1 Configure Wireless General Setting

The administrator can change the data transmission, channel and output power settings for the system. Please click on

Wireless -> General Setup and follow the below setting.

Wireless Setup

General Selup HT Fhvs
Biand Mnde - | 202,11 a'n mixed mode (o
Counlry . [MONE %

T Powvar - 109

HT TuSiream

HT Radlieam . | 2 %

m  Band Mode : Select an appropriate wireless band; bands available are 801.11aor 802.11a/n mixed mode.

m  Transmit Rate Control : Select the desired rate from the drop-down list; the options are auto or ranging from 6 to 54
Mbps for 802.11a

m  Country : Select the desired country code from the drop-down list; the options are US, ETSI, JP and NONE.

m  Tx Power : You can adjust the output power of the system to get the appropriate coverage for your wireless network.
Specify digit number between 1 to 100 (the unit is %) for your environment. If you are not sure of which setting to

choose, then keep the default setting, 100%.

When Band Mode select in 802.11a only mode, the HT(High Throughput) Physical Mode and 11n Configuration

settings should be hidden immediately.

m  Operating Mode : By default, it's Mixed Mode

= Mixed Mode : In this mode packets are transmitted with a preamble compatible with the legacy 802.11a/g, the
rest of the packet has a new format. In this mode the receiver shall be able to decode both the Mixed Mode

packets and legacy packets.
= Green Field : In this mode high throughput packets are transmitted without a legacy compatible part.
m  Channel Bandwidth : The "Auto” MHz option is usually best. The other option is available for special circumstances.

m  Guard Interval : Using “Auto” option can increase throughput. However, it can also increase error rate in some
installations, due to increased sensitivity to radio-frequency reflections. Select the option that works best for your

installation.
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m  MCS : This parameter represents transmission rate. By default (Auto) the fastest possible transmission rate will be
selected. You have the option of selecting the speed if necessary. (Refer to Appendix C. MCS Data Rate)

m  MPDU Enable : Check Enable button to activate this function, and Disable to deactivate.

m  A-MPDU : A-MPDU (Aggregated Mac Protocol Data Unit) allows the transmissions of multiple Ethernet frames to a
single location as burst of up to 64kbytes This is performed on the hardware itself. Select “Manual” to set “MPDU
Density”

m  MPDU Density : Minimum separation of MPDUs in an A-MPDU.

0 1 2 3 4 5 6 7
No Restriction  Yips %us 1lus 2us 4us 8pus 16 s

m  A-MSDU : Aggregated Mac Service Data Unit, A-MSDU. Select Enable to allow aggregation for multiple MSDUSs in
one MPDU. Default is disabled.

Click Save button to save your changes. Click Reboot button to activate your changes. The items in this page are for

AP's RF general settings and will be applied to Repeater AP
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7.2.2 Wireless Advanced Setup

To achieve optimal wireless performance, it is necessary to tweak advance setting per requirements properly, not
necessary higher the better or lower.

The administrator can change the RTS threshold and fragmentation threshold settings for the system. Please click on

Wireless -> Advanced Setup and follow the below setting.

Wireless Setup

Advanced Setup

Shart Slot : & Enable O Disatie
Extra Slat Time : |9 us
ACK Timeout : |32 us
Beacon Interval ;| 100 ms
DTIM Interval : |1 ms

Fragment Threzhold : 2346

RTS Threshold @ | 2347

Short Preamble : @ Enable O pisable
Tx Burst : @ Enable O pisable
Pkt_Aggregate : l@'Enat:l& ODiaabI&
EEE 202 11H(OFS) - & Enable O Disatie

wil - O Enable (3 Dizable

Save

m  Short Slot : By default, it's “Enable” for educing the slot time from the standard 20 microseconds to the 9
microsecond short slot time

Slot time is the amount of time a device waits after a collision before retransmitting a packet. Reducing the slot time
decreases the overall back-off, which increases throughput. Back-off, which is a multiple of the slot time, is the
random length of time a station waits before sending a packet on the LAN. For a sender and receiver own right of the
channel the shorter slot time help manage shorter wait time to re-transmit from collision because of hidden wireless
clients or other causes. When collision sources can be removed sooner and other senders attempting to send are
listening the channel(CSMA/CA) the owner of the channel should continue ownership and finish their transmission
and release the channel. Then, following ownership of the channel will be sooner for the new pair due to shorter slot
time. However, when long duration of existing collision sources and shorter slot time exist the owners might
experience subsequent collisions. When adjustment to longer slot time can’t improve performance then RTS/CTS
could supplement and help improve performance.

m  Extra Slot Time : Slot time is in the range of 1~255 and set in unit of microsecond. The default value is 9

microsecond.

& When you enable Short Slot and set Extra Slot time to “10”, the actual Slot Time=9+10 us.
—~ When you disable Short Slot and set Extra Slot time to “10”, the actual Slot Time=20+10 us.
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ACK Timeout : ACK timeout is in the range of 1~255 and set in unit of microsecond. The default value is 32
microsecond.

All data transmission in 802.11b/g request an “Acknowledgement” (ACK) send by receiving radio. The transmitter will
resend the original packet if correspondent ACK failed to arrive within specific time interval, also refer to as “ACK

Timeout”.

ACK Timeout is adjustable due to the fact that distance between two radio links may vary in different deployment.
ACK Timeout makes significant influence in performance of long distance radio link. If ACK Timeout is set too short,
transmitter will start to “Resend” packet before ACK is received, and throughputs become low due to excessively high
re-transmission.

ACK Timeout is best determined by distance between the radios, data rate of average environment. The Timeout
value is calculated based on round-trip time of packet with a little tolerance, So, if experiencing re-transmissions or
poor performance the ACK Timeout could be made longer to accommodate.

e Slot Time and ACK Timeout settings are for long distance links. It is important to tweak settings to achieve the
—~ optimal result based on requirement.

Beacon Interval : Beacon Interval is in the range of 20~1024 and set in unit of millisecond. The default value is 100

msec.

Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte frame, called “Beacon”. Beacon is
broadcast to all the stations, provides the basic information of AP such as SSID, channel, encryption keys, signal

strength, time stamp, support data rate.

All the radio stations received beacon recognizes the existence of such AP, and may proceed next actions if the

information from AP matches the requirement. Beacon is sent on a periodic basis, the time interval can be adjusted.

By increasing the beacon interval, you can reduce the number of beacons and associated overhead, but that will
likely delay the association and roaming process because stations scanning for available access points may miss the
beacons. You can decrease the beacon interval, which increases the rate of beacons. This will make the association
and roaming process very responsive; however, the network will incur additional overhead and throughput will go

down.

DTIM Interval : The DTIM interval is in the range of 1~255. The default is 1.

DTIM is defined as Delivery Traffic Indication Message. It is used to notify the wireless stations, which support power
saving mode, when to wake up to receive multicast frame. DTIM is necessary and critical in wireless environment as
a mechanism to fulfill power-saving synchronization.

A DTIM interval is a count of the number of beacon frames that must occur before the access point sends the
buffered multicast frames. For instance, if DTIM Interval is set to 3, then the Wi-Fi clients will expect to receive a

multicast frame after receiving three Beacon frame. The higher DTIM interval will help power saving and possibly
decrease wireless throughput in multicast applications.
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m  Fragment Threshold : The Fragment Threshold is in the range of 256~2346 byte. The default is 2346 byte.

Each Wi-Fi packet can be divided into smaller packets, marked with a sequential fragment number and re-assemble
in the receiving ends. The purpose is to make a short frame, instead of long frame, transmitting by radio in a heavy
noisy environment. Because of sending smaller frames, corruptions are much less likely to occur. The pros is obvious,
the cons is the overhead for transmission. So, in a clean environment, higher fragment threshold can be an option to

increase throughput.

Fragmentation will be triggered by setting the Fragment Threshold, usually in Byte-length. Only when the frame size

is over the Threshold, fragmentation will take place automatically.
m  RTS Threshold : TRTS Threshold is in the range of 1~2347 byte. The default is 2347 byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible collisions due to hidden wireless
clients. RTS in AP will be enabled automatically if the packet size is larger than the Threshold value. By default, RTS

is disabled in a normal environment supports non-jumbo frames.
m  Short Preamble : By default, it's “Enable”. To Disable is to use Long 128-bit Preamble Synchronization field.

The preamble is used to signal "here is a train of data coming" to the receiver. The short preamble provides 72-bit

Synchronization field to improve WLAN transmission efficiency with less overhead.
m  Tx Burst : By default, it's “Enable”. To Disable is to deactivate Tx Burst.

With TX burst enabled, AP will send many packets in a burst, without collision detection and RTS/CTS for each packet. TX

Burst have better throughput but cause interference with other APs in channel.
m Pkt Aggregate : By default, it's “Enable”

Increase efficiency by aggregating multiple packets of application data into a single transmission frame. In this way,

802.11n networks can send multiple data packets with the fixed overhead cost of just a single frame.
m  |[EEE802.11H (DFS) : By default, it's “Enable”. To Disable is to deactivate IEEE802.11H(DFS)
With DFS(Dynamic Frequency Selection) enabled, radio is operating on one of the following channels, the wireless

device uses DFS to monitor the operating frequency and switch to another frequency or reduce power as necessary:

DFS Channels 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 136, 140

The maximum legal transmit power is greater for some 5 GHz channels than for others. When the wireless device
randomly selects a 5 GHz channel on which power is restricted, the wireless device automatically reduces transmit

power to comply with power limits for that channel in that regulatory domain.

The Channel 52-140 is DFS channel. If tuen on IEEE802.11H, AP Will have 60 sec to do channel available
e check, and will not send beacon and can not be connect. When WLO-15814N / WLO-15802N detect
radar(5GHz) signal, the AP will switch channel and stop beacon trasmit between 15 sec.

m  WMM: By default, it's “Disable”. To Enable is to use WMM and the WMM parameters should appears.
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WMM Parameters of Access Point

Aifsn
AC_BE 3
AC_BK 7
AC_VI 1
AC_V! 1

15 &8

15 &

L

3 |w

CWNin

WMM Parameters of Station

AC_BE
AC_BK
AC_WM

AC_W

Aifsn

3

7

2

2

CWMin

15 &8

15 8

CWMax

63 &

1023 &8

15 &

7 |

Txop ACM
0 O
0 O
94 O
47 F
CWMax Txop
1023 (v 0
1023 |8 0
15 |4 a4
7 47
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O

O 0O o

ACM

AckPolicy

O 0O 0

*:‘:. When you enable WMM, the “Tx Burst” will be Disabled automatically by system.

WMM Parameters of Access Point : This affects traffic flowing from the access point to the client station

Data Transmitted

DR AP to Clients P
AC_BK Background. Low
AC_BE Best Effort Medium
AC VI Video High
AC_VO Voice High

Description

High throughput. Bulk data that requires maximum throughput and is not time-

sensitive is sent to this queue (FTP data, for example).

Medium throughput and delay. Most traditional IP data is sent to this queue
Minimum delay. Time-sensitive video data is automatically sent to this queue

Time-sensitive data like VoIP and streaming media are automatically sent to this
queue

Configuring QoS options consists of setting parameters on existing queues for different types of wireless traffic.

You can configure different minimum and maximum wait times for the transmission of packets in each queue

based on the requirements of the media being sent. Queues automatically provide minimum transmission delay

for Voice, Video, multimedia, and mission critical applications, and rely on best-effort parameters for traditional 1P

data.

As an Example, time-sensitive Voice & Video, and multimedia are given effectively higher priority for transmission

(lower wait times for channel access), while other applications and traditional IP data which are less time-

sensitive but often more data-intensive are expected to tolerate longer wait times.
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Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data frames

CWmin : Minimum Contention Window. This parameter is input to the algorithm that determines the initial
random backoff wait time ("window") for retry of a transmission. The value specified here in the Minimum
Contention Window is the upper limit (in milliseconds) of a range from which the initial random backoff wait

time is determined.

CWmax : Maximum Contention Window. The value specified here in the Maximum Contention Window is
the upper limit (in milliseconds) for the doubling of the random backoff value. This doubling continues until
either the data frame is sent or the Maximum Contention Window size is reached. Once the Maximum
Contention Window size is reached, retries will continue until a maximum number of retries allowed is
reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The value for "cwmax"

must be higher than the value for "cwmin".

Txop : Transmission Opportunity is an interval of time when a WME AP has the right to initiate
transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the Transmission
Opportunity (TXOP) for AP; that is, the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and AC_VO. When you do not click
Checkbox, it means that the ACM is controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.

AckPolicy : Acknowledgment Policy, WMM defines two ACK policies: Normal ACK and No ACK. Click
“Checkbox” indicates “No ACK”

When the no acknowledgment (No ACK) policy is used, the recipient does not acknowledge received
packets during wireless packet exchange. This policy is suitable in the environment where communication
quality is fine and interference is weak. While the No ACK policy helps improve transmission efficiency, it
can cause increased packet loss when communication quality deteriorates. This is because when this policy

is used, a sender does not retransmit packets that have not been received by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each received unicast packet.

2> WMM Parameters of Station : This affects traffic flowing from the client station to the access point.

Queue

AC_BK

AC_BE
AC_V

AC_VO

Data Transmitted

Clients to AP Priority Description
Background. Low H|gh.t.hroyghput. Bulk data that requires maximum throughput and is not time-
sensitive is sent to this queue (FTP data, for example).
Best Effort Medium Medium throughput and delay. Most traditional IP data is sent to this queue
Video High  Minimum delay. Time-sensitive video data is automatically sent to this queue
. . Time-sensitive data like VolP and streaming media are automatically sent to this
Voice High queue

Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data frames

CWmin : Minimum Contention Window. This parameter is input to the algorithm that determines the initial
random backoff wait time ("window") for retry of a transmission. The value specified here in the Minimum
Contention Window is the upper limit (in milliseconds) of a range from which the initial random backoff wait

time is determined.

CWmax : Maximum Contention Window. The value specified here in the Maximum Contention Window is
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the upper limit (in milliseconds) for the doubling of the random backoff value. This doubling continues until

either the data frame is sent or the Maximum Contention Window size is reached. Once the Maximum
Contention Window size is reached, retries will continue until a maximum number of retries allowed is
reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The value for "cwmax"
must be higher than the value for "cwmin".

v Txop : Transmission Opportunity is an interval of time when a WME AP has the right to initiate
transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the Transmission
Opportunity (Txop) for AP; that is, the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

v ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and AC_VO. When you do not click
Checkbox, it means that the ACM is controlled by the connecting AP. If you click Checkbox, it means that the

Client is in charge.

Change these settings as described here and click Save button to save your changes. Click Reboot button to activate

your changes. The items in this page are for AP's RF advanced settings and will be applied to Repeater AP.

186



User Manual
802.11a/n High Power Wireless Outdoor Bridge/AP

7.2.3 Site Survey

Use this tool to scan and locate WISP Access Points and select one to associate with.

Please click on Wireless -> Site Survey. Below depicts an example for site survey.

Station Site Survey

=can Kesult

ESSID MAC Address  Signal Channsa| Security Band ”F"I';"'pn;h Salect
Main_AP  00:1A:50,04:7C:34 0% 44 MNOME 11ain Infrastructure Seledt
] 7 AP-

'13!:;.(' D0 1AS00ATEFZ 100% 44 MONE 11ain Infrastructure Select
28381 B 100% s WEP 11am Infrastructure Select
2EIAP2  D0VAGD0ATEFL 100% 44 WPAPSKIRES 11am Infrastructure Select
253AP3 7E.F5 100% LS WPAPSK/TKIP 11aln Infrastruclure Select
253AP4 7B:F& 100% = WPRAZPSKIAES 11aln Infrastructure Select
253AF5 SOOATEIFT 100% 44 WPAZPSKITKIP 11am Infrastructure Safect

m  ESSID : Available Extend Service Set ID of surrounding Access Points.
m  MAC Address : MAC addresses of surrounding Access Points.

®  Signal : Received signal strength of all found Access Points.

m  Channel : Channel numbers used by all found Access Points.

m  Security : Security type by all found Access Points.

m  Band : Wireless band used by all found Access Points.

m  Network Type : Network type used by all found Access Points.

m  Select : Click “Select” to configure settings and associate with chosen AP.

e While clicking “Select” button in the Site Survey Table, the “ESSID” and “Security Type” will apply in the
—~ Wireless General Setup. However, more settings are needed including Security Key.
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7.2.4 Create Wireless Profile
The administrator can configure station profiles via this page.

Please click on Wireless -> Wireless Profile and follow the below setting.

Statlon Profile

Aciive & ProfileBame E5SH0 MAC Address Channel  Secursy Type  Delpte  Edil

L) I aF_Froted oAUl as MO P ]

m  MAC Address : The MAC address of the Wireless Station is displayed here.

m  Profile Name : Set different profiles for quick connection uses.

m  ESSID : Assign Service Set ID for the wireless system.

m  Lock to AP MAC : This allows the station to always maintain connection to a particular AP with a specific MAC
address. This is useful as sometimes there can be few identically named SSID's (AP's) with different MAC addresses.
With AP lock on, the station will lock to MAC address and not roam between several Access Points with the same
ESSID.

m  Channel/Frequency : Select the desired channel range.

B Security Type : Select the desired security type from the drop-down list; the options are “NONE” “OPEN”",
“SHARED”, “WPA-PSK” and “WPA2-PSK”.
=2 OPEN/SHARED : OPEN and SHARED require the user to set a WEP key to exchange data.

WEP
Key Index ;| 1 %

WEP Key 1

WEP Key 2 :

WEP Key 3 :

WEP Key 4 -

v Key Index : key index is used to designate the WEP key during data transmission. 4 different WEP keys

can be entered at the same time, but only one is chosen.

v WEP Key # : Enter HEX or ASCII format WEP key value; the system supports up to 4 sets of WEP keys.

Key Length Hex ASCII
64-bit 10 characters 5 characters
128-bit 26 characters 13 characters
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2> WPA-PSK (or WPA2-PSK) : WPA (or WPAZ2) Algorithms, allows the system accessing the network by using the
WPA-PSK protected access.

WPA
Cipher Suite : | AES  |w

Pre-shared Key :

v Cipher Suite : Select the desired cipher suite from the drop-down list; the options are AES and TKIP

v Pre-shared Key : Enter the information for pre-shared key; the key can be either entered as a 256-bit
secret in 64 HEX digits format, or 8 to 63 ASCII characters.

m  Profile List : The user can manage the created profiles for home, work or public areas. Below depict an example for
Profile List

Profile List
Active # Profile Name ESSID MAC Address Channel Security Type Delete Edit
O 1 AP_Profiled default 44 NONE Delete Edit

@® 2 Profile-Test 253AP1 00 1ASO0ATBF3 44 OPEN  Delete Edit

Connect

= Click “’Edit” an exist profile on the Profile List. The field of System Configuration and Security Policy will display
profile's content. Edit profile's content and then click “Save” button to save the profile.

= Click “Delete” to remove profile.

= Click and Select a profile from list, then click the “Connect” button to connecting to the wireless network with the

profile setting. After clicking “Connect” button, you can verify connecting status on Remote AP Page

If tuen on IEEE802.11H and WLO-15814N / WLO-15802N connect AP with DFS channel 52-150, WLO-15814N
e / WLO-15802N Will have 60 sec to do channel available check, and will not send beacon and can not be
<~ connect.

Change these settings as described here and click Save button to save your changes. Click Reboot button to activate
your changes
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7.3 Wireless LAN Network Creation

The network manager can configure related wireless settings, Repeater AP Setup, Security Settings, and MAC Filter
Settings.

7.3.1 Repeater AP Setup

Administrators can configure ESSID, SSID broadcasting, Maximum number of client associations, security type settings
and MAC Filter settings.

Repeater AP Setup

Enable Repeater AP : By default, it's “Enable” for repeater AP. Select “Enable” to activate Repeater AP or click

“Disable” to deactivate this function

m  ESSID: Extended Service Set ID, When clients are browsing for available wireless networks, this is the SSID that
will appear in the list. ESSID will determine the service type available to AP's clients associated with the specified AP.

m  Client Isolation : By default, it's “Disable”.
Select “Enable”, all clients will be isolated from each other, which means they can'’t reach each other.
m  Hidden SSID : By default, it's “Disable”.

Enable this option to stop the SSID broadcast in your network. When disabled, people could easily obtain the SSID
information with the site survey software and get access to the network if security is not turned on. When enabled,
network security is enhanced. It's suggested to enable it after AP security settings are archived and setting of AP's

clients could make to associate to it.

B Maximum Clients : The default value is 32. You can enter the number of wireless clients that can associate to a
particular SSID. When the number of client is set to 5, only 5 clients at most are allowed to connect to this Repeater
AP,

B Security Type : Select the desired security type from the drop-down list; the options are Disable, WEP, WPA-PSK,
WPA2-PSK, WPA-Enterprise, WPA2-Enterprise and WEP 802.1X.

= Disable : Data are unencrypted during transmission when this option is selected.

> WEP : Wired Equivalent Privacy(WEP) is a data encryption mechanism based on a 64-bit or 128-bit shared key.
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WEP
Authentication Type : & oreN O sHaReD O WEPAUTO
Key Index |1 %
WEP Key 1
WEP Key 2 :
WEP Key 3 :

WEP Key 4 :

v Authentication Method : Enable the desire option among OPEN, SHARED or WEPAUTO.

v Key Index : key index is used to designate the WEP key during data transmission. 4 different WEP keys
can be entered at the same time, but only one is chosen.

v WEP Key # : Enter HEX or ASCII format WEP key value; the system supports up to 4 sets of WEP keys.

Key Length Hex ASCII
64-bit 10 characters 5 characters
128-bit 26 characters 13 characters

2> WPA-PSK (or WPA2-PSK) : WPA (or WPAZ2) Algorithms, allows the system accessing the network by using the
WPA-PSK protected access.

WPA General
Cipher Suite : | AES |%
Pre-zhared Key :

Group Key Update Period ;| 3600 | zeconds

v Cipher Suite : By default, it is AES. Select either AES or TKIP cipher suites

v Pre-shared Key : Enter the pre-shared key; the format shall go with the selected key type.

‘*.‘; Pre-shared key can be entered with either a 256-bit secret in 64 HEX digits format, or 8 to 63 ASCII characters.

v Group Key Update Period : By default, it is 3600 seconds. This time interval for rekeying GTK,
broadcast/multicast encryption keys, in seconds. Entering the time-length is required.

2> WHPA-Enterprise (or WPA2-Enterprise): The RADIUS authentication and encryption will be both enabled if this
is selected.
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WPA General
Cipher Suite : | AES |™
Group Key Update Period : | 3600 | seconds
PMK Cache Period : |10 minute

Pre-Authentication : @ Dizable O Enable

Authentication RADIUS Server
Authentication Server :
Port:|1812
Shared Secret :

Session Timeout : |0

v WPA General Settings :

Cipher Suite : By default, it is AES. Select either AES or TKIP cipher suites

Group Key Update Period : By default, it's 3600 seconds. This time interval for rekeying GTK,
broadcast/multicast encryption keys, in seconds. Entering the time-length is required.

PMK Cache Period : By default, it's 10 minutes. Set WPA2 PMKID cache timeout period, after time
out, the cached key will be deleted.

Pre-Authentication : By default, it's “Disable”. To Enable is use to speed up roaming before pre-
authenticating IEEE 802.1X/EAP part of the full RSN authentication and key handshake before actually

associating with a new AP.

PMK Cache Period and Pre-Authentication is used in WPA2-Enterprise

v Radius Server Settings :

IP Address : Enter the IP address of the Authentication RADIUS server.
Port : By default, it's 1812. The port number used to communicate with RADIUS server.
Shared secret : A secret key used between system and RADIUS server. Supports 8 to 64 characters.

Session Timeout : The Session timeout is in the range of 0~60 seconds. The defaultis 0 to disable

re-authenticate service.

Amount of time before a client will be required to re-authenticate.
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=2 WEP 802.1X : When WEP 802.1x Authentication is enabled, please refer to the following Dynamic WEP and

RADIUS settings to complete configuration.

802 1x WEFP

Dwnamic WEP : Enable

Authentication RADIUS Server
Authentication Server :
Port:|1812
Shared Secret :

Session Timeout : |0

v Radius Server Settings :
e IP Address : Enter the IP address of the Authentication RADIUS server.
e Port: By default, it's 1812. The port number used to communicate with RADIUS server.
e Shared secret ;: A secret key used between system and RADIUS server. Supports 8 to 64 characters.

¢ Session Timeout: The Session timeout is in the range of 0~60 seconds. The defaultis 0to disable
re-authenticate service.

Amount of time before a client will be required to re-authenticate.
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7.3.2 Wireless MAC Filter Setup

Continue 7.3.1 Repeater AP Setup section, the administrator can allow or reject clients to access Repeater AP.

MAC Filter
Action ;| Only Deny List MAC |»
Add a station MAC Add
Enable Disable

m MAC Filter Setup : By default, it's “Disable”. Options are Disable, Only Deny List MAC or Only Allow List MAC.
Two ways to set MAC filter rules :
= Only Allow List MAC.

The wireless clients in the “Enable” list will be allowed to access the Access Point; All others or clients in the

“Disable” list will be denied.
= Only Deny List MAC.

The wireless clients in the “Enable” list will be denied to access the Access Point; All others or clients in the

“Disable” list will be allowed.

®  Add a station MAC : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add” button, then the MAC address
should display in the “Enable” List.

There are a maximum of 20 clients allowed in this “Enable” List. The MAC addresses of the wireless clients can be added

and removed to the list using the Add and Remove buttons.

Click Reboot button to activate your changes

e MAC Access Control is the weakest security approach.WPA or WPA2 security method is highly recommended.
-
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Administrator could specify geographical location of the system via instructions in this page. Administrator could also

enter new Root and Admin passwords and allow multiple login methods.

Please click System -> Management and follow the below settings.

Management Setup

System Information
System Name : | WLO-15802N
Description : |802.11a/n Wireless Outdoor Bridge, 2C

Location :

Root Password
Mew Root Password .

Check Root Password :
Admin Password

New Admin Pazzword :

Check New Password :

System Information

Admin Login Methods

Enable HTTP: [] port: 20
Enable HTTPS : [] port:[443
Enable Telnet : Port:|23
Enable 55H : [4] Port:[22
Host Key Footprint : |ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAGW!
Ping Watchdog
Ping Watchdog : O Enable @ Dizable
IP Addresz To Ping :
Ping Interval : Seconds
Startup Delay : Seconds

Failure Count To Reboot :

Save

= System Name : Enter a desired name or use the default one.

= Description : Provide description of the system.

= Location : Enter geographical location information of the system. It helps administrator to locate the system

easier.

The system supports two management accounts, root and admin. The network manager is assigned with full

administrative privileges, when logging in as root user, to manage the system in all aspects. While logging in as an

admin user, only subset of privileges is granted such as basic maintenance. For example, root user can change

passwords for both root and admin account, and admin user can only manage its own. For more information about

covered privileges for these two accounts, please refer to Appendix D. Network manager Privileges.

= New Password : Enter a new password if desired

Root Password : Log in as a root user and is allowed to change its own, plus admin user’s password.

= Check New Password : Enter the same new password again to check.

= New Password : Enter a new password if desired

Admin Password : Log in as a admin user and is allowed to change its own,

= Check New Password : Enter the same new password again to check.
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Admin Login Methods : Only root user can enable or disable system login methods and change services port.

2> Enable HTTP : Check to select HTTP Service.

= HTTP Port : The default is 80 and the range is between 1 ~ 65535.
2> Enable HTTPS : Check to select HTTPS Service

= HTTPS Port : The default is 443 and the range is between 1 ~ 65535.

\ ¥

If you already have an SSL Certificate, please click “UploadKey” button to select the file and upload it.

Enable Telnet : Check to select Telnet Service
Telnet Port : The default is 23 and the range is between 1 ~ 65535.
Enable SSH : Check to select SSH Service

v v Vv

SSH Port : Please The default is 22 and the range is between 1 ~ 65535.

Click “GenerateKey” button to generate RSA private key. The “host key footprint” gray blank will display content
—~ 0of RSA key.

Ping Watchdog : The ping watchdog sets the WLO-15814N / WLO-15802N Device to continuously ping a user
defined IP address (it can be the internet gateway for example). If it is unable to ping under the user defined
constraints, the WLO-15814N / WLO-15802N device will automatically reboot. This option creates a kind of "fail-
proof" mechanism.

Ping Watchdog is dedicated for continuous monitoring of the particular connection to remote host using the Ping tool.
The Ping works by sending ICMP “echo request” packets to the target host and listening for ICMP “echo response”
replies. If the defined number of replies is not received, the tool reboots the device.

= Enable Ping Watchdog : control will enable Ping Watchdog Tool.

= |IP Address To Ping : specify an IP address of the target host which will be monitored by Ping Watchdog Tool.

= Ping Interval : specify time interval (in seconds) between the ICMP “echo requests” are sent by the Ping
Watchdog Tool. Default is 300 seconds.

= Startup Delay : specify initial time delay (in seconds) until first ICMP “echo requests” are sent by the Ping
Watchdog Tool. The value of Startup Delay should be at least 60 seconds as the network interface and wireless

connection initialization takes considerable amount of time if the device is rebooted. Default is 300 seconds.

= Failure Count To Reboot : specify the number of ICMP “echo response” replies. If the specified number of

ICMP “echo response” packets is not received continuously, the Ping Watchdog Tool will reboot the device.
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Click Save button to save your changes. Click Reboot button to activate your changes

Without a valid certificate, users may encounter the following problem in IE7 when they try to access system's WMI

(https://192.168.2.254). There will be a “Certificate Error”, because the browser treats system as an illegal website.

2 Centificate Evpor: Havigation Blocked - Windows Intermet Explores

@-:- ‘ - B 192,168 2. 254

Fle Edt Vew Favortes Took  Help

G Faembes |k B = | Free botmad 8 -
8 Cartificats Dimor: Navigation [odhad

Q There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authaorty.
The security certificate presented by this website was issued for a different website's address.

Secunty certificate problems may indicate an attempt to fool you or intércept any data you
zend to the server.

We recommend thal you close This webpage and do nol conlinee o this websile.
'ﬂ Chck here to dose this webpage
w Continue to this website (not reco r“'l'fE‘l'lJEd:l.

= More information

“Continue to this website” to access the system's WMI. The system's Overview page will appear.
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7.4_.2 Configure System Time
System time can be configured via this page, and manual setting or via a NTP server is supported.

Please click on System -> Time Server and follow the below setting.

Time Server Setup

System Time
Local Time : 2000/01/01 Sat 00:05:44

NTP Client
Enable : D
Default NTP Server : (optional)
Time Zone :

Daylight zaving time :

Save

m  Local Time : Display the current system time.

m  NTP Client : To synchronize the system time with NTP server.

= Enable : Check to select NTP client.

= Default NTP Server : Select the NTP Server from the drop-down list.
= Time Zone : Select a desired time zone from the drop-down list.
>

Daylight saving time : Enable or disable Daylight saving.

If the system time from NTP server seems incorrect, please verify your network settings, like default Gateway
—= and DNS settings

Click Save button to save your changes. Click Reboot button to activate your changes
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7.4_3 Configure SNMP Setup

SNMP is an application-layer protocol that provides a message format for communication between SNMP manager and

agent. By enabling SNMP function, the administrator can obtain the system information remotely.

Please click on System -> SNMP Setup and follow the below setting.

SNMP Setup

®  SNMP v2c Enable: Check to enable SNMP v2c.

SNMP vZ2c
Enable :
ro community :

W COmmunity :

= ro community : Set a community string to authorize read-only access.

= rw community : Set a community string to authorize read/write access.

] SNMP v3 Enable: Check to enable SNMP v3.

SNMPv3 supports the highest level SNMP security.

SNMP v3
Enable :
SNMP ro user :
SNMP ro password :
SNMP rw user :

SNMP rw password :

SNMP ro user : Set a community string to authorize read-only access.
SNMP ro password : Set a password to authorize read-only access.

SNMP rw user : Set a community string to authorize read/write access.

v v v Y

SNMP rw password : Set a password to authorize read/write access.

m  SNMP Trap : Events such as cold start, interface up & down, and association & disassociation will report to an

assigned server.
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— SNMP Trap
Enable :

Cummun'rty:l

P

Pz

P3|

P4

= Community : Set a community string required by the remote host computer that will receive trap messages or

notices send by the system.

= |IP: Enter the IP addresses of the remote hosts to receive trap messages.

Click Save button to save changes and click Reboot button to activate.
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7.4_4 Backup / Restore and Reset to Factory

Backup current configuration, restore prior configuration or reset back to factory default configuration can be executed via
this page.

Please click on Utilities -> Profile Setting and follow the below setting.

Profile Save
Profile Save
Save Seftings To PC
Load Settings FromPE:‘ H Browss... )| Upload

Reset To Factory Defaul ; | Default

o In this page, you can save your cument confi restore 8 previously seved confi of
reset &l of the seftings fo the factory (default) settings.

B Save Settings To PC : Click Save button to save the current configuration to a local disk.

File Download §|

Do you want to save this file. or find a program online to open
it?

] Mame;  config.bin
Type: Unknown File Type
From: 192.168.2.254

Find ] ’ Save ] [ Cancel

e While files from the Internet can be useful, some files can potentially
| | )

s harr your computer. [F pou do not trust the source, do not find a

R program to open thiz file or save thiz file. What's the rizk?

m  Load Settings from PC : Click Browse button to locate a configuration file to restore, and then click Upload button
to upload.

m  Reset To Factory Default : Click Default button to reset back to the factory default settings and expect Successful
loading message. Then, click Reboot button to activate.
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7.4.5 Firmware Upgrade

Firmware is the main software image that system needs to respond to requests and to manage real time operations.
Firmware upgrades are sometimes required to include new features or bugs fix. It takes around 2 minutes to upgrade
due to complexity of firmware. To upgrade system firmware, click Browse button to locate the new firmware, and then

click Upgrade button to upgrade.

Firmware Upgrade

Firmware Infomation
Firmware Verzion : Cen-CPE-NSH2 0.0.4 Beta Version
Firmware Date : 2009-09-03 09:26:27

Update Firmware : |[ Browse... ]

0 From time to time, the product may release new versions of the firmware. You can chedk and
download up-to-date firmware and clidk Browser button to locate the file from your local harddisk.

To prevent data loss during firmware upgrade, please back up current settings before proceeding
Do not interrupt during firmware upgrade including power on/off as this may damage system.
Never perform firmware upgrade over wireless connection or via remote access connection.

wn e
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7.4.6 Network Utility
The administrator can diagnose network connectivity via the PING utility.

Please click on Utilities -> Network Utility and follow the below setting.

Mabwork Ltility

®  Ping : This utility will help ping other devices on the network to verify connectivity. Ping utility, using ICMP packets,
detects connectivity and latency between two network nodes. As result of that, packet loss and latency time are

available in the Result field while running the PING test.

= Destination IP/Domain : Enter desired domain name, i.e. www.google.com, or IP address of the destination,

and click ping button to proceed. The ping result will be shown in the Result field.

= Count : By default, it's 5 and the range is from 1 to 50. It indicates number of connectivity test.

m  Traceroute : Allows tracing the hops from the WLO-15814N / WLO-15802N device to a selected outgoing IP address.
It should be used for the finding the route taken by ICMP packets across the network to the destination host. The test

is started using the Start button, click Stop button to stopped test

= Destination Host : Specifies the Destination Host for the finding the route taken by ICMP packets across the
network.

2> MAX Hop : Specifies the maximum number of hops( max time-to-live value) traceroute will probe.
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7.4.7 Reboot

This function allows user to restart system with existing or most current settings when changes are made. Click Reboot
button to proceed and take around three minutes to complete.

Reboot

‘You must be reboat the system sfter changing seftings. Rebooting the system will nat delete any
of your configuration settings. Click reboot button to reboot the system.

A reminder will be available for remaining time to complete. If power cycle is necessary, please wait till completion of the

reboot process.

Please Wait

ai}*f.tem is restarting, please wait for 35 seconds...

The System Overview page appears upon the completion of reboot.
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7.5 System Status

This section breaks down into subsections of System Overview, Associated Clients Status, Remote AP, Extra

Information and Event Log.

7.5.1 System Overview

Display detailed information of System, Network, LAN and Wireless in the System Overview page.

m  System : Display the information of the system.

System
Host Name : WLO-15802N
Operating Mode : Client Bridge + Univerzal Repeater Mode
Location :
Deszcription : 802.11a/n Wirelezz Qutdoor Bridge, 200m\W
Firmweare Version : Cen-CPE-NSH2 V1.0.10 Version
Firmweare Date : 2010-03-159 04:24:31
Device Time : 2000-01-01 00:01:43

System Up Time : 01:43

System Name : The name of the system.

Operating Mode : The mode currently in service.

Location : The reminding note on the geographical location of the system.
Description : The reminding note of the system.

Firmware Version : The current firmware version installed.

Firmware Date : The build time of the firmware installed.

Device Time : The current time of the system.

L 20 I R T L T T

System Up Time : The time period that system has been in service since last reboot.

m  Network Information : Display the information of the Network.

Metwork
Mode : Static Mode
IP Address : 192.168.2.254
IP Metmask : 255.255.255.0
IP Gateway : 192 168 2.1
Primary DNS
Secondary DNS :

Mode : Supports Static or Dynamic modes on the LAN interface.

IP Address : The management IP of system. By default, it's 192.168.2.254.
IP Netmask : The network mask. By default, it's 255.255.255.0.

IP Gateway : The gateway IP address and by default, it's 192.168.2.1.

Primary DNS : The primary DNS server in service.

v v v v vV

Secondary DNS : The secondary DNS server in service.
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LAN Information : Display the detailed receive and transmit statistics of LAN interface.

LAN Information
MAC Agdrass
Recebs Bytes | T5E21
Recsne Packets - 585
Tranamit Bytes : 113309

Transmit Packsts @ 375

MAC Address : The MAC address of the LAN port.
Receive bytes : The total received packets in bytes on the LAN port.
Receive packets : The total received packets of the LAN port.

Transmit bytes : The total transmitted packets in bytes of the LAN port.

v v v vy

Transmit packets : The total transmitted packets of the LAN port.

Wireless Information : Display the detailed receive and transmit statistics of Wireless interface.

AP MAC Address : The MAC address of the repeater AP.

Station MAC Address : The MAC address of the Wireless Client Station.
Channel : The current channel on the Wireless port.

AP Rate : The current Bit Rate on the Repeater AP.

Station Rate : The current Bit Rate on the Wireless Client Station.
Receive bytes :The total received packets in bytes on the Wireless port.
Receive packets : The total received packets on the Wireless port.

Transmit bytes : The total transmitted packets in bytes on the Wireless port.

L 2 L T T T 2

Transmit packets : The total transmitted packets on the Wireless port.
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m  DHCP Server Status : Users could retrieve DHCP server and DHCP clients’ IP/MAC address via this field.

— DHCP Server Status
DHCP : Enable
Start IP: 152.168.2.10
End IP: 192.168.2.70
DNS1IP: 192.168.2.1
DNSZ IP
WINS IP
Dlomain :
Leaze Time : 36400

IP Address MAC Address Expired In
none

= |IP Address : IP addresses to LAN devices by DHCP server.
> MAC Address : MAC addresses of LAN devices.

= Expired In : Shows how long the leased IP address will expire.
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7.5.2 Associated Clients Status

It displays ESSID, on/off Status, Security Type, total number of wireless clients associated with Repeater AP.

AP SIL) A s Siatu < i# 1 CHeEY gl
AF E 550 WAC Addrens State  Seconty Type  Chent signal N
AL Addrasa Sarengih Strengih  BandWhdth - T L Desconnect
ANTO ANTY Len 4

m AP Information : Highlights key Repeater AP information.

v v v v Y

AP : Available Repeater AP.

ESSID : Display name of ESSID for Repeater AP.

MAC Address : Display MAC address for Repeater AP.

Status : On/Off

Security Type : Display chosen security type; WEP, WPA/WPA2-PSK, WPA/WPA2-Enterprise.

Clients : Display total number of wireless connections on Repeater AP.

m  Repeater AP Clients : Display all associated clients.

L 2 T

MAC Address : MAC address of associated clients

Signal Strength ANTO/ANTL1 : Signal Strength of from associated clients.
Bandwidth : Channel bandwidth of from associated clients

Idle Time : Last inactive time period in seconds for a wireless connection.
Connect Time : Total connection time period in seconds for a wireless connection.

Disconnect : Click “Delete” button to manually disconnect a wireless client in a Repeater AP.
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7.5.3 Remote AP

SSID, MAC address, antenna 0/1 received signal strength and channel bandwidth for associated AP are available.

Remote AP

Connection Information

ESSID MAC Address Signal Strength ANTO Signal Strength ANT1 BandWidth
Main_AP-253 00:1A:50:0A:TB/F2 100%(-38dBm) 100%(-42dBm) 40MHz

m  ESSID : Shows the current ESSID, which must be the same on the wireless client and AP in order for communication
to be established.

m  MAC Address : Display MAC address of associated AP.

m  Signal Strength ANTO/ANTL1 : Shows the wireless signal strength of the connection between system and an access
point.

B BandWidth : Shows the current channel bandwidth used for communication. It should be “20” or “40”

e If display “No Connection AP!”, you need check Wireless configuration. Things to verify are Channel and
—~ Security type. Also, adjust antenna angle and Tx Power.
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7.5.4 Extra Information

Users could pull out information such as Route table, ARP table, MAC table, Bridge table or STP available in the drop-
down list from system. The “Refresh” button is used to retrieve latest table information.

Extra Informaticn | Badreat |
mitermates - | Netstat [nfarmaten - Protocel  LiveTime SEatus Srelp Srciort Dsmi Detpon
Bop 118 TME_WAT 102168255 3823 1@2igASis g0
o 113 TRAR_WAIT 3413
udp . 138 128
o 110 TRAR_WAIT Lol
Bp o0 TIME_\WAIT 3 80

kep 311909 ESTARLISHED
L 90 TIME_\WAIT 192168 2
r=p -3} TG _WAIT 102160 2 22

m  Route table information : Select “Route table information” on the drop-down list to display route table.

WLO-15814N / WLO-15802N could be used as a L2 or L3 device. It doesn’t support dynamic routing protocols such
as RIP or OSPF. Static routes to specific hosts, networks or default gateway are set up automatically according to the
IP configuration of system's interfaces. When used as a L2 device, it could switch packets and, as L3 device, it's
capable of being a gateway to route packets inward and outward.

Route Information

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.2.0 0.0.0.0 255.255.255.0 u ] 0 0 bred
127.0.0.0 0.0.0.0 255.255.255.0 u ] 0 0 lo

0.0.0.0 192.168.2.1 0.0.0.0 uG v 0 0 bre0

m  ARPtable Information : Select “ARP Table Information” on the drop-down list to display ARP table.

ARP associates each IP address to a unique hardware address (MAC) of a device. It is important to have a unique IP

address as final

ARP Table Information destination to switch
IP Address HW Type Flags HW Address Mask  Device packets to.
192.168.2.22 0x1 0x2 00:14:92:9F A4:98 * bred

m  Bridge table information : Select “Bridge Table information” on the drop-down list to display bridge table.

Bridge table will show Bridge ID and STP's Status on the each Ethernet bridge and its attached interfaces, the Bridge
Port should be attached to some interfaces. (e.g. eth2, ra0 and apcli0).

Bridge Table Information

Bridge Port Bridge 1D STP Enabled Interface
bre0 5000.000c43286010 no eth2
rad
apclio

m  Bridge MAC information : Select “Bridge MACs Information” on the drop-down list to display MAC table.

This table displays local MAC addresses associated with wired or wireless interfaces, but also remember non-local
MAC addresses learned from wired or wireless interfaces.
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Ageing timers will be reset when existing MAC addresses in table are learned again or added when new MAC

addresses are seen from wired or wireless interfaces as well. When time runs out for a particular entry, it will be

pruned from the table. In that situation, switching packet to that particular MAC address will be discontinued.

nclog kA
Bndoe M

Port
Repeatar-AP

WLAN-Client
LAM
Repeatar-AP
WLAN-Client
LaN
WLAN-Client

Bridge STP Information :

bre0

bridge id
designated root
root port

max age

hello time
forward delay
ageing time
hello timer
topology change timer
flags

eth2 (1)
portid

designated root
designated bridge
designated port
designated cost
flags

ra0 (2)
portid

designated root
designated bridge
designated port
designated cost
flags

apclio (3)
portid

designated root
designated bridge
designated port
designated cost
flags

ACs Infformaton

— Bridge STP Information

MAC Address

Local Ageing Timer
no 0.08

no 2.80

yas 0.00

yes 0.00

yES 0.00

no 010

no 6592

8000.000c43286010
8000.000c43286010
0

20.00

2.00

15.00

300.00

1.36

0.00

8001
8000.000c43286010
8000.000c43286010
2001

0

8002
8000.000c43286010
8000.000c43286010
2002

0

8003
8000.000c43286010
8000.000c43286010
2003

0

path cost

bridge max age
bridge hello time
bridge forward delay

tcn timer
gctimer

state

path cost

message age timer
forward delay timer
hold timer

state

path cost

message age timer
forward delay timer
hold timer

state

path cost

message age timer
forward delay timer
hold timer

20.00
2.00
15.00

0.00
3.36

forwarding
100
0.00
0.00
0.00

forwarding
100
0.00
0.00
0.00

forwarding
100
0.00
0.00
0.00
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7.5.5 Event Log

The Event log displays system events when system is up and running. Also, it becomes very useful as a troubleshooting

tool when issues are experienced in system.

System Log

Time Facility Severily

Syslem

2000 Jan 1

oDty reem

2000 Jan 1 o
gooney  Sreem
2000 Jan 1
OocDD: 11
2000 Jan 1
Dounn 11
2000 Jan 1 -
goon3g  Croem

Frslem

Syslem

®  Time : The date and time when the event occurred.

M sage
dnsmasqiBa] stamed, virsion 2 40 cachesaee 150
dnesmasqSe] compile Bme opbons. no-IPvE GHU-gelop!
na=RTC neo-MUELI no=tSC4a asafls no-DBus no-118M
TFTF

dnemasg#4] using namesener 182.168.2.1#53

dnsmasglad] deared cache

AutftnBCation Succasshul Tor ieol fram 152 168 2 22

802.11a/n High Power Wireless Outdoor Bridge/AP

[ Rafeaah | [ Claar

m  Facility : It helps users to identify source of events such “System” or “User”

B Severity : Severity level that a specific event is associated such as “info”, “error”, “warning”, etc.

m  Message : Description of the event.

Click Refresh button to renew the log, or click Clear button to clear all the record.
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Chapter 8. Router AP Mode Configuration

When Router AP mode is chosen, the system can be configured as a Router with Access Point and WDS function. This

section provides detailed explanation for users to configure in the Router AP mode with help of illustrations. In the Router

AP mode, functions listed in the table below are also available from the Web-based GUI interface.

OPTION System Wireless Advance Utilities Status
Operating Mode General Setup DMZ Profiles Settings System Overview
WAN Advanced Setup IP Filter Firmware Upgrade Station Statistics
LAN Virtual AP Setup MAC Filter Network Utility Extra Info
Functions DDNS WDS Setup Virtual Server Reboot QoS Plot
Management Parental Control Event Log
Time Server QoS
UPNP
SNMP

Table 8-1: Router AP Mode Functions

8.1 External Network Connection

8.1.1 Network Requirement
It can be used as an Router AP with WDS function. In this mode, WLO-15814N / WLO-15802N is a gateway enabled with
NAT and DHCP Server functions. The wireless clients connected to WLO-15814N / WLO-15802N are in different subnet

_ B8
NAT  WDS o

Rupsrmi e

from those connected to Internet.

Bate Statior

= et

WAN : WLAN
192.168.1.254

Figure 8-1 Router AP mode network configuration
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8.1.2 Configure WAN Setup
There are three connection types for the WAN port : Static IP, Dynamic IP, PPPoE and PPTP.

Please click on System -> WAN and follow the below setting.

WAN Setup

P Hetmask | 255.25%.255.0

P Galeway || 192.168.2.1

“:‘:. In Router AP mode, the WAN Port is the wired interface.

® Mode : By default, it's “Static IP”. Check “Static IP”, “Dynamic IP”, “PPPoE" or “PPTP"to set up system WAN IP.
= Static IP : Users can manually setup the WAN IP address with a static IP provided by WISP.
v IP Address : The IP address of the WAN port; default IP address is 192.168.1.254
v IP Netmask : The Subnet mask of the WAN port; default Netmask is 255.255.255.0
v IP Gateway : The default gateway of the WAN port; default Gateway is 192.168.1.1

= Dynamic IP : Please consult with WISP for correct wireless settings to associate with WISP AP before a
dynamic IP, along with related IP settings including DNS can be available from DHCP server. If IP Address is not
assigned, please double check with your wireless settings and ensure successful association. Also, you may
goto “WAN Information” in the Overview page to click Release button to release IP address and click Renew

button to renew
Dynamic IP IP address

Hostname again.

v Hostname : The Hostname of the WAN port

= PPPoE : To create wireless PPPoE WAN connection to a PPPoE server in network.

PPPoE
User name :
Paszword :
Recoonect Mode : @Al'.‘-‘ﬁ)‘i On O On Demand O Manual
idle Time : minutes

MTU | 1492
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v User Name : Enter User Name for PPPOE connection
v Password : Enter Password for PPPOE connection
v Reconnect Mode :
¢ Always on — A connection to Internet is always maintained.

e On Demand — A connection to Internet is made as needed.

*‘j_ When Time Server is enabled at the “On Demand” mode, the “Reconnect Mode” will turn out “Always on”.

¢ Manual — Click the “Connect” button on “WAN Information” in the Overview page to connect to the
Internet.

v Idle Time : Time to last before disconnecting PPPoE session when it is idle. Enter preferred Idle Time in
minutes. Default is “0”, indicates disabled. When Idle time is disabled, the “Reconnect Mode” will turn out

“Always on”

v MTU : By default, it's 1492 bytes. MTU stands for Maximum Transmission Unit. Consult with WISP for a
correct MTU setting.

= PPTP : The Point-to-Point Tunneling Protocol (PPTP) mode enables the implementation of secure multi-protocol Virtual
Private Networks (VPNSs) through public networks.

PPTP

IP Address

IP MNetmaszk :
PPTP Server IP Address :

User name

Password :

Reconnect Mode : @AI'.'.'ﬂye Qn O COn Demand O WManual
Idle Time : minutes
MTU ;| 1460

MPPE Encryption : [_] MPPE-40 I wPPE-128

v IP Address : The IP address of the WAN port
v IP Netmask : The Subnet mask of the WAN port
v PPTP Server IP Address : The IP address of the PPTP server
v User Name : Enter User Name for PPTP connection
v Password : Enter Password for PPTP connection
v Reconnect Mode :
e« Always on — A connection to Internet is always maintained.

e On Demand — A connection to Internet is made as needed.
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*f':_ When Time Server is enabled at the “On Demand” mode, the “Reconnect Mode” will turn out “Always on”.

¢ Manual — Click the “Connect” button on “WAN Information” in the Overview page to connect to the

Internet.

v Idle Time : Time to last before disconnecting PPPOE session when it is idle. Enter preferred Idle Time in
minutes. Default is “0”, indicates disabled. When Idle time is disabled, the “Reconnect Mode” will turn out
“Always on”

v MTU : By default, it's 1460 bytes. MTU stands for Maximum Transmission Unit. Consult with WISP for a
correct MTU setting.

v MPPE Encryption : Microsoft Point-to-Point Encryption (MPPE) encrypts data in Point-to-Point
Protocol(PPP)-based dial-up connections or Point-to-Point Tunneling Protocol (PPTP) virtual private
network (VPN) connections. 128-bit key (strong) and 40-bit key (standard) MPPE encryption schemes are
supported. MPPE provides data security for the PPTP connection that is between the VPN client and the
VPN server.

m DNS : Check “No Default DNS Server” or “Specify DNS Server IP” radial button as desired to set up system DNS.
= Primary : The IP address of the primary DNS server.

= Secondary : The IP address of the secondary DNS server.

m  MAC Clone : The MAC address is a 12-digit HEX code uniquely assigned to hardware as identification. Some ISPs
require you to register a MAC address in order to access to Internet. If not, you could use default MAC or clone MAC
from a PC.

MAC Clone
® Keep Default MAC Address
O Clene MAC Address: 00:1A:92:9F:A4:98

O Manual MAC Address:

2> Keep Default MAC Address : Keep the default MAC address of WAN port on the system.

= Clone MAC Address : If you want to clone the MAC address of the PC, then click the Clone MAC Address
button. The system will automatically detect your PC's MAC address.

@  The Clone MAC Address field will display MAC address of the PC connected to system. Click “Save” button can
—~ make clone MAC effective.

= Manual MAC Address : Enter the MAC address registered with your ISP.

Click Save button to save your changes. Click Reboot button to activate your changes
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8.1.3 Configure DDNS Setup
Dynamic DNS allows you to map domain name to dynamic IP address.
Please click on System -> DDNS Setup and follow the below setting.

Dynamic DNS Setup

il arme
e e

[ r——

m  Enabled: By default, it's “Disable”. The mapping domain name won’t change when dynamic IP changes. The beauty

of it is no need to remember the dynamic WAP IP while accessing to it.
m  Service Provider: Select the preferred Service Provider from the drop-down list including dyndns, dhs, ods and tzo
m  Hostname: Host Name that you register to Dynamic-DNS service and export.

m  User Name & Password: User Name and Password are used to login DDNS service.

Click Save button to save your changes. Click Reboot button to activate your changes
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8.1.4 Configure LAN Setup
Here are the instructions for how to setup the local IP Address and Netmask.

Please click on System -> LAN and follow the below setting.

LAN Setup

AN IF DHCF Server
P Adgreas || 192.168.2.254 DHCP . 7 Enabie & Disabte

Netmasi ©| 258,255, 255.0

Bave

m  LAN IP: The administrator can manually setup the LAN IP address.
= |IP Address : The IP address of the LAN port; default IP address is 192.168.2.254
= IP Netmask : The Subnet mask of the LAN port; default Netmask is 255.255.255.0

m  DHCP Setup : Devices connected to the system can obtain an IP address automatically when this service is enabled.

DHCP Server
DHCP: ® Enable O Disable
StartIP:|192.168.2.10
End IP:[192.168.2.70
DNS1IP:
DNSZ 1P
WINS 1P -
Domain :

Lease Time :

DHCP : Check Enable button to activate this function or Disable to deactivate this service.

v oV

Start IP / End IP: Specify the range of IP addresses to be used by the DHCP server when assigning IP address
to clients. The default range IP address is 192.168.2.10 to 192.168.2.70, the netmask is 255.255.255.0

DNS1 IP: Enter IP address of the first DNS server; this field is required.
DNS2 IP : Enter IP address of the second DNS server; this is optional.
WINS IP : Enter IP address of the Windows Internet Name Service (WINS) server; this is optional.

Domain : Enter the domain name for this network.

v v v v

Lease Time: The IP addresses given out by the DHCP server will only be valid for the duration specified by
the lease time. Increasing the time ensure client operation without interruptions, but could introduce potential
conflicts. Lowering the lease time will avoid potential address conflicts, but might cause more interruptions to the
client while it will acquire new IP addresses from the DHCP server. Default is 86400 seconds

Click Save button to save your changes. Click Reboot button to activate your changes
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8.2 Wireless LAN Network Creation

The network manager can configure related wireless settings, General Settings, Advanced Settings, Virtual AP(VAP)

Setting, Security Settings, and MAC Filter Settings.

8.2.1 Wireless General Setup
The administrator can change the data transmission, channel and output power settings for the system. Please click on

Wireless -> General Setup and follow the below setting.

Viraless Setup

m  MAC Address : The MAC address of the Wireless interface is displayed here.

m  Band Mode : Select an appropriate wireless band; bands available are 801.11a or 802.11a/n mixed mode.

m AP Isolation : Select Enable, all clients will be isolated from each VAP, that means different VAP's clients can not

reach to each other.

®  Transmit Rate Control : Select the desired rate from the drop-down list; the options are auto or ranging from 6 to
54Mbps only for 802.11a mode.

m  Country : Select the desired country code from the drop-down list; the options are US, ETSI, JP and NONE.
m  Channel/Frequency : The channel range will be changed by selecting different country code. Below depicts the

channel range for different Country.

Country  Channel

us 36, 40, 44, 48, 52, 56, 60, 64, 149, 153, 157, 161

ETSI 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140

JP 36, 40, 44, 48

NONE 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 132, 136, 140, 149, 153, 157, 161

m  Tx Power : You can adjust the output power of the system to get the appropriate coverage for your wireless network.
Specify digit numbers between 1 to 100 (the unit is %) for your environment. If you are not sure which setting to

choose, then keep the default setting, 100%.

When Band Mode select in 802.11a only mode, the HT(High Throughput) settings should be hidden immediately.
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m  HT TxStream/RxStream : By default, it's 2.
m  Operating Mode : By default, it's Mixed Mode.

= Mixed Mode : In this mode packets are transmitted with a preamble compatible with the legacy 802.11a/g, the
rest of the packet has a new format. In this mode the receiver shall be able to decode both the Mixed Mode

packets and legacy packets.
= Green Field : In this mode high throughput packets are transmitted without a legacy compatible part.
m  Channel Bandwidth : The "20/40” MHz option is usually best. The other option is available for special circumstances.

m  Guard Interval : Using “Auto” option can increase throughput. However, it can also increase error rate in some
installations, due to increased sensitivity to radio-frequency reflections. Select the option that works best for your
installation.

m  MCS : This parameter represents transmission rate. By default (Auto) the fastest possible transmission rate will be

selected. You have the option of selecting the speed if necessary. (Refer to Appendix C. MCS Data Rate)
m  Reverse Direction Grant(RDG) : Disable or enable reserve direction grant. Default is enabled.

m  A-MSDU : Aggregated Mac Service Data Unit. Select Enable to allow aggregation for multiple MSDUs in one MPDU
Default is disabled.

m  Auto Block ACK : Disable or enable auto block ACK. Default is enabled.

m  Decline BA Request : Disable or enable decline BA request. Default is disabled.

Change these settings as described here and click Save button to save your changes. Click Reboot button to activate

your changes. The items in this page are for AP's RF general settings and will be applied to all VAPs and WDS Links.

220



User Manual
802.11a/n High Power Wireless Outdoor Bridge/AP

8.2.2 Wireless Advanced Setup

To achieve optimal wireless performance, it is necessary to tweak advance setting per requirements properly, not
necessary higher the better or lower.

The administrator can change the RTS threshold and fragmentation threshold settings for the system. Please click on

Wireless -> Advanced Setup and follow the below setting.

Wireless Setup

Advanced Setup

Shart Slot : & Enable O Disatie
Extra Slat Time : |9 us
ACK Timeout : |32 us
Beacon Interval ;| 100 ms
DTIM Interval : |1 ms

Fragment Threzhold : 2346

RTS Threshold @ | 2347

Short Preamble : @ Enable O pisable
Tx Burst : @ Enable O pisable
Pkt_Aggregate : l@'Enat:l& ODiaabI&
EEE 202 11H(OFS) - & Enable O Disatie

wil - O Enable (3 Dizable

Save

m  Short Slot : By default, it's “Enable” for educing the slot time from the standard 20 microseconds to the 9
microsecond short slot time

Slot time is the amount of time a device waits after a collision before retransmitting a packet. Reducing the slot time
decreases the overall back-off, which increases throughput. Back-off, which is a multiple of the slot time, is the
random length of time a station waits before sending a packet on the LAN. For a sender and receiver own right of the
channel the shorter slot time help manage shorter wait time to re-transmit from collision because of hidden wireless
clients or other causes. When collision sources can be removed sooner and other senders attempting to send are
listening the channel(CSMA/CA) the owner of the channel should continue ownership and finish their transmission
and release the channel. Then, following ownership of the channel will be sooner for the new pair due to shorter slot
time. However, when long duration of existing collision sources and shorter slot time exist the owners might
experience subsequent collisions. When adjustment to longer slot time can’t improve performance then RTS/CTS
could supplement and help improve performance.

m  Extra Slot Time : Slot time is in the range of 1~255 and set in unit of microsecond. The default value is 9

microsecond.

& When you enable Short Slot and set Extra Slot time to “10”, the actual Slot Time=9+10 us.
—~ When you disable Short Slot and set Extra Slot time to “10”, the actual Slot Time=20+10 us.
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ACK Timeout : ACK timeout is in the range of 1~255 and set in unit of microsecond. The default value is 32
microsecond.

All data transmission in 802.11b/g request an “Acknowledgement” (ACK) send by receiving radio. The transmitter will
resend the original packet if correspondent ACK failed to arrive within specific time interval, also refer to as “ACK

Timeout”.

ACK Timeout is adjustable due to the fact that distance between two radio links may vary in different deployment.
ACK Timeout makes significant influence in performance of long distance radio link. If ACK Timeout is set too short,
transmitter will start to “Resend” packet before ACK is received, and throughputs become low due to excessively high
re-transmission.

ACK Timeout is best determined by distance between the radios, data rate of average environment. The Timeout
value is calculated based on round-trip time of packet with a little tolerance, So, if experiencing re-transmissions or
poor performance the ACK Timeout could be made longer to accommodate.

e Slot Time and ACK Timeout settings are for long distance links. It is important to tweak settings to achieve the
—~ optimal result based on requirement.

Beacon Interval : Beacon Interval is in the range of 20~1024 and set in unit of millisecond. The default value is 100

msec.

Access Point (AP) in IEEE 802.11 will send out a special approximated 50-byte frame, called “Beacon”. Beacon is
broadcast to all the stations, provides the basic information of AP such as SSID, channel, encryption keys, signal

strength, time stamp, support data rate.

All the radio stations received beacon recognizes the existence of such AP, and may proceed next actions if the

information from AP matches the requirement. Beacon is sent on a periodic basis, the time interval can be adjusted.

By increasing the beacon interval, you can reduce the number of beacons and associated overhead, but that will
likely delay the association and roaming process because stations scanning for available access points may miss the
beacons. You can decrease the beacon interval, which increases the rate of beacons. This will make the association
and roaming process very responsive; however, the network will incur additional overhead and throughput will go

down.

DTIM Interval : The DTIM interval is in the range of 1~255. The default is 1.

DTIM is defined as Delivery Traffic Indication Message. It is used to notify the wireless stations, which support power
saving mode, when to wake up to receive multicast frame. DTIM is necessary and critical in wireless environment as
a mechanism to fulfill power-saving synchronization.

A DTIM interval is a count of the number of beacon frames that must occur before the access point sends the
buffered multicast frames. For instance, if DTIM Interval is set to 3, then the Wi-Fi clients will expect to receive a

multicast frame after receiving three Beacon frame. The higher DTIM interval will help power saving and possibly
decrease wireless throughput in multicast applications.
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m  Fragment Threshold : The Fragment Threshold is in the range of 256~2346 byte. The default is 2346 byte.

Each Wi-Fi packet can be divided into smaller packets, marked with a sequential fragment number and re-assemble
in the receiving ends. The purpose is to make a short frame, instead of long frame, transmitting by radio in a heavy
noisy environment. Because of sending smaller frames, corruptions are much less likely to occur. The pros is obvious,
the cons is the overhead for transmission. So, in a clean environment, higher fragment threshold can be an option to

increase throughput.

Fragmentation will be triggered by setting the Fragment Threshold, usually in Byte-length. Only when the frame size

is over the Threshold, fragmentation will take place automatically.
m  RTS Threshold : TRTS Threshold is in the range of 1~2347 byte. The default is 2347 byte.

The main purpose of enabling RTS by changing RTS threshold is to reduce possible collisions due to hidden wireless
clients. RTS in AP will be enabled automatically if the packet size is larger than the Threshold value. By default, RTS

is disabled in a normal environment supports non-jumbo frames.
m  Short Preamble : By default, it's “Enable”. To Disable is to use Long 128-bit Preamble Synchronization field.

The preamble is used to signal "here is a train of data coming" to the receiver. The short preamble provides 72-bit

Synchronization field to improve WLAN transmission efficiency with less overhead.
m  Tx Burst : By default, it's “Enable”. To Disable is to deactivate Tx Burst.

With TX burst enabled, AP will send many packets in a burst, without collision detection and RTS/CTS for each packet. TX

Burst have better throughput but cause interference with other APs in channel.
m Pkt Aggregate : By default, it's “Enable”

Increase efficiency by aggregating multiple packets of application data into a single transmission frame. In this way,

802.11n networks can send multiple data packets with the fixed overhead cost of just a single frame.
m  |[EEE802.11H (DFS) : By default, it's “Enable”. To Disable is to deactivate IEEE802.11H(DFS)
With DFS(Dynamic Frequency Selection) enabled, radio is operating on one of the following channels, the wireless

device uses DFS to monitor the operating frequency and switch to another frequency or reduce power as necessary:

DFS Channels 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128, 136, 140

The maximum legal transmit power is greater for some 5 GHz channels than for others. When the wireless device
randomly selects a 5 GHz channel on which power is restricted, the wireless device automatically reduces transmit

power to comply with power limits for that channel in that regulatory domain.

The Channel 52-140 is DFS channel. If tuen on IEEE802.11H, AP Will have 60 sec to do channel available
e check, and will not send beacon and can not be connect. When WLO-15814N / WLO-15802N detect
radar(5GHz) signal, the AP will switch channel and stop beacon trasmit between 15 sec.

m  WMM : By default, it's “Disable”. To Enable is to use WMM and the WMM parameters should appears.
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WMM Parameters of Access Point

Aifsn
AC_BE 3
AC_BK 7
AC_VI 1
AC_V! 1

15 &8

15 &

L

3 |w

CWNin

WMM Parameters of Station

AC_BE
AC_BK
AC_WM

AC_W

Aifsn

3

7

2

2

CWMin

15 &8

15 8

CWMax

63 &

1023 &8

15 &

7 |

Txop ACM
0 O
0 O
94 O
47 F
CWMax Txop
1023 (v 0
1023 |8 0
15 |4 a4
7 47
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O

O 0O o

ACM

AckPolicy

O 0O 0

*:‘:. When you enable WMM, the “Tx Burst” will be Disabled automatically by system.

2> WMM Parameters of Access Point : This affects traffic flowing from the access point to the client station

Data Transmitted

DR AP to Clients P
AC_BK Background. Low
AC_BE Best Effort Medium
AC VI Video High
AC_VO Voice High

Description

High throughput. Bulk data that requires maximum throughput and is not time-

sensitive is sent to this queue (FTP data, for example).

Medium throughput and delay. Most traditional IP data is sent to this queue
Minimum delay. Time-sensitive video data is automatically sent to this queue

Time-sensitive data like VoIP and streaming media are automatically sent to this
queue

Configuring QoS options consists of setting parameters on existing queues for different types of wireless traffic.

You can configure different minimum and maximum wait times for the transmission of packets in each queue

based on the requirements of the media being sent. Queues automatically provide minimum transmission delay

for Voice, Video, multimedia, and mission critical applications, and rely on best-effort parameters for traditional 1P

data.

As an Example, time-sensitive Voice & Video, and multimedia are given effectively higher priority for transmission

(lower wait times for channel access), while other applications and traditional IP data which are less time-

sensitive but often more data-intensive are expected to tolerate longer wait times.
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Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data frames

CWmin : Minimum Contention Window. This parameter is input to the algorithm that determines the initial
random backoff wait time ("window") for retry of a transmission. The value specified here in the Minimum
Contention Window is the upper limit (in milliseconds) of a range from which the initial random backoff wait

time is determined.

CWmax : Maximum Contention Window. The value specified here in the Maximum Contention Window is
the upper limit (in milliseconds) for the doubling of the random backoff value. This doubling continues until
either the data frame is sent or the Maximum Contention Window size is reached. Once the Maximum
Contention Window size is reached, retries will continue until a maximum number of retries allowed is
reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The value for "cwmax"

must be higher than the value for "cwmin".

Txop : Transmission Opportunity is an interval of time when a WME AP has the right to initiate
transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the Transmission
Opportunity (TXOP) for AP; that is, the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and AC_VO. When you do not click
Checkbox, it means that the ACM is controlled by the connecting AP. If you click Checkbox, it means that the
Client is in charge.

AckPolicy : Acknowledgment Policy, WMM defines two ACK policies: Normal ACK and No ACK. Click
“Checkbox” indicates “No ACK”

When the no acknowledgment (No ACK) policy is used, the recipient does not acknowledge received
packets during wireless packet exchange. This policy is suitable in the environment where communication
quality is fine and interference is weak. While the No ACK policy helps improve transmission efficiency, it
can cause increased packet loss when communication quality deteriorates. This is because when this policy

is used, a sender does not retransmit packets that have not been received by the recipient.

When the Normal ACK policy is used, the recipient acknowledges each received unicast packet.

2> WMM Parameters of Station : This affects traffic flowing from the client station to the access point.

Queue

AC_BK

AC_BE
AC_V

AC_VO

Data Transmitted

Clients to AP Priority Description
Background. Low H|gh.t.hroyghput. Bulk data that requires maximum throughput and is not time-
sensitive is sent to this queue (FTP data, for example).
Best Effort Medium Medium throughput and delay. Most traditional IP data is sent to this queue
Video High  Minimum delay. Time-sensitive video data is automatically sent to this queue
. . Time-sensitive data like VolP and streaming media are automatically sent to this
Voice High queue

Aifsn : The Arbitration Inter-Frame Spacing Number specifies a wait time (in milliseconds) for data frames

CWmin : Minimum Contention Window. This parameter is input to the algorithm that determines the initial
random backoff wait time ("window") for retry of a transmission. The value specified here in the Minimum
Contention Window is the upper limit (in milliseconds) of a range from which the initial random backoff wait

time is determined.

CWmax : Maximum Contention Window. The value specified here in the Maximum Contention Window is
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the upper limit (in milliseconds) for the doubling of the random backoff value. This doubling continues until

either the data frame is sent or the Maximum Contention Window size is reached. Once the Maximum
Contention Window size is reached, retries will continue until a maximum number of retries allowed is
reached. Valid values for the "cwmax" are 1, 3, 7, 15, 31, 63, 127, 255, 511, or 1024. The value for "cwmax"
must be higher than the value for "cwmin".

v Txop : Transmission Opportunity is an interval of time when a WME AP has the right to initiate
transmissions onto the wireless medium (WM). This value specifies (in milliseconds) the Transmission
Opportunity (Txop) for AP; that is, the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

v ACM : Admission Control Mandatory, ACM only takes effect on AC_VI and AC_VO. When you do not click
Checkbox, it means that the ACM is controlled by the connecting AP. If you click Checkbox, it means that the

Client is in charge.

Click Save button to save your changes. Click Reboot button to activate your changes. The items in this page are for
AP's RF advanced settings and will be applied to all VAPs and WDS Links.
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8.2.3 Create Virtual AP (VAP)
The WLO-15814N / WLO-15802N support broadcasting multiple SSIDs, allowing the creation of Virtual Access Points,

partitioning a single physical access point into 7 logical access points, each of which can have a different set of security
and network settings. Figure 8-2 shows multiple SSIDs with security type settings.

WAN
192.168.1.254

sEEsAESEEES

Figure 8-2  Multiple SSIDs with different Security Type

8.2.3.1 Virtual AP Overview

The administrator can view all of the Virtual AP's settings via this page.

Please click on Wireless -> Virtual AP Setup and the Virtual AP Overview Page appears.

Virtual AP Overview

VAP List
' VAP ESSID MAC Address Status Security Type MAC Filter  Edit
Primary &P  Main_AFP 00 1AS001 C6 52 On Disable Disable Edit
VAR 00:00:00:00:00:00 off Disable Disable Edit
Vap? 0:0.00:00:00:00:00 off D=able Dizabls Edit
VAP3 00:00:00:00:00.00 o Disable Disable dit
Vapd 00:00:00:00:00.00 Off Dizable Dizable 411
WAPS 00:00:00:00:00:00 o Dizable Disabie Edtt
VP 00:00:00:00:00:00 ofr Disable Disabie Edt |

m VAP : Indicate the system's Virtual AP.
m  ESSID : Indicate the ESSID of the respective Virtual AP

m  MAC Address : The MAC address of the VAP Interface is displayed here. When you enable AP and reboot system,
the MAC address will display here.

m  Status : Indicate the Status of the respective Virtual AP. The Primary AP always on.
m  Security Type : Indicate an used security type of the respective Virtual AP.
m MAC Filter : Indicate an used MAC filter of the respective Virtual AP.

m  Edit : Click Edit button to configure Virtual AP's settings, including security type and MAC Filter.
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8.2.3.2 Virtual AP Setup

For each Virtual AP, administrators can configure SSID, SSID broadcasting, Maximum number of client associations,

security type settings.

Click Edit button on the Edit column, and then a Virtual AP setup page appears.

VAP 1 Setup
Baounly MAL Filler
Enabie 47 - ) Enatie @ oisanie Action : | Desable s
ESSD

Chenl lsnlation - (2 Enatie (%) Diakie

Hiden 550 - ) Enntin @ Disain

Hazimem Chents || 32
WLAN TaglD ":: Enabie :E," Dimakls (1-4084
Securily Typs . | Dicable L
LAV

m  Enable AP: By default, it's “Disable” for VAP1 ~ VAP6. The Primary AP always enabled.
Select “Enable” to activate VAP or click “Disable” to deactivate this function

m  ESSID: Extended Service Set ID, When clients are browsing for available wireless networks, this is the SSID that
will appear in the list. ESSID will determine the service type available to AP's clients associated with the specified
VAP.

m Client Isolation : Select Enable, all clients will be isolated from each other, that means all clients can not reach to

other clients. Below Figures depict Client Isolation and AP Isolation

Bt

-

m  Hidden SSID : By default, it's “Disable”.

Enable this option to stop the SSID broadcast in your network. When disabled, people could easily obtain the SSID
information with the site survey software and get access to the network if security is not turned on. When enabled,
network security is enhanced. It's suggested to enable it after AP security settings are archived and setting of AP

clients could make to associate to it.

®  Maximum Clients : The default value is 32. You can enter the number of wireless clients that can associate to a

particular SSID. When the number of client is set to 5, only 5 clients at most are allowed to connect to this VAP.
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L

-

In this mode, the system does not support VLAN Tag(ID) function.

Security Type : Select the desired security type from the drop-down list; the options are Disable, WEP, WPA-PSK,
WPA2-PSK, WPA-Enterprise, WPA2-Enterprise and WEP 802.1X.

>

=4

Disable : Data are unencrypted during transmission when this option is selected.

WEP : Wired Equivalent Privacy(WEP) is a data encryption mechanism based on a 64-bit or 128-bit shared key.

WEP
Authentication Type - ® oreN (O sHARED O WEPAUTO
Key Index ;[ 1 v
WEP Key 1:
WEP Key 2 :
WEP Key 3 :

WEP Key 4 :

Authentication Method : Enable the desire option among OPEN, SHARED or WEPAUTO.

>

Key Index : Key index is used to designate the WEP key during data transmission. 4 different WEP keys can

be entered at the same time, but only one is chosen.
WEP Key # : Enter HEX or ASCII format WEP key value; the system supports up to 4 sets of WEP keys.
Key Length  Hex ASCII

64-bit 10 characters 5 characters
128-bit 26 characters 13 characters

WPA-PSK (or WPA2-PSK) : WPA (or WPA2) Algorithms, allows the system accessing the network by using the
WPA-PSK protected access.

WPA General
Cipher Suite : | AES | W
Pre-shared Key :

Group Key Update Period : 3600 |=econds

v Cipher Suite : By default, it is AES. Select either AES or TKIP cipher suites

v Pre-shared Key : Enter the pre-shared key; the format shall go with the selected key type.

e

Pre-shared key can be entered with either a 256-bit secret in 64 HEX digits format, or 8 to 63 ASCII characters.

v Group Key Update Period : By default, it is 3600 seconds. This time interval for rekeying GTK,

broadcast/multicast encryption keys, in seconds. Entering the time-length is required.
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> WPA-Enterprise (or WPA2-Enterprise): The RADIUS authentication and encryption will be both enabled if this

is selected.

WPA, General
Cipher Suite ;| AES  |W
Group Key Update Period : | 3600 |=seconds
PMK Cache Period : |10 rrinute

Pre-Authentication : '@' Dizable D Enable

Authentication RADIUS Server
Authentication Server
Port:|1812
Shared Secret

Sezzion Timeout ;|0

v WPA General Settings :

Cipher Suite : By default, it is AES. Select either AES or TKIP cipher suites

Group Key Update Period : By default, it's 3600 seconds. This time interval for rekeying GTK,
broadcast/multicast encryption keys, in seconds. Entering the time-length is required.

PMK Cache Period : By default, it's 10 minutes. Set WPA2 PMKID cache timeout period, after time
out, the cached key will be deleted.

Pre-Authentication : By default, it's “Disable”. To Enable is use to speed up roaming before pre-
authenticating IEEE 802.1X/EAP part of the full RSN authentication and key handshake before actually

associating with a new AP.

“f’; PMK Cache Period and Pre-Authentication is used in WPA2-Enterprise

v Radius Server Settings :

IP Address : Enter the IP address of the Authentication RADIUS server.
Port : By default, it's 1812. The port number used to communicate with RADIUS server.
Shared secret : A secret key used between system and RADIUS server. Supports 8 to 64 characters.

Session Timeout : The Session timeout is in the range of 0~60 seconds. The defaultis 0 to disable

re-authenticate service.

Amount of time before a client will be required to re-authenticate.
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=2 WEP 802.1X : When WEP 802.1x Authentication is enabled, please refer to the following Dynamic WEP and

RADIUS settings to complete configuration.

— 802.1x WEP
Dwnamic WEP : Enable

— Authentication RADIUS Server

Authentication Server :| |

F‘u:lrt:

Shared Secret | |

Session Timeout : EI

v Radius Server Settings :
o [P Address : Enter the IP address of the Authentication RADIUS server.
e Port: By default, it's 1812. The port number used to communicate with RADIUS server.
e Shared secret : A secret key used between system and RADIUS server. Supports 8 to 64 characters.
e Session Timeout: The Session timeout is in the range of 0~60 seconds. The defaultis 0 to disable
re-authenticate service.

Amount of time before a client will be required to re-authenticate.

Click Save button to save your changes. Click Reboot button to activate your changes
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8.2.4 Wireless MAC Filter Setup

Continue 8.2.3.2 Virtual AP Setup section. For each Virtual AP setting, the administrator can allow or reject clients to

access each Virtual AP.

MAC Filter
Action ;| Only Deny List MAC |»
Add a station MAC Add
Enable Disable

m MAC Filter Setup : By default, it's “Disable”. Options are Disable, Only Deny List MAC or Only Allow List MAC.
Two ways to set MAC filter rules :
= Only Allow List MAC.

The wireless clients in the “Enable” list will be allowed to access the Access Point; All others or clients in the

“Disable” list will be denied.
= Only Deny List MAC.

The wireless clients in the “Enable” list will be denied to access the Access Point; All others or clients in the

“Disable” list will be allowed.

m  Add astation MAC : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add” button, then the MAC address
should display in the “Enable” List.

There are a maximum of 20 clients allowed in this “Enable” List. The MAC addresses of the wireless clients can be added

and removed to the list using the Add and Remove buttons.

Click Reboot button to activate your changes

MAC Access Control is the weakest security approach. WPA and WPA2 security method is highly

*f,. recommended.
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8.3 Wireless Network Expansion

The administrator could create WDS Links to expand wireless network. When WDS is enabled, access point functions as
a wireless bridge and is able to communicate with other access points via WDS links. A WDS link is bidirectional and
both side must support WDS. Access points know each other by MAC Address. In other words, each access
point needs to include MAC address of its peer. Ensure all access points are configured with the same channel

and own same security type settings.

B8
NAT  WDS B
Remote
. Base Station
_@___' SSID : Main AP g
WAN : WLAN

192.168.1.254 °

Please click on Wireless -> WDS Setup and follow the below setting.

WDS Satup

o MAL List
sable W Enaces W5 Peer's MAC Address Descnoion

000

m  Security Type : Option is “Disable”, “WEP”, “TKIP"or “AES” from drop-down list. Needs the same type to build WDS
links. Security type takes effect when WDS is enabled.

> WEP Key : Enter 5/ 13 ASCIl or 10 / 26 HEX format WEP key.
= TKIP Key : Enter 8 to 63 ASCII or 64 HEX format TKIP key.
> AES Key : Enter 8 to 63 ASCII or 64 HEX format AES key.

m  WDS MAC List

= Enable : Click Enable to create WDS link.
> WDS Peer's MAC Address : Enter the MAC address of WDS peer.

= Description : Description of WDS link.

*‘; The WDS link needs to be set at same Channel and with same Security Type.

Click Save button to save your changes. Click Reboot button to activate your changes
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Administrator could specify geographical location of the system via instructions in this page. Administrator could also

enter new Root and Admin passwords and allow multiple login methods.

Please click System -> Management and follow the below settings.

Management Setup

System Information
System Name : | WLO-15802N
Description : |802.11a/n Wireless Outdoor Bridge, 2C

Location :

Root Password
Mew Root Password .

Check Root Password :
Admin Password

New Admin Pazzword :

Check New Password :

System Information

Admin Login Methods

Enable HTTP: [] port: 20
Enable HTTPS : [] port:[443
Enable Telnet : Port:|23
Enable 55H : [4] Port:[22
Host Key Footprint : |ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAGW!
Ping Watchdog
Ping Watchdog : O Enable @ Dizable
IP Addresz To Ping :
Ping Interval : Seconds
Startup Delay : Seconds

Failure Count To Reboot :

Save

= System Name : Enter a desired name or use the default one.

= Description : Provide description of the system.

= Location : Enter geographical location information of the system. It helps administrator to locate the system

easier.

The system supports two management accounts, root and admin. The network manager is assigned with full

administrative privileges, when logging in as root user, to manage the system in all aspects. While logging in as an

admin user, only subset of privileges is granted such as basic maintenance. For example, root user can change

passwords for both root and admin account, and admin user can only manage its own. For more information about

covered privileges for these two accounts, please refer to Appendix D. Network manager Privileges.

= New Password : Enter a new password if desired

Root Password : Log in as a root user and is allowed to change its own, plus admin user’s password.

= Check New Password : Enter the same new password again to check.

= New Password : Enter a new password if desired

Admin Password : Log in as a admin user and is allowed to change its own,

= Check New Password : Enter the same new password again to check.
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Admin Login Methods : Only root user can enable or disable system login methods and change services port.

2> Enable HTTP : Check to select HTTP Service.

= HTTP Port : The default is 80 and the range is between 1 ~ 65535.
2> Enable HTTPS : Check to select HTTPS Service

= HTTPS Port : The default is 443 and the range is between 1 ~ 65535.

\ ¥

If you already have an SSL Certificate, please click “UploadKey” button to select the file and upload it.

Enable Telnet : Check to select Telnet Service
Telnet Port : The default is 23 and the range is between 1 ~ 65535.
Enable SSH : Check to select SSH Service

v v Vv

SSH Port : Please The default is 22 and the range is between 1 ~ 65535.

Click “GenerateKey” button to generate RSA private key. The “host key footprint” gray blank will display content
—~ 0of RSA key.

Ping Watchdog : The ping watchdog sets the WLO-15814N / WLO-15802N Device to continuously ping a user
defined IP address (it can be the internet gateway for example). If it is unable to ping under the user defined
constraints, the WLO-15814N / WLO-15802N device will automatically reboot. This option creates a kind of "fail-
proof' mechanism.

Ping Watchdog is dedicated for continuous monitoring of the particular connection to remote host using the Ping tool.
The Ping works by sending ICMP “echo request” packets to the target host and listening for ICMP “echo response”

replies. If the defined number of replies is not received, the tool reboots the device.
= Enable Ping Watchdog : control will enable Ping Watchdog Tool.
= |IP Address To Ping : specify an IP address of the target host which will be monitored by Ping Watchdog Tool.

= Ping Interval : specify time interval (in seconds) between the ICMP “echo requests” are sent by the Ping
Watchdog Tool. Default is 300 seconds.

= Startup Delay : specify initial time delay (in seconds) until first ICMP “echo requests” are sent by the Ping
Watchdog Tool. The value of Startup Delay should be at least 60 seconds as the network interface and wireless

connection initialization takes considerable amount of time if the device is rebooted. Default is 300 seconds.

= Failure Count To Reboot : specify the number of ICMP “echo response” replies. If the specified number of

ICMP “echo response” packets is not received continuously, the Ping Watchdog Tool will reboot the device.
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Click Save button to save your changes. Click Reboot button to activate your changes

Without a valid certificate, users may encounter the following problem in IE7 when they try to access system's WMI

(https://192.168.2.254). There will be a “Certificate Error”, because the browser treats system as an illegal website.

2 Centificate Evpor: Havigation Blocked - Windows Intermet Explores

@-:- ‘ - B 192,168 2. 254

Fle Edt Vew Favortes Took  Help

G Faembes |k B = | Free botmad 8 -
8 Cartificats Dimor: Navigation [odhad

Q There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authaorty.
The security certificate presented by this website was issued for a different website's address.

Secunty certificate problems may indicate an attempt to fool you or intércept any data you
zend to the server.

We recommend thal you close This webpage and do nol conlinee o this websile.
'ﬂ Chck here to dose this webpage
w Continue to this website (not reco r“'l'fE‘l'lJEd:l.

= More information

“Continue to this website” to access the system's WMI. The system's Overview page will appear.
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8.4.2 Configure System Time
System time can be configured via this page, and manual setting or via a NTP server is supported.

Please click on System -> Time Server and follow the below setting.

Time Server Setup

System Time
Local Time : 2000401101 Sat 00:05:44

NTP Client
Enable : D
Defautt NTP Server : (optional)
Time Zone :

Daylight saving time :

Save

m  Local Time : Display the current system time.

m  NTP Client : To synchronize the system time with NTP server.

= Enable : Check to select NTP client.

= Default NTP Server : Select the NTP Server from the drop-down list.
= Time Zone : Select a desired time zone from the drop-down list.
>

Daylight saving time : Enable or disable Daylight saving.

If the system time from NTP server seems incorrect, please verify your network settings, like default Gateway
—= and DNS settings

Click Save button to save your changes. Click Reboot button to activate your changes
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8.4_3 Configure UPnP

Universal Plug and Play(UPnP) is an architecture to enable pervasive peer-to-peer network connectivity between PCs,
intelligent devices and appliances when UPnP is supported. UPnP works on TCP/IP network to enable UPnP devices to

connect and access to each other, very well adopted in home networking environment.

UPNP Setup

UPNP
’7 Uenp: O nale @ Disable

m UPnP : By default, it's “Disable”. Select “Enable” or “Disable” of UPnP Service.
Click Save button to save changes and click Reboot button to activate changes

For UPnP to work in Windows XP, the “WLO-15814N / WLO-15802N" must be available in “My Network Places”, as
shown here: (your specific model may vary)

;. My Metwork Places

File Edit Miew Favorites  Tools  Help

@Back i > | I? k._.\-'Search b Folders v

Address I‘-j My Metwark Places

MNarne Comments Computer = MNetwark Location
Network Tasks AN W wio-15802M 802.11a/n Wireless Outdoar Bridge, 200mW  WLO-15802N  Local Metwark

If these devices are not available, you should verify that the correct components and services are loaded in Windows XP.
Please refer to Appendix E. Using UPnP on Windows XP
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8.4_.4 Configure SNMP Setup

SNMP is an application-layer protocol that provides a message format for communication between SNMP managers and

agents. By enabling SNMP function, the administrator can obtain the system information remotely.

Please click on System -> SNMP Setup and follow the below setting.

SNMP Setup

®  SNMP v2c Enable: Check to enable SNMP v2c.

SNMP vZ2c
Enable :
ro community :

W COmmunity :

= ro community : Set a community string to authorize read-only access.

= rw community : Set a community string to authorize read/write access.

] SNMP v3 Enable: Check to enable SNMP v3.

SNMPv3 supports the highest level SNMP security.

SNMP v3
Enable :
SNMP ro user :
SNMP ro password :
SNMP rw user :

SNMP rw password :

SNMP ro user : Set a community string to authorize read-only access.
SNMP ro password : Set a password to authorize read-only access.

SNMP rw user : Set a community string to authorize read/write access.

v v v Y

SNMP rw password : Set a password to authorize read/write access.

m  SNMP Trap : Events such as cold start, interface up & down, and association & disassociation will report to an

assigned server.
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— SNMP Trap
Enable :

Cummun'rty:l

P

P2

P3|

P4

2> Community : Set a community string required by the remote host computer that will receive trap messages or

notices send by the system.

= |IP: Enter the IP addresses of the remote hosts to receive trap messages.

Click Save button to save changes and click Reboot button to activate.
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8.4.5 Backup / Restore and Reset to Factory

Backup current configuration, restore prior configuration or reset back to factory default configuration can be executed via
this page.

Please click on Utilities -> Profile Setting and follow the below setting.

Save Settings to PC : Click Save button to save the current configuration to a local disk.

Profile Save
Profile Save
Save Seffings To PC
Load Sefings From PC: | (Browse..__Upload

Reset To Factory Defaut ; | Default

o In this page, you cen save your cument configurstion, restore & previously saved configuration, or
reset all of the settings to the facory (default) settings.

File Download §|

Do you want to save this file. or find a program online to open
it?

] Mame;  config.bin
Type: Unknown File Type
From: 192.168.2.254

Find ] ’ Save ] [ Cancel

e While files from the Internet can be useful, some files can potentially
| | )

s harr your computer. [F pou do not trust the source, do not find a

R program to open thiz file or save thiz file. What's the rizk?

Load Settings from PC : Click Browse button to locate a configuration file to restore, and then click Upload button

to upload.

Reset To Factory Default : Click Default button to reset back to the factory default settings and expect Successful
loading message. Then, click Reboot button to activate.
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8.4.6 Firmware Upgrade

Firmware is the main software image that system needs to respond to requests and to manage real time operations.
Firmware upgrades are sometimes required to include new features or bugs fix. It takes around 2 minutes to upgrade
due to complexity of firmware. To upgrade system firmware, click Browse button to locate the new firmware, and then

click Upgrade button to upgrade.

Firmware Upgrade

Firmware Infomation
Firmware Version : Cen-CPE-NSH2 V0.0.4 Beta Version

Firmware Date : 2009-09-03 09:26:27

Update Firmware : H Browse... ]

o From time to time, the product may release new versions of the firmware. You can chedk and
download up-to-date firmware and click Browser button to locate the file from your local harddisk

1. To prevent data loss during firmware upgrade, please back up current settings before proceeding.
t‘: 2. Do not interrupt during firmware upgrade including power on/off as this may damage system.
3. Never perform firmware upgrade over wireless connection or via remote access connection.

242



User Manual
802.11a/n High Power Wireless Outdoor Bridge/AP

8.4.7 Network Utility
The administrator can diagnose network connectivity via the PING and TRACEROUTE utility.

Please click on Utilities -> Network Utility and follow the below setting

Mabwork Ltility

®  Ping : This utility will help ping other devices on the network to verify connectivity. Ping utility, using ICMP packets,
detects connectivity and latency between two network nodes. As result of that, packet loss and latency time are

available in the Result field while running the PING test.

= Destination IP/Domain : Enter desired domain name, i.e. www.google.com, or IP address of the destination,

and click ping button to proceed. The ping result will be shown in the Result field.

= Count : By default, it's 5 and the range is from 1 to 50. It indicates number of connectivity test.

m  Traceroute : Allows tracing the hops from the WLO-15814N / WLO-15802N device to a selected outgoing IP

address. It should be used for the finding the route taken by ICMP packets across the network to the destination host.

The test is started using the Start button, click Stop button to stopped test

= Destination Host : Specifies the Destination Host for the finding the route taken by ICMP packets across the
network.

2> MAX Hop : Specifies the maximum number of hops( max time-to-live value) traceroute will probe.
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8.4.8 Reboot

This function allows user to restart system with existing or most current settings when changes are made. Click Reboot
button to proceed and take around three minutes to complete.

Rehoot

‘fou must be reboot the system after changing settings. Rebooting the system will not delete any
of your configuraticn settings. Clidk reboot button to reboot the system.

A reminder will be available for remaining time to complete. If power cycle is necessary, please wait till completion of the

reboot process.

Please Wait

ai}*f.tem is restarting, please wait for 35 seconds...

The System Overview page appears upon the completion of reboot.
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8.5 Access Control List
8.5.1 IP Filter Setup

Allows to create deny or allow rules to filter ingress or egress packets from specific source and/or to destination IP
address on wired (LAN) or Wireless (WAN) ports. Filter rules could be used to filter unicast or multicast packets on
different protocols as shown in the IP Filter Setup. Important to note that IP filter rules has precedence over Virtual server

rules.

Please click on Advance -> IP Filter Setup and follow the below setting.

IP Filter Setup

= frwwn & ani SOLrCH s Brun B
L el Profocol Lesten Achon Wlertacd Delabs B
Bipssiiask Poil Addiessiiask Porl

Mo [P Rule in e Lis

]
]

m  Source Address/Mask : Enter desired source IP address and netmask; i.e. 192.168.2.10/32.

m  Source Port : Enter a port or a range of ports as start:end; i.e. port 20:80

m  Destination Address/Mask : Enter desired destination IP address and netmask; i.e. 192.168.1.10/32
m  Destination Port : Enter a port or a range of ports as start:end; i.e. port 20:80

m  In/Out : Applies to Ingress or egress packets

m  Protocol : Supports TCP, UDP or ICMP.

m  Listen : Click Yes radial button to match TCP packets only with the SYN flag.

m  Active : Deny to drop and Pass to allow per filter rules

m Interface : The interface that a filter rule applies

e All packets are allowed by default. Deny rules could be added to the filter list to filter out unwanted packets and
_—~ leave remaining allowed.

Click “Save” button to add IP filter rule. Total of 20 rules maximum allowed in the IP Filter List. All rules can be edited or

removed from the List. Click Reboot button to activate your changes.

When you create rules in the IP Filter List, the prior rules maintain higher priority. To allow limited access from a subnet to
a destination network manager needs to create allow rules first and followed by deny rules. So, if you just want one IP
address to access the system via telnet from your subnet, not others, the Example 1 demonstrates it, not rules in the

Example 2.
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= Example 1: Create a higher priority rule to allow IP address 192.168.2.2 Telnet access from LAN port first, and

deny Telnet access from remaining IP addresses in the same subnet.

Source Destination
Rule IP/Mask Port IP/Mask port In/Out Protocol Listen Action Side
1 192.168.2.2/32 192.168.2.254/32 22 In TCP n Pass LAN
2 192.168.2.0/24 192.168.2.254/32 22 In TCP n Deny LAN

> Example 2 : All Telnet access to the system from the IP addresses of subnet 192.168.2.x works with the rule 1

of Example 2. The rule 2 won’t make any difference.

Source Destination
Rule IP/Mask Port IP/Mask port [n/Out Protocol Listen Action Side
1 192.168.2.0/24 192.168.2.254/32 22 In TCP n Deny LAN
2 192.168.2.2/32 192.168.2.254/32 22 In TCP n pass LAN
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8.5.2 MAC Filter Setup

Allows to create MAC filter rules to allow or deny unicast or multicast packets from limited number of MAC addresses.

Important to note that MAC filter rules have precedence over IP Filter rules.

Please click on Advance -> MAC Filter Setup and follow the below setting.

MAC Filter Setup

il w | [Save] ] MAC Address Darbezter L] WAL Address Dirleeter

m  MAC Filter Rule : By default, it's “Disable”. Options are Disabled, Only Deny List MAC or Only Allow List MAC.

Click Save button to save your change.

Two ways to set the MAC Filter List:

2> Only Allow List MAC.

The wireless clients in the MAC Filter List will be allowed to access to Access Point; All others will be denied.
= Only Deny List MAC.

The wireless clients in the MAC Filter List will be denied to access to Access Point; All others will be allowed.

m  MAC Address : Enter MAC address (e.g. aa:bb:cc:00:00:0a) and click “Add” button, then the MAC address should
display in the MAC Filter List.

There are a maximum of 20 clients allowed in this MAC Filter List. The MAC addresses of the wireless clients can be

added and removed to the list using the Add and Delete buttons.

Click Reboot button to activate your changes
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8.5.3 Parental Control Setup

Parental Control allows you to block or allow specific kinds of Internet usage and traffic, such as Internet access,
designated services, and websites.

B
nat  wos . T3
: " Remote
A Facebogk8ase Station
—ai— o
. " * & FE .. !*l RaEssERddRaad .EI g
MSN Q
WAN | WLAN
192.168.1.254
Please click on Advance -> Parental Control and follow the below setting.
Farantal Control
Farenta ' |
Comreni Coommnt
TR = L] fula ACTVE Datata Edil
[Remeve]
e

m  Rules : control can be managed by a rule. Use the settings on this screen to establish an access policy.
= Comment : Enter a descriptive name for this rule for identifying purposes.
> MAC Address : Enter MAC address in valid MAC address format(xx:xx:xx:xx:xx:xx) and click “Add” button to

add in the MAC group of each rule. Click “Remove” button can remove MAC address in the group of each rule.
There are 10 MAC address maximum allowed in each rule.

> Local / Destination IP : Specify local(LAN)/ destination IP addresses range required for this rule. If you specify
local IP addresses range from 192.168.1.1 to 192.168.2.254. The matches a range of local IP addresses
include every single IP address from the first to the last, so the example above includes everything from
192.168.1.1 to 192.168.2.254.
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= Protocol : Select Any or specify protocol(TCP, UDP, ICMP, URL Blocking and Application) from drop-down
list. When you select ICMP or Layer 7 Application , the Local(LAN)/ Destination Port can not used.

If you want to block websites with specific URL address or using specific keywords, enter each URL or keyworks
in the “URL Blocking” field and click “Add” button to add in the URL Blocking list of each rule. Click

“Remove” button can remove URL or keywords.

URL Blocking :

Remowve

2> Local Port : Specify local port(LAN port) range required for this rule
= Destination Port : Specify destination port range required for this rule

= Active : Check Enable button to activate this rule, and Disable to deactivate.

Click “Add” button to add control rule to List. There are 10 rules maximum allowed in this Control List. All rules can be

removed or edited on the List. Click Reboot button to activate your changes.
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8.5.4 QoS Setup

Quality of Service (QoS) refers to both a network's ability to deliver data with minimum delay, and the networking
methods used to control the use of bandwidth. Without QoS, all traffic data is equally likely to be dropped when the
network is congested. This can cause a reduction in network performance and make the network inadequate for time-
critical application such as video-on-demand.

A classifier groups traffic into data flows according to specific criteria such as the source address, destination address,

source port number, destination port number or incoming port number. For example, you can configure a classifier to

select traffic from the same protocol port (such as FTP) to form a flow.

Shaping

Download : 512K
Upload : 256K !

Download : 204BK

: Upload : 1024K
192.168.1.254
WAN: LAN
NAT ; g
=)
B
g

: i Crowin “:"-:'-":5 Ebps g
i Ug : 1004 Ebps
WAN : WLAN
192.168.1.254 °

Please click on Advance -> QoS and follow the below setting.
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QoS Setup

Rul

grren! Comment Remark D3CP BancwedtniUD)
" [daiba Edit
diress | Rt | Huhit

o 205 Ruse in e Lise

RErmicrvs

Rules : Use the rules to define the classifiers. After you define the rules, you can specify action to act upon the traffic

that matches the rules

=4

=4

Comment : Enter a descriptive name for this rule for identifying purposes.

MAC Address : Enter MAC address in valid MAC address format(xx:xx:xx:xx:xx:xx) and click “Add” button to
add in the MAC group of each rule. Click “Remove” button can remove MAC address in the group of each rule.

There are 10 MAC address maximum allowed in each rule.

Local / Destination IP : Specify local(LAN)/ destination IP addresses range required for this rule. If you specify
local IP addresses range from 192.168.1.1 to 192.168.2.254. The matches a range of local [P addresses
include every single IP address from the first to the last, so the example above includes everything from
192.168.1.1 to 192.168.2.254.

DSCP Class : Differentiated services code point, DSCP. Select Any or specify classify traffic from drop-down list.

The Per-Hop Behavior (PHB) is indicated by encoding a 6-bit value—called the Differentiated Services Code
Point (DSCP)—into the 8-bit Differentiated Services (DS) field of the IP packet header. Below depicts class for
DSCP.

v BE : Default PHB, which is typically best-effort traffic
v EF: Expedited Forwarding PHB, dedicated to low-loss, low-latency traffic

v AF : Assured Forwarding PHB, which gives assurance of delivery under conditions. The AF behavior group
defines four separate AF classes. Within each class, packets are given a drop precedence (high, medium or
low). The combination of classes and drop precedence yields twelve separate DSCP encodings from AF11
through AF43 (see table)
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DROP Precedence Class1 Class2 Class3 Class4

Low Drop AF11 AF21 AF31 AF41
Medium Drop AF12 AF22 AF32 AF42
High Drop AF13 AF23 AF33 AF43

Protocol : Select Any or specify protocol from drop-down list. When you select ICMP or Layer 7 Application ,

the Source/ Destination Port can not used.
Local Port : Specify local port(LAN port) range required for this rule

Destination Port : Specify destination port range required for this rule

m  Action : After configuring rule, a policy rule ensures that a traffic flow gets the requested treatment in the network.

>

>

>

Remark DSCP : Specify a new DSCP class, if you want to replace or remark the DSCP
Bandwidth : Click “Enable” to activate function, and click “Disable” to deactivate function

Upload / Download : Specify the bandwidth in kilobit per second (Kbps). Enter a number between 8 to 8192,
default upload is 128 Kbps, download is 1024 Kbps.

Click “Add” button to add QoS rule to List. There are 10 rules maximum allowed in this QoS List. All rules can be removed

or edited on the List. Click Reboot button to activate your changes.

When you create rules on the QoS List, the previous rules have higher priority. . Below depict the examples for explaining

priority of QoS setup.

>

Example 1 : On this setting, the FTP has 1024 Kbps upload and 8196 Kbps download on 192.168.2.10. The
remaining IP address and other remaining protocol of IP address 192.168.2.10 only can use total bandwidth 512

Kbps bandwidth. Because rule 1's priority is higher than rule 2

Rule Source IP Destination IP  DSCP Protocol @ Remark DSCP Bandwidth (Up/Down)
1 192.168.2.10 ANY FTP NO 1024/8196
2 ANY ANY NO 512/512

Example 2 : On this setting, the FTP has 512 Kbps upload and 512 Kbps download on 192.168.2.10 Because

rule 1's priority is higher than rule 2

Rule Source IP Destination IP DSCP Protocol @ Remark DSCP Bandwidth (Up/Down)
1 ANY ANY NO 512/512
2 192.168.2.10 ANY FTP NO 1024/8196
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8.6 Resource Sharing
8.6.1 DMZ

DMZ is commonly work with the NAT functionality as an alternative of Virtual Server(Port Forwarding) while wanting all
ports of DMZ host visible to Internet users. Virtual Server rules have precedence over the DMZ rule. In order to use a

range of ports available to access to different internal hosts Virtual Server rules are needed.

'B8-8
N#T wDSs g

: Remote

Base SL!!:QP

; DMZ:

WAN : WLAN
192.168.1.254 °

Please click on Advance -> DMZ and follow the below setting.

DMZ Setup

DMZ
oMz: Otnatle ® Disable

i I

Save

m  DMZ: By default, it's “Disable”. Check Enable radial button to enable DMZ.

m  |P Address : Enter IP address of DMZ host and only one DMZ host is supported.

Click Save button to save your changes. Click Reboot button to activate your changes.
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8.6.2 Virtual Server (Port Forwarding)

“Virtual Server” can also referred to as “Port Forward” as well and used interchangeably. Resources in the network can be
exposed to the Internet users in a controlled manner including on-line gaming, video conferencing or others via Virtual

Server setup. Don't repeat ports’ usage to avoid confusion.

Suppose you want to assign ports 21-25 to one FTP, Telnet and SMTP server (Ain the example), and port 80 to another
(B in the example). You assign the LAN IP addresses and the ISP assigns the WAN IP address. The NAT network

appears as a single host on the Internet.
| ™
NAT  WDS =

Remote B

Base Station
SSID : Main AP .g

WAN : WLAN
192.168.1.254 °

Please click on Advance -> Virtual Server and follow the below setting.

Virtual Server Setup

irtusl Server | (8 Frabie ) Dinabie ® Satuee Descripion Probocol Privaba P Public Porl Private Bort  Delabs Bt
Descrpten 140 R in iy LisT
Peivate P
Protocsl Tyee . (2 TP L
Privmie Port
P P

m  Virtual Server : By Default, It's “Disable”. Check Enable radial button to enable Virtual Server.

m  Description : Enter appropriate message for resource sharing via Virtual Server.

m  Private IP : Enter corresponding IP address of internal resource to share.

m  Protocol Type : Select appropriate sessions, TCP or UDP, from shared host via multiple private ports.
m  Private Port : A port or a range of ports may be specified as start:end; i.e. port 20:80

m  Public Port : A port or a range of ports may be specified as start:end; i.e. port 20:80

The Private Port and Public Port can be different. However, total number of ports need to be the same.
-~ Example : Public Port is 11 to 20 and the Private Port can be a 10 ports range.
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Click “Add” button to add Virtual Server rule to List. Total of maximum 20 rules are allowed in this List. All rules can be
edited or removed from the List. Click Reboot button to activate your changes.

While creating multiple Virtual Server rules, the prior rules have higher priority. The Virtual server rules have precedence

over the DMZ one while both rules exist. Example 1 and 2 demonstrate proper usage of DMZ and Virtual Server rules.

m  Example 1 : All connections should be redirected to 192.168.2.12 while DMZ is enabled. Since Virtual Server rules
have precedence over the DMZ rule all connections to TCP port 22 will be directed to TCP port 22 of 192.168.2.10
and remaining connections to port TCP 20~80 will be redirected to port TCP 20~80 of 192.168.2.11

DMZ Enabled : 192.168.2.12

Rule Protocol Private IP Private Port Public Port
1 TCP 192.168.2.10 22 22
2 TCP 192.168.2.11 20:80 20:80

m Example 2 : All connections should be redirected to 192.168.2.12 while DMZ is enabled. Since Virtual Server rules
have precedence over the DMZ rule all other connections to TCP port 20~80 will be redirected to port 20~80 of
192.168.2.11. The rule 2 won't take effect.

DMZ Enabled : 192.168.2.12

Rule Protocol Private IP Private Port Public Port
1 TCP 192.168.2.11 20:80 20:80
2 TCP 192.168.2.10 22 22
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8.7 System Status

This section breaks down into subsections of System Overview, Associated Clients Status, WDS Link Status, Extra

Information and Event Log.

8.7.1 Overview

Detailed information on System, WAN Information, LAN Information, Wireless Information and DHCP Server Status

can be reviewed via this page.

m  System : Display the information of the system.

System
Host Name : WLO-15802N
Operating Mode : Router AP Mode
Location :
Deszcription : 802.11a/n Wirelezz Qutdoor Bridge, 200m\W
Firmweare Version : Cen-CPE-NSH2 V1.0.10 Version
Firmweare Date : 2010-03-159 04:24:31
Device Time : 2000-01-01 00:04:06

System Up Time : 04:08

System Name : The name of the system.

Operating Mode : The mode currently in service.

Location : The reminding note on the geographical location of the system.
Description : The reminding note of the system.

Firmware Version : The current firmware version installed.

Firmware Date : The build time of the firmware installed.

Device Time : The current time of the system.

L 20 I R T L T

System Up Time : The time period that system has been in service since last reboot.

m  WAN Information : Display the information of the WAN interface.

Moda : Stabic Mods

MAC Address | 00 1A 50 0A TH F9
P Addresa © 152 168.1.254
P Netmask ; 255 255 2550

Secondary DHS

Receie Bytes © 31415
Recerve Packets : 263
Transmi Bytes | 285764

Tranamit Pacists : 308

The WAN port specified Dynamic IP, the Release and Renew button will be show-up, click Release button to

release IP address of WAN port, Renew button to renew IP address through DHCP server.
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WAN Information

Mode : Dynamic Mode [ Renew ] [ Release |

MAC Address : 00:0C:43:28:60:14

The WAN port specified PPPoE or PPTP, and the Connect and DisConnect button will be show up. Click “Connect”

button to assigned IP address from PPPoE or PPTP server, “DisConnect” button to release IP address of WAN port.

WAN Information
Mode : PPPoE Mode

Rsconn&dl.1od&:l.1anual[ Connect ][ DisConnect ]

Mode : Supports Static, Dynamic, PPPoE and PPTP modes.
Reconnect Mode : The current reconnect mode of the PPPoE or PPTP.
MAC Address : The MAC address of the WAN port.

IP Address : The IP address of the WAN port.

IP Netmask : The IP netmask of the WAN port.

IP Gateway : The gateway IP address of the WAN port.

Primary DNS : The primary DNS server in service.

Secondary DNS : The secondary DNS server in service.

Receive bytes : The total received packets in bytes on the WAN port.
Receive packets : The total received packets of the WAN port.

Transmit bytes : The total transmitted packets in bytes of the WAN port.

L 2 L R T T L T I T

Transmit packets : The total transmitted packets of the WAN port.

LAN Information : Display total received and transmitted statistics on the LAN interface.

LAN Information
MAC Address : 00:0C:43:28:50:30
IP Address : 192.168.2.254
IP Metmask @ 255.255.255.0
Receive Bytes : 20576
Receive Packets : 174
Transmit Bytes . 37310
Tranzmit Packets : 177

MAC Address : The MAC address of the LAN port.

IP Address : The IP address of the LAN port.

IP Netmask : The IP netmask of the LAN port.

Receive bytes : The total received packets in bytes on the LAN port.
Receive packets : The total received packets of the LAN port.

Transmit bytes : The total transmitted packets in bytes of the LAN port.

L2 L T I 2

Transmit packets : The total transmitted packets of the LAN port.
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m  Wireless Information : Display the detailed receive and transmit statistics of Wireless interface.

Irelgess iInformaton

WAL Agdress D0-1A50-0A:FB:FA

Channel 44
Ratz 300 Mifz
Recene Byles - 20584

cerve Packets - 928
ransmit Byles - 228

Tranamd Packets

L2 L T T 2

MAC Address : The MAC address of the Wireless Port.

Channel : The current channel on the Wireless port.

Rate : The current Bit Rate on the Wireless port.

Receive bytes :The total received packets in bytes on the Wireless port.
Receive packets : The total received packets on the Wireless port.
Transmit bytes : The total transmitted packets in bytes on the Wireless port.

Transmit packets : The total transmitted packets on the Wireless port.

m DHCP Server Status : Users could retrieve DHCP server and DHCP clients’ IP/MAC address via this field.

DHCP Server Status

DHCP :
Start IP:

End IP:
DNS1IP:
DHSZ IP
WINS IP
Domain :

Lease Time

IP Address

Enable
192.168.2.10
192.168.2.70

192.168.2.1

MAC Address Expired In
none

= |IP Address : IP addresses to LAN devices by DHCP server.

= MAC Address : MAC addresses of LAN devices.

= Expired In : Shows how long the leased IP address will expire.
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8.7.2 Associated Clients Status

It displays ESSID, on/off Status, Security Type, total number of wireless clients associated with all Virtual AP.

Wirelass Clients L asfrash |
VAR ESSID AL Addreds LELE Lacurity Tipd CRfila Cigral Suanal c i
Primarr &P Umin &P  00-TASIOATEFA ] Disabie ! MAL Acirgss Strengen Srength  BandWAdth 1. ime  DRSCOMOSC
o ANTD ANTY
- J 153208 Al 15 -_——— —
" il D 1A 501135 EF 2N ACATR Tk 11 134 [ Detete |

i3c@m JgdEm

R & W A & &

m VAP Information : Highlights key VAP information.

VAP : Available VAP from Primary AP to VAPG.

ESSID : Display name of ESSID for each VAP.

MAC Address : Display MAC address for each VAP.

Status : On/Off

Security Type : Display chosen security type; WEP, WPA/WPA2-PSK, WPA/WPA2-Enterprise.

v v v v Y

Clients : Display total number of wireless connections for each VAP.

m VAP Clients : Display all associated clients on each Virtual AP.

MAC Address : MAC address of associated clients

Signal Strength ANTO/ANTL1 : Signal Strength of from associated clients.
Bandwidth : Channel bandwidth of from associated clients

Idle Time : Last inactive time period in seconds for a wireless connection.

Connect Time : Total connection time period in seconds for a wireless connection.

v v v v Y

Disconnect : Click “Delete” button to manually disconnect a wireless client in a Virtual AP.
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8.7.3 Show WDS Link Status

Peers MAC Address, antenna 0/1 received signal strength, phy mode and channel bandwidth for each WDS are available.

WDS Information

WWmhe Al T4t o
A I._\I - L”"-. —LdilUS

Signal Strength Signal Strength Phy
MAC Address ANTO ANTY Mode BandWidth MCS SGI

00:1A:50:0A:TB:F2  100% (-5 dBm) 100% (-8 dBm) HTIIX 40M 15 1

m  MAC Address : Display MAC address of WDS peer.

m  Signal Strength ANTO/ANTL : Indicate the signal strength of the respective WDS links.
m  Phy Mode : Indicate the phy mode of the respective WDS linked.

m  BandWidth : Indicate the channel bandwidth of the respective WDS linked.

®m  MCS : Indicate the MCS of the respective WDS linked.

m  SGl: Indicate the SGI (Short Guard Interval) of the respective WDS linked. “1” indicate the Short Guard Interval, “0”
indicate the Long Guard Interval.

If display “no signal” Signal Strength ANTO/ANT1, you need check WDS configuration. Things to verify are
-~ MAC Address, Channel and Security type. Also, adjust antenna angle and Tx Power.
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8.7.4 Extra Info

Users could pull out information such as Route table, ARP table, MAC table, Bridge table or STP available in the drop-

down list from system. The “Refresh” button is used to retrieve latest table information.

Exira Information Rwlrash

nfermaton : | Metstat [nformabon b Protocod  LiveTime SEatus SrciP SrcPaort [sm® [EstPon
ep 119 25
tep 113 2254

2253

o2 od

&
W de oo & o & @

T EEE LR

m  Netstat Information : Select “NetStatus Information” on the drop-down list, the connection track list should

show-up, the list can be updated using the Refresh button.
NetStatus will show all connection track on the system, the information include Protocol, Live Time, Status ,
Source/Destination IP address and Port.

m  Route table information : Select “Route table information” on the drop-down list to display route table.
WLO-15814N / WLO-15802N could be used as a L2 or L3 device. It doesn’t support dynamic routing protocols such
as RIP or OSPF. Static routes to specific hosts, networks or default gateway are set up automatically according to the

IP configuration of system's interfaces. When used as a L2 device, it could switch packets and, as L3 device, it's

capable of being a gateway to route packets inward and outward.

- Route Information

Destination Gateway Netmask Interface

192 168.2.0 0.0.00 2656255 26550 bred

192.168.1.0 0.0.0.0 255.255.255.0 eth2
0.0.00 192.168.1.1 0.0.0.0 eth2

m  ARPtable Information : Select “ARP Table Information” on the drop-down list to display ARP table.

ARP associates each IP address to a unique hardware address (MAC) of a device. It is important to have a unique IP

address as final destination to switch packets to.

ARP Table Information
IP Address MAC Addriass Interface
192 168.2.26 00:1A:50:13:35:EF bred
102.168.1.27 00 1A92:9F .A4.98 eth2

m Bridge table information : Select “Bridge Table information” on the drop-down list to display bridge table.

Bridge table will show Bridge ID and STP's Status on the each Ethernet bridge and its attached interfaces, the Bridge

Port should be attached to some interfaces e.g. ra0 ~ra6 and wdsO~wds3).
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Bridge Table information
Bridge Port Bridge ID STP Enabled Interface
bred 8000.001A500a7bfa no ral

m  Bridge MAC information : Select “Bridge MACs Information” on the drop-down list to display MAC table.

This table displays local MAC addresses associated with wired or wireless interfaces, but also remember non-local

MAC addresses learned from wired or wireless interfaces.

Ageing timers will be reset when existing MAC addresses in table are learned again or added when new MAC
addresses are seen from wired or wireless interfaces as well. When time runs out for a particular entry, it will be

pruned from the table. In that situation, switching packet to that particular MAC address will be discontinued.

Bridge MACSs Information

Port MAC Address Local Ageing Timer
PrimaryAP 00:1A:50:13:35:EF no 4277
PrimaryAP 00:1A:50:04:78:FA yes 0.00

m  Bridge STP Information : Select “Bridge STP Information” on the drop-down list to display a list of bridge STP

information.

Bndge STP Information
brel
pridge id 8000.001A500aTbfa
designated root B000.001A500aTbia
root pon ] pain cost ]
max age 20.00 bridge max age 20.00
helio ime 2.00 brdge hello ime 2.00
forward delay 15.00 brigge forward delay 15.00
ageing time 300.00
helig timer 075 tcn timer 0.00
topology change imer 0.00 pe limer 075
flags
rad (1)
port id 8001 state forwarding
designated rool S000.001A500aTbfa path cost 100
designated bridge &000.001A300aThbfa message age imer .00
designated port BO01 forward delay imer 0.00
designated cost 1] hold imer 077
flags
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8.7.5 QoS Plot

The QoS Plot show graphs which continuously represents the current data traffic on each QoS rule. The chart scale and
throughput dimension (bps, Kbps, Mbps) changes dynamically according to the mean throughput value. The statistics is
updated automatically every 5 seconds. The throughput statistics of QoS can be updated manually using the Refresh
button.

QoS Plot e

J005 LISt 2 50 R 15 1MBps I
N Emment Remark BECP Rarnberidth| LT kg s T A 12Mbps |

0 TE |
bk

@ e [ 152024
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8.7.6 Event Log

The Event log displays system events when system is up and running. Also, it becomes very useful as a troubleshooting

tool when issues are experienced in system.

System Log

Time Facility Severily

Syslem

2000 Jan 1

oDty reem

2000 Jan 1 o
gooney  Sreem
2000 Jan 1
OocDD: 11
2000 Jan 1
Dounn 11
2000 Jan 1 -
goon3g  Croem

Frslem

Syslem

®  Time : The date and time when the event occurred.

M sage
dnsmasqiBa] stamed, virsion 2 40 cachesaee 150
dnesmasqSe] compile Bme opbons. no-IPvE GHU-gelop!
na=RTC neo-MUELI no=tSC4a asafls no-DBus no-118M
TFTF

dnemasg#4] using namesener 182.168.2.1#53

dnsmasglad] deared cache

AutftnBCation Succasshul Tor ieol fram 152 168 2 22

802.11a/n High Power Wireless Outdoor Bridge/AP

[ Rafeaah | [ Claar

m  Facility : It helps users to identify source of events such “System” or “User”

B Severity : Severity level that a specific event is associated such as “info”, “error”, “warning”, etc.

m  Message : Description of the event.

Click Refresh button to renew the log, or click Clear button to clear all the record.
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Appendix A.  Windows TCP/IP Settings
. Windows XP

1. Click Start -> Settings -> Control Panel, and then “Control Panel” window appears. Click on “Network
Connections”, and then “Network Connections” window appears.

" Hetwork Conmections

Fie Edl ‘View Fovorlles Teoh  Abvanensd  Help

G- - (F | s

» Y sa

metwork Tasks

3 | B Lexl A Covamtin
&l Creste o rew connechion - it e
? Sk vy i P o sl il VLA [#arin N g

vl roe wwh

S Charoe Windouws Frossl

D kol Bated

R iy stk Plsces
(&) v Cocumenes

§ v Comnim

2. Click right on “Local Area Connection”, and select Properties.

5 Herwork Connecilons

Fle Cde Vew Fovorfer Took Advenced  Help

Que - £ ¥ Pseasn v [E-

ackebers [W0% Mvtwork Comettions * B
A LAN or High-Speed Tnbere
Metwerk Toaks

@-lﬂ 1394 Cornection

[ <reste arem rirdhes, Ferunbed

cornecLion il

? Sty & home o0 smal "5"
office nesweork 1 Warshess Hetrerh Conmaon St

o Change windom C 1 ] T
frenssstiree = Bl Rt FEMCRL Wik M

B Cuatis this et Bricdges Corrmnctiorn
R Crabe Sherbeud

B Proar the convctan it .

B Forame tha conmection Rename

D Viow slabun of Hhe

[2] hange settings of the

COnrasCtion
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3. In“Local Area Connection Properties” window, select “Internet Protocol (TCP/IP)” and click on Properties

button.

-+ Local Area Connection Properties

General | Advanced |

Connect using:

‘ B NVIDIA nForce Networking Controller |

Thiz connection uses the following items:

across diverze interconnected networks,

o= 308 Packet Scheduler ~

S AEGIS Protocol [[EEE 802.7x) »3.4.10.0

Internet Pro [TCPAR) E.
\

< | &

Dezcription

Tranzmizzion Control Protocol/Internet Protocal. The default
wide area network protocol that provides communication

[]5how icon in notification arsa when connected
MHaotify me when this connection has limited or ho connechivity

] [ Cancel

4. Select “Use the following IP address”, and type in
IP address : 192.168.2.100
Subnet mask : 255.255.255.0

Internet Protocol (TCP/IP) Properties

Gerneral |

the appropriate [P settings.

(") Obtain an [P addiess automatically
(®) Uze the following IP address:

oy can get P settings assigned automatically if wour network, supports
thiz capability. Otherwize, you need to ask your network administrator for

IP address: | 192.168. 2 10|

Subnst mask: | 255 .255 . 255 . 0 |

Default gateway: |

Obtain OMS zerver address automatically

(®) Use the following DNS server addresses:

Prefered DMS server: |

Alkernate DMS server |

Ok H Cancel ]
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Appendix B.

Table B

Block
LAN

WAN

DDNS

DHCP Server

WEB GUI Valid Characters

Field
IP Address

IP Netmask

IP Gateway
Primary DNS
Secondary DNS

Hostname

Manual MAC Address
IP Address
IP Netmask
IP Gateway

Hostname

User name
Password

MTU

Idle Time
Primary DNS
Secondary DNS

Hostname

User Name
Password

Start IP
End IP
DNS1 IP
DNS2 IP
WINS IP

Domain

Lease Time

802.11a/n High Power Wireless Outdoor Bridge/AP

WEB GUI Valid Characters

Valid Characters
IP Format; 1-254

128.0.0.0 ~ 255.255.255.252
IP Format; 1-254
IP Format; 1-254
IP Format; 1-254

Length : 32
0-9,A-Z, a-z

~t@#SN () _+-{}<>2[]/5 7,

12 HEX chars

IP Format; 1-254

128.0.0.0 ~ 255.255.255.252
IP Format; 1-254

Length : 32
0-9,A-Z, a-z

~1@#SN N () _+-{}:<>2[]1/:7,

Length : 32
0-9,A-Z, a-z

~1@#SN N () _+-{}:<>2[]1/:7,

576 ~ 1492 for PPPOE; 1400 ~ 1460 for PPTP

0 ~ 60 minutes
IP Format; 1-254

IP Format; 1-254

Length : 32
0-9,A-Z, a-z
@-_
Length : 32
0-9,A-Z, a-z

~t@#SN () _+-{} i <>2[]1/57,

IP Format; 1-254
IP Format; 1-254
IP Format; 1-254
IP Format; 1-254
IP Format; 1-254

Length : 32
0-9,A-Z, a-z

~t@#S% () _+-{} <>/,

600 ~ 99999999
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Table B

Block

Management

SNMP

General Setup
Wireless Profile

Advanced Setup

Field

System Name/ Location

Description

Password

HTTP/ HTTPS Port

Telnet/ SSH Port
RO/RW community

RO/RW user

RO/RW password

Community

IP

Tx Power
Profile Name
ESSID

WEP Key

Pre-shared Key

Beacon Interval
Date Beacon Rate
Fragment Threshold
RTS Threshold

802.11a/n High Power Wireless Outdoor Bridge/AP

WEB GUI Valid Characters (continued)

Valid Characters
Length : 32
0-9,A-Z, a-z
Space

~1@#S% () _+-{}]:

32 chars

Length: 4 ~ 30
0-9,A-Z, a-z

~1@#S% () _+-{}]:

1~ 65535

1~ 65535

Length : 32
0-9,A-Z, a-z

~t@#$% () _+-{}I:

Length : 31
0-9,A-Z, a-z

~1@#S% () _+-{}]:

Length : 8 ~ 32
0-9,A-Z, a-z

~1@#8% () _+-{}:

Length : 32
0-9,A-Z, a-z

~1@#S%N () _+-{}]:

IP Format; 1-254
1-100 %
32 chars

Length : 31
Space
0-9,A-Z, a-z

<>?[1/;"

<>?[1/;"

<>7?[];"

<>?[]:"

<>?[];",

<>?[];",

~1@#SW N () _+-{}:<>2[]/;,
10, 26 HEX chars or 5, 13 ASCII chars

8 ~ 63 ASCII chars; 64 HEX chars

20 ~ 1024
1-~255
256 ~ 2346
1~ 2347
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Table B

Block
Virtual AP Setup

WDS Setup

IP Filter

MAC Filter
Virtual Server

DMZ

QoS/
Parental Control

Field
ESSID

Maximum Clients

VLAN ID

WEP Key

Group Key Update Period
PMK Cache Period
Pre-Shared Key

Radius Server IP

Radius Port

Shared Secret

Session Timeout
WEP Key

TKIP Key
AES Key
Peer's MAC Address

Description
Source Address

Source Mask
Source Port
Destination Address
Destination Mask

Destination Port
MAC address

Description
Private IP

Private/ Public Port
IP Address
Comment

MAC Address

Local/ Destination IP

802.11a/n High Power Wireless Outdoor Bridge/AP

WEB GUI Valid Characters (continued)

Valid Characters

Length : 31

Space

0-9,A-Z, a-z
~T@#ESW () _+-{}|:<>2[1/;", .=

1~32

1~ 4094

10, 26 HEX chars or 5, 13 ASCII chars
>=60 seconds

> 0 minute

8 ~ 63 ASCII chars; 64 HEX chars

IP Format; 1-254

1~ 65535

8 ~ 64 characters

>= 60 seconds; 0O is disable
10, 26 HEX chars or 5, 13 ASCII chars

8 ~ 63 ASCII chars; 64 HEX chars
8 ~ 63 ASCII chars; 64 HEX chars
12 HEX chars

32 chars
IP Format; 1-254

0~32

1~ 65535

IP Format; 1-254
0~32

1~ 65535

MAC Format; 12 HEX chars
32 chars

IP Formate; 1-254

1~ 65535
IP Format; 1-254
32 chars

MAC Format; 12 HEX chars
IP Formate; 1-254
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Block Field Valid Characters
Local/ Destination Port 1~ 65535
Upload & Download 8 ~ 8192 digital number
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Appendix C. MCS Data Rate

The table below shows the relationships between the variables that allow for the maximum data rate

Table C MCS Data Rate

Data Rate (Mb/s)

MCS Index Modulation Channel Bandwidth = 20 Channel Bandwidth =40
Lona Guard Interval Short Guard Long Guard Short Guard
9 Interval Interval Interval
0 BPSK 6.5 7.2 13.5 15.0
1 QPSK 13.0 14.4 27.0 30.0
2 QPSK 19.5 21.7 40.5 45.0
3 16-QAM 26.0 28.9 54.0 60.0
4 16-QAM 39.0 43.3 81.0 90.0
5 64-QAM 52.0 57.8 108.0 120.0
6 64-QAM 58.5 65.0 121.5 135.0
7 64-QAM 65.0 72.2 135.0 157.5
8 BPSK 13.0 14.4 27.0 30.0
9 QPSK 26.0 28.9 54.0 60.0
10 QPSK 39.0 43.3 81.0 90.0
11 16-QAM 52.0 57.8 108.0 120.0
12 16-QAM 78.0 86.7 162.0 180.0
13 64-QAM 104.0 115.6 216.0 240.0
14 64-QAM 117.0 130.0 243.0 270.0
15 64-QAM 130.0 114.4 270.0 300.0

Note :

v When MCS=32, only Short Guard Interval option is supported, Channel Bandwidth=20 is not supported. If
Channel Bandwidth=40, the HT duplicate 6Mbps.

v When MCS=0~7(One Tx Stream), Guard Interval and Channel Bandwidth are supported

v When MCS=8~15(Two Tx Stream), Guard Interval and Channel Bandwidth are supported
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Aopendix D.  System Manager Privileges

There are two system management accounts for maintaining the system; namely, the root and admin accounts are with

different levels of privileges. The root manager account is empowered with full privilege to Read & Write while the admin
manager account is Read only.

The following table display CPE admin account’s privileges.

Main Menu Sub Menu Group Admin Privilege
Operating Mode Read
WAN Read
LAN Read & Write
System DDNS Read & Write
Time Server Read & Write
UPNP Read & Write
SNMP Read
General Read
Wireless Advanced Read
Site Survey Read
DMz Read
IP Filter Read
MAC Filter Read
Advance
Virtual Server Read
Parental Control Read
QoS Read
System Information Read
Root Password Read
Management Admin Password Read & Write
Login Methods Read
Administrator Ping Watchdog Read
Backup Settings Read & Write
Profile Settings Restore Settings Read
Reset to Default Read
System Upgrade Read
Network Utility Read & Write
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Reboot ‘ Read & Write
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Aopendix E.  Enabling UPnP In Windows XP

1. Open the “Add/Remove Programs” control panel, and then click on “Add/Remove Windows Components” in the
sidebar. Scroll down and find “Networking Services”, highlight it, and then click Details.

Windows Components Wizard

Windows Components
“'ou can add or remove components of Windows #P.

To add or remove a component, click the checkbox. & shaded box means that only
part of the companent will be installed. To see what's included in a component, click

Dretails,

Components:

[ =g Meszage Queling 00ME
W MSN Explorer 207 MB

% 7 Metworking Services 03ME |
O Eg] Other Metwork File and Print Services 0.0ME

W1 28 Muatnnk Fanmess nnke

Descrption:  Containzg a wanety of specialized, network-related services and protocols.

Total disk space required: 5E.8 MB -
[ Detais... |
Space avaiable on disk: 33156.3 MB —

< Back ][ Mest = ]’ Cancel ]

2. Inthe “Networking Services” window, ensure that the “Internet Gateway Device” and “UPnP User Interface”
options are checked. If they are not, check it to enable them, as shown below, and click OK to continue.

Metworking Services

To add or remove a component, click the check box. & shaded box means that only part
af the component will be installed. To see what's included in a companent, click Details.

Subcomponents of Metworking Services:

Intermet Gateway Device Discovery and Control Client 0.0me
[ & Peer-to-Peer 0.0HB
[ B RIP Listerer 0.0 ME
[ Simple TCPAP Services 0.0me

L UPRP User Interface 0.2 mMe

Deszcription:  Displays icong in My Metwork, Places for IPnP devices detected on the
nebwark. Alzo, opens the required Windows Firewall parts.

Total disk space required: 5E.28 ME
Space available on digk: 33153.4 MB

(] 4 ] l Cancel

3. Next, in the “Control panel”, open the “Administrative Tools” and then open “Services”. Scroll down until you find
the “SSDP Discovery Interface”. If the Status is not Started, double-click on SSDP Discovery Interface to open the
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service properties. Change the startup type to Automatic, then close the properties. Now, right-click on SSDP

Discovery Services, and choose Start from the pop-up menu. The SSDP Discovery Service will then be running and

start each time you boot.

B[=1/e3

File  Action  Miew  Help
enabli —
g &7 EERBR 28 =
UPNP 8y Services (Local) Marme Description Stabus Startup Tvpe Log On As -
%Shell Hardware Det. .. Started Automatic Local Swskem
and %Smart Card Manages a... Manual Local Service
startin SDP Discovery Ser... Enables dis...  Started Marual Local Service
h s%Swstem Event Matifi... Tracks sysk,.. Started Aukomatic Local Sywskem
g the %System Restore Se... Performs s,,,  Started Aukomatic Local Syskem
SSDP %Task Scheduler Emablesa,.. Started Aukomatic Local Syskem iy
Di %TCPIIP MetBIOS He... Enables su,,,  Started Aukomatic Local Service
ISCO %Telephuny Provides T...  Started Manual Local Syskem B
s _ R s : : s b
very Extended }\ Standard f
Servi
ce, it

may take few minutes for the “Air Force One 5" to be discovered and appear in your “My Network Places”.

p My Metwork Places

File Edit  Miew Favorites

Tools

Help

@Back i > | I? K.)Search i Falders v

Address i.._,! My Mebwork, Places

Metwork Tasks

£

Marne
S wWLo-15802N

Camments Computer = Metwark, Location
a0z, 11a/n Wireless Qutdoor Bridge, Z00mMW  WLO-15802M  Local Mebwork,
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