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PheeNet AP-854NP (GAP) - Touka goctyna Wi-Fi ctaHgapTa 802.11bgn ans ucnonb3oBaHUs BHYTPY NOMELLEHUI CO
BCTpoeHHon dyHKumen AAA wnio3a (Authentication, Authorization, Accounting). Mogens AP-854NP (GAP) coyeTaeT B cebe IP-
mapupyTtmaatop / Firewall / Multi- WAN / QoS, a Tak xxe AAA Lnio3, YTO NO3BONSET OCYLLECTBMASATL KOHTPONb Haj,
ayTeHTUdUKaumen, astopusaumen, bunnudrom n mappytusauuin. PheeNet AP-854NP (GAP) cnocobHa obenyxusaTb Ao 100
nonb3oBarenen 0OAHOBPEMEHHO.

BcTpoeHHbin AAA 103 No3BoNsieT HAaCTPOUTL 06LLLEeOCTYMHbIE CEPBUCHI, UCMOMb3ys rMOKMe NpaBuna u orpaHn4yeHns
KINMeHTCKoro goctyna, 6e3 gononHutensHoro cepsepa RADIUS. 3T1o yaobHo ans 6ecnpoBoaHbix ceTen kade, otenen ,
TOProBbIX LIEHTPOB UM YHUBEPCUTETOB, rae Heobxoaumo passepHyTb koMMepyeckyto Wi-Fi ceTb. Touka goctyna AP-854NP
(GAP) npegocTaBnsieT NonHy MHMOPMaLMIO O KITMEHTCKMX NOAKIIOYEHUSX (BPEMEHN coeaMHEHUs, obbeme nepeaaHHbIX /
NonyYeHHbIX AaHHbIX, BUNAMHroBy0 MHOPMaLMo 1 T.4.)

PheeNet AP-854NP (GAP) BbinonHeHa B meTannunyeckom kopnyce (ctaHgapt IP50) n umeet 2 BHewwHne aHTeHHbl (SMA
connector). MowHocTb nepepatyuka B 100mW yooBneTBopsieT npaBuniam permctTpauum pagmoanekTpoHHbIX CPeaCTB U
BbICOKOYaCTOTHbIX YCTPONCTB rPpaXk4aHCKOro HasHayeHusi, Ucnonb3yemMbix Ha Tepputopumn Poccuickon ®epgepauun (He
noanexuT obsisatenbHoW peructpauun), B TO BpeMs Kak nponyckHas cnocobHocTb Touku goctyna go 300Mbps o6ecneuunt
Heo6XxoaMMy NPOU3BOANTENBHOCTD.

Mogpenb AP-854NP (GAP) nogaepxwusaet ctaHgapt IEEE802.3af PoE (Power over Ethernet). JanHbin ctaHaapT PoE
(48V) nosBonsieT yBenu4MTbL paccTosiHNe, Ha KOTOpoe MOryT ObITb OTAaneHbl Todkn goctyna Ao 100m (no cpaBHeHuto ¢ 24V
ctaHgapTom PoE), 4To no3BonsieT ynpocTuTb NPOLECC pa3BepThiBaHUSA CETU B 30aHUSX CO CITOXHOW MITaHUPOBKOMW. Tak Xe B
Touke goctyna AP-854NP (GAP) npenyCcMOTpeH anbTepHaTVBHBIA pasbem nutaHns DC Jack ¢ dyHKumen pesepBrpoBaHmns,
KOTOPbI NO3BOMSET NOBLICUTbL OTKa30yCTONYMBOCTb CUCTEMBI.

[na ynobcTBa opraHu3aumm rocteBoro Aoctyna Touka goctyna AP-854NP (GAP) MoXeT ncnonb3oBaTbCst COBMECTHO C
cepsepom goctyna PheeNet PSS-120 n tepmonpuHtepom PheeNet PPT-001. [JaHHbIN KOMMNSEKT NO3BOMSET Nerko 1 6eicTpo
OCYLLECTBNSATE MOMEHTaNbHY rEeHepaLuio U BbIBOA Ha NPUHTEpP rOCTEBLIX Naponen goctyna B nobom yno6HoM MecTe,
He3aBUCUMO OT AOCTYNMHOCTN camoi Todkn goctyna PheeNet AP-854NP (GAP).

PheeNet PSS-120 - cepBep KIMEeHTCKOro AocTyna Ans npeaocTaBneHns KNMeHTy aBTopu3aLMoHHON MHopMaumu.
Yctponcteo PSS-120 no3sonseT B pexume peanbHOro BpeMeHn cosgaBaTh napbl NOMMH-Naporb NyTEM HaxaTus BCero
HECKOINbKMX KHOMOK C MOCNeAyLMM MX BbIBOAOM Ha TEPMONPUHTEP. Taknum 06pasom, yHKUNS NpegoCcTaBneHns KIMeHTy
aBTOPM3aLMOHHON MHpOPMaLIMN CTaHOBUTCA AOCTynHa Ang noboro cotpygHvka (pecenwH oduca Unm roctuHnubl, 6apmeH,
aAMUHMCTPaTOop Mnu Nbow Apyron NnepcoHan opraHu3auum)

Touka goctyna PheeNet AP-854NP (GAP)- aTo ngeanbHoe pelueHne Ansa pa3BepTbiBaHWS MarbiX KOMMEPYECKMX CeTen
WiFi, korga TpebyeTcsi Hegoporoe KOMMIIEKCHOE pelueHne Ans NocTpoeHne 6ecnpoBOAHON CeTu ¢ ObICTPON OKynaemMocTbio
WHBECTULINIA.

OcHoegHble pyHkyuu moyek docmyna PheeNet AP-854NP (GAP)

User Management
e  Support 100 simultaneous authentication users
e Max 3069 Accounts
e  Support Pre-setting authentication users, On-Demand Users and Local Radius Accounts.
e Users Session Management
e Configurable user Black list ( with Time-based control)
e Allows MAC address and user identity binding for local user authentication



e SSL protected login portal page

e  Supports multiple login with one single account

e Session idle timer

e Login Session idle time out setting

e Session and account expiration control

¢ Notification email to provide a hyperlink to login portal page
e User Log and traffic statistic notification via automatically email service
e Login time frame control

e  Session limit

e Real-Time Online Users Traffic Statistic Reporting

e  Support local account roaming

e  Seamless Mobility : User-centric networking manages wired and wireless users as they roam between ports or wireless
APs

Authentication

e Authentication: single sign-on (SSO) client with authentication integrated into the local authentication environment
through local/domain, LDAP, RADIUS, MAC authentication, and 802.1x
=  Customizable Login and Logout Portal Pages
=  Customizable Advertisement Links on Login Portal Page
e User authentication with UAM (Universal Access Method), 802..1x /EAPoOLAN ,MAC address

e Allow MAC address and users identity binding for local user authentication
e No. Of Registered RADIUS Servers : 2

e  Support MAC control list (ACL )

e  Support auto-expierd guest accounts

e Users can be divided into user groups

e Each Service Domain has its own network properties and bandwidth control
e  Max simulanous user session (TCP/UDP) limit

e Configurable user black list

e  Export/Import local users list to/from a text file

e Web-based Captive Portal for SSL browser-based authentication

e Authentication Type
= |EEE802.1X(EAP,LEAP,EAP-TLS,EAP-TTLS,EAP-GTC,EAP-MD5)
= RFC2865 RADIUS Authentication
= RFC3579 RADIUS Support for EAP
= RFC3748 Extensible Authentication Protocol
=  MAC Adress authentication
=  Web-based captive portal authentication

Authorization
e Authorization : access control to network resource such as protected network with intranet, internet, bandwidth, VPN,
and full stateful packet firewall releases

Accounting
e Provides billing plans for pre-setting accounts
e Provides billing plans for on-demand accounts
e Enables session expiration control for On-demand accounts by time(Hours) and volume
e Detailed per-user traffic history based on time and data volume for both local and on-demand accounts
e  Support local on-demand and external RADIUS server
e Contain 10 configurable billing plans for on-demand accounts
e  Support credit card billing system by Authorize.net and PayPal
¢ Provide session expiration control for on-demand accounts
e  Support automatic email network traffic history



Wireless
e  Transmission power control : 7 Levels

e Channel selection : Manual or Auto

e No. of associated clients per AP : 32

e  Setting for max no associated clients : Yes

e No. of BBSID (Virtual AP) : 8

e No. of Max. WDS setting : 4 (8)

e Preamble setting : Short/ Long

e  Setting for 802.11b/g/n mix, 802.11b only or 802.11 g only or 802.11n only
e  Setting fortransmission speed

e |EEE802.11f IAPP ( Inter Access Point Protocol ) , hand over users to another AP
e |EEE802.11i Preauth (PMSKA Cache)

e |EEE802.11d Multi country roaming

e Automatic channel assignment

e  Secure wireless bridge connects access points without wire

e  Monitoring and reporting

e |IP-Based monitoring of network devices

e TX Power Control

e Auto channel selection by hardware push button

Security
e Layer 2 User Isolation

e Blocks client to client discovery within a specified VLAN

e  Setting for TKIP/CCMP/AES key'’s refreshing periodically

e Hidden ESSID support

e  Setting for “ Deny Any “ connection request

e MAC Address Filtering (MAC ACL)

e  Support Data Encryption : WEP(64/128-bit), WAP, WAP2

e  Support various authentication methods : WPA-PSK,WPA-RADIUS,IEEE802.1X
e  Support VPN pass-thourgh

e  Encryption Type
= WEP: 64 and 128 bit
=  WAP-TKIP , WPA-PSK —TKIP, WPA-AES, WPS-PSK-AES
= WAP2/802.11i :WPA2-AES, WAP2-PSK-AES, WAP2-TKIP, WPA-PSK-TKIP
=  Secure Socket Layer (SSL ) and TLS : RC4 128-bit and RSA1024-bit and 2048-bit

ISP Domain
e The network is divided into maximum 8 group, each defined by a pair of VLAN tag and ESSID

e Each Domain has its own (1) login portal page (2) authentication options (3) LAN/ VLAN
= interface IP address range (4) Session number limit control (5) Traffic shaping
e  Support VLAN Tag over WDS

Dual WAN
e Load Balancing
=  QOutbound Fault Tolerance
= OQutbound loadbalance
=  Multiple Domain Support
= By Traffic
e Bandwidth Management by individual and users group
¢  WAN Connection Detection

QoS Enforcement
e Packet classification via DSCP (Differentiated Services code Point)
e Traffic Analysis and Statistics
e DIfflTOS
e |EEE 802.1Q Tag VLAN priority control
e |EEE 802.11e WMM
e Automatic mapping of WMM priorities to 802.1p and IP DSCP
e U-APSD(Unscheduled Automatic Power Save Delivery)
e IGMP Snooping for efficient multicast delivery
e Upload and Download Traffic Management



e  Support WMM Multiple Priority Level
e Scheduled Policies

Network
e  Support static IP , Dynamic IP(DHCP Client ), PPPoE and PPTP on WAN connection
e DHCP Server Per VLAN; Multiple DHCP Networks
e 802.3 Bridging
e  Proxy DNS/Dynamic DNS
e  Support NAT
= |IP/Port destination redirection
= DMZ server mapping
= Virtual server mapping
= H.323, SIP, PPTP pass-through
e  Built-in with DHCP server

e NTP Client

e Vitual DMZ

e Virtual Server (IP /Port Forwarding)

e Binding VLAN with Ethernet and Wireless interface
e  Support MAC Filter

e  Support IP Filter

e Time-based AP access control

e  Support Walled garden (free surfing zone)

e  Support MAC address and IP address pass through

System Administration
e Intuitive Web Management Interface

e Two administrator accounts

e Provide customizable login and logout portal page

e CLI access (Remote Management) via Telnet and SSH
e Remote firmware upgrade (via Web)

e Ultilities to backup and restore the system configuration
e Remote Link Test — Display connect statistics

e Full Statistics and Status Reporting

e Real time traffic monitor

e Ping Watchdog

e  Traffic history report via email to administrator

e Users’ session log can be sent by emaill

e Even Syslog

e Remote Syslog reporting to external server

e SNMP vlyv2c ,v3

e SNMP Traps to a list of IP Address

e  Support MIB-II

e Spanning Tree Protocol

e NTP Time Synchronization

e  Administrative Access : HTTP / HTTPS

TexHuyeckue xapakmepucmuku mo4yku docmyna PheeNet AP-854NP (GAP)

Wireless Features

Standard IEEE 802.11 b, g, n
IEEE 802.3u 100Base-TX Fast Ethernet
IEEE 802.11d
IEEE 802.11h

Security 64 and 128 bit WEP

WAP-TKIP , WPA-PSK —TKIP, WPA-AES, WPS-PSK-AES




WAP2/802.11i :WPA2-AES, WAP2-PSK-AES, WAP2-TKIP, WPA-PSK-TKIP
MAC Address Filter

User Isolation- Hidden ESSID

Frequency Band

2.4GHz

Modulation

IEEE802.11b : DSSS (DBPK,DQPSK,CCK)

IEEE802.11g/n : OFDM(64-QAM,16-QAM,QPSK,BPSK)

Receive Sensitivity

802.11b/g /n

-90dBm@1Mbps, -86dBm@6Mbps,-84dBm@11Mbps,-69dBm@54Mbps

Output Power

100mwW

Transmit Output Power
Control

7 levels

Channel

802.11b/g/n : 11 for FCC,14 for Japan,13 for Europe, 2 for Spain, 4 for France

Antenna

Interface

2 x 5dBi Omni Antenna (Reverse SMA connector)

Hardware

1 x DB9 Serial Port

1 x USB Port (Optional 3G interface radio with major brands — ODM only)
3 x 10/100BASE-TX auto-negotiation Ethernet port (RJ-45 connector)
WAN * 2, LAN * 1

Auto MDI/MDI-X enabled , IEEE802.3af Power Over Ethernet Compatible , Auto Fail
over

RF Channel Scan

Hardware Push-button to scan for a better channel to use

LED

1x Power, 2 x WAN ,1x LAN , 1x Status, 1x Busy, 1x Printer

Environment

Operating Temperature: -20 °C ~ 50 °C
Storage Temperature: -20 °C ~ 60 °C

Opeaating Humidity: 10~80%(non condensing)
Storage Humidity: 5~90%(non condensing)

Power Supply

110 — 220V AC Power ; 12 VDC, 1.5A input.

Support 802.3af Compliant , Power Over Ethernet (48V/0.3 A)

Wall Mountable , Metal case compliant with IP50 standard

Interface

Mounting
Dimensions 205 mm (L) x 125 mm (W) x 35mm (H), 600g
Certificate FCC,CE, IP50,ROHS compliant

PSS-120 (Intelligent Device Server)

2 x RS-232 DB-9M Ports (COM1: 1200 to 921600 bps, COM2: 9600 bps)

1 x 10/100 Ethernet Port

Management

Web management

Power Supply

DC Jack: 110 — 220V AC Power; 12 VDC, 1.A input.

Screw Terminal Block : 12-60 VDC




Dimensions 116 mm (L) x 123 mm (W) x 27 mm (H), 300g

PPT-001 (Ticket Thermal Printer)

Printing method

Thermal line
Printing speed 60 mm/s
Resolution 203dpi
Fonts Multilingual code page X12, Chinese, Japanese, Thai, Korean, Others

Alphanumeric (Font A) : 12x24
Character structure Alphanumeric (Font B) : 9x17

Chinese : 24x24

Single-ply thermal paper roll
Paper Paper roll size: 57.5+0.5 (W) x 80 mm (Dia.)

Paper thickness: 0.05~0.06 mm

Interface RS-232

Power Supply 10vDC/3A

196 mm (L) x 126 mm (W) x 118 mm (H), 2100g

Dimensions




